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Compared to current data protection 
regulations, non-compliance to GDPR 
can lead to some very serious financial 
consequences. People aren’t fully aware 
of their rights yet, but they will be. And 
once they are, the enquiries will start to 
come. As will the lawsuits. 

GDPR clearly presents some challenges 
but it also brings some big opportunities 
for our industry, too. Event planners and 
marketers will need to think and act 
very differently to the way they talk to 
attendees and customers - and be a lot 
more honest in the way they manage 
their information too. Those that can 
show they’re dealing with personal data 

in a transparent and secure way and have 
respect for the privacy of individuals will 
succeed in building a new level of trust. 
And this will be key in deciding which 
organisations people choose to deal with 
in the future. 

We hope you’ll find this eBook a useful 
resource for everything you need to 
know about GDPR and the steps you 
need to take now to get yourself ready 
in time for the May 2018 deadline. If you 
need any more information, please email 
us on gdpr@eventsforce.com.  

We’ll do our best to answer any of your 
questions!

Are You Ready for 
May 2018?

I n t r o d u c t i o n

GEORGE SIRIUS 
CEO, Eventsforce

One of Europe’s biggest shake ups in data protection and privacy laws is coming into effect next year and event planners 
need to be prepared. The new General Data Protection Regulation (GDPR), which replaces the current 1995 EU Data 
Protection Directive, will provide a completely new framework to the way we collect, process and protect the personal data 
of people in the European Union (EU). 

Responsibility for GDPR 
compliance will extend 
to marketing and event 
operations – not just 

IT and legal departments. It 
will apply to every organisation 
hosting events in the EU and 
ANY organisation collecting data 
on EU citizens and residents – 
regardless of the event location.

Events deal with high 
volumes of personal 
data collected through 
registration forms, 

mobile apps and surveys. 
However, current practices 
around getting consent in 
using this information and 
sharing it with other parties 
can now land organisations 
into big trouble under GDPR.

Event planners (and 
agencies) now have 
to play a bigger role 
in securing their 

event data and ensuring that 
third party suppliers (ex. event 
tech suppliers) are also GDPR 
compliant. Not doing so can 
result in hefty fines and lost 
business.

1 2 3
There are three main reasons why the new GDPR 

legislation should matter to event planners worldwide:
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How Does GDPR Impact 
Events?
One of the key reasons as to why GDPR is coming into 
force is because of the exponential rate that data is being 
collected by organisations today. In the events industry, 
we use so many different data collection tools that help 
us gather and analyse information on attendees – from 
registration systems and mobile apps to surveys, social 
media, lead capture tools and so on. Events in particular 
also deal with highly sensitive personal information - 
from attendee names, contact details and employment 
information to gender, disabilities and dietary preferences. 
With data-driven marketing 
increasingly at the forefront 
of meetings and events, it 
is inevitable that marketers 
and event planners need 
to prepare before the new 
regulations come into place.

About GDPR
W h a t  E v e n t  P l a n n e r s  N e e d  t o  K n o w

Any organisation that collects and processes data on European 
citizens falls under the new regulation. So, if you are hosting 
events in Europe or your attendees are European citizens or 
residents (regardless of where your events are taking place), then 
the new regulation applies to you. Also, if you’re using some 
kind of event management system (ex. registration software, 
mobile apps etc) which helps you capture and process data 
around your events, then GDPR will apply to your technology 
providers too (even if they’re based outside of the EU).

What is GDPR?
The new EU General Data Protection Regulation (GDPR) will 
be directly applicable from 25th May 2018. It’s seen as the 
most important change in data privacy regulations in 20 
years and aims to give EU citizens more control over how their 
personal data is used. Why is it happening? The legislation that 
is currently in use (the EU Data Protection Directive) was put 
in place before the Internet and cloud technology completely 
changed the way companies use data, and the GDPR aims to 
address that. The EU also wanted to give businesses a simpler, 
clearer legal environment in which to operate in where they 
have to comply with one law, instead of 28 laws across different 
EU countries.
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GDPR focuses on the rights of individuals over companies – but what does compliance 
actually mean?  See below the seven main requirements event planners need to focus on:

GDPR Requirements?

Consent
Event organisers will be required to 
obtain their attendees’ consent to store 
and use their data, as well as explain 
clearly how it will be used. Consent 
must be active, affirmative action by the 
attendee, instead of passive acceptance 
through pre-ticked boxes or opt-outs. 

Right to be Forgotten
EU citizens and residents at any time will 
be able to ask you to not only delete their 
personal data but to also stop sharing 
it with third parties that they have 
previously given consent to (ex. suppliers, 
hotels, venues etc.) – who will also be 
obliged to stop processing it.

Breach Notification
GDPR makes it compulsory to notify both 
users and data protection authorities 
within 72 hours of discovering a security 
breach. This is a problem as most of the 
time, breaches can happen and no one 
will know about it for a while. But failure 
to report a breach in this timeframe can 
result in heavy fines.

Data Portability 
Individuals will now have the right to 
ask your organisation to give them 
back a copy of all the personal data 
they previously provided or, send this 
data to another organisation – which 
may be a competitor. The data has to 
be provided in a commonly used and 
machine-readable format so that the 
new organisation can readily import and 
make use of the data.

Access
You must always be prepared to provide 
digital copies of private records to 
attendees that request what personal 
data your organisation is processing, 
where the data is stored and what it’s 
being used for. You need to be able to 
provide this for free within 30 days of the 
request.

Privacy by Design 
GDPR requires that organisations 
have to have data security built into 
products and process from the very 
start – this particularly applies to all the 
tech systems that help you gather and 
manage the personal data you have on 
attendees, as well as any other company 
systems that hold the same information 
(ex. CRM systems).

W h a t  A r e  t h e

Data Protection Officers (DPO) 
Some organisations that frequently monitor large 
amounts of data or deal with data relating to 
health records or criminal convictions will also be 
obliged to have a DPO, who will be in charge of 

GDPR compliance. That means ensuring internal 
data protection policies are updated, staff training 
is conducted and that processing activities are 
always documented.
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Non-Compliance?
W h a t  A r e  t h e  P e n a l t i e s  f o r 

The new regulation may prompt legal firms 
behind the PPI claims industry to shift their 

business model to the GDPR and start flooding 
Facebook and Twitter feeds with adverts: ‘Do you 
want us to do a subject-access request for you? 
If they can’t serve it, we’ll raise a class-action’. 

Steve Norlegde IBM’s UK & Ireland GDPR Lead

The consequences for non-compliance 
can depend on many things – how long 
the infringement lasts, the number of 
individuals who have been affected and 
the level of impact. It’s also important to 
note that penalties for non-compliance will 
be applicable to both data controllers (the 
organisation hosting the event) and the 
data processors (event tech companies, 
event management agencies etc).

For each instance of non-compliance, 
companies can be fined up to €20 
million or 4% of their global annual 
turnover of the preceding financial year 
(whichever is higher) – that’s alongside any 
personal damage that may be claimed 
by individuals whose data has been 
compromised, and the personal liability 
of managers within your organisation. 
This also discounts the serious damage 
this could cause to your reputation in the 
eyes of attendees, customers, partners 
and employees. It could even lead to lost 
business to those competitors who have 
done a better job of preparing themselves 
for GDPR. 

DID  
YOU KNOW?

UK mobile operator TalkTalk 
was fined a record £400,000 for 

security failings which led to the theft of 
personal data of almost 157,000 customers 

in 2015. Under the new rules, that fine 
would have amounted to £59 million!

Similarly, Tesco’s banking business would 
have had to face a potential penalty of 

almost £1.9 billion for their data security 
breach if GDPR had been in full 
force. Non-compliance is really 

not worth the risk.
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What About Brexit?

The UK government has confirmed that it 
will adhere to the EU’s GDPR regulations 
when it is officially implemented in 2018 
– ten months before Britain completes 
its exit from Europe. The new UK data 
protection laws will help the country meet 
its obligations whilst it remains an EU 
member state and put it in a good position 
to continue sharing personal data with the 
EU and internationally post-Brexit.

Many experts are predicting that GDPR 
regulations will expand outside the EU 
over the years. There are already similar 
regulations in Canada and Australia 
(though not the U.S.) as the subject of data 
privacy and security become more and 
more front of mind. People all over the 
world are going to start demanding more 
rights and we expect GDPR standards will 
eventually be rolled out globally over the 
next few years.

of UK 
companies are 
unprepared for 
GDPR and are 
currently at 
risk of paying 
significant 
fines.
research by cloud technology 
provider, Calligo (2017)

69%
 DID YOU KNOW?
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GDPR ON EVENTS 
Th e  I m p a c t  o f

It’s easy to look at GDPR compliance as a 
technology initiative and not a business one.  But 
the reality is that even though it may be the 
responsibility of the IT, legal or operations team 
to sort it all out; many of the day to day things 
event planners do today can put organisations 
under serious financial risk with GDPR:

■  Using pre-ticked consent boxes 
and vague opt-outs within 
registration forms

■  Not having the proper processes 
and systems in place that store 
consent

■  Sharing delegate lists freely 
with venues, speakers and other 
attendees

■  Not paying attention to the data 
freelancers and temp staff have 
access to

■  Emailing unsecure spreadsheets 

■  Leaving printed registration lists 
unattended on-site

 It is therefore important that event planners 
understand what they should and shouldn’t do – 
as well as the rights of attendees - when it comes 
to collecting and processing personal information 
under GDPR
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Event Attendees Will Now Have the Right To:

Event Planners Will Have to Demonstrate That:

With GDPR?
W h a t  W i l l  C h a n g e

Access the personal 
data you hold on them 

for free

They are keeping  
personal data safe  

and secure

Stop or restrict the  
processing of their data

They have appropriate data 
management processes 

and controls in place

Know exactly how the 
data is being used

They can respond to data 
access requests within  
30 days at NO CHARGE

Obtain and reuse their 
personal data

They have ways of  
minimising errors,  

correcting inaccuracies 
and deleting data

Ask for errors to be 
rectified

They use data in a  
transparent, appropriate, 
fair and permitted way

Request the deletion  
of their data

They can respond with-
in 72 hours in the event 

of a data breach
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One of the major changes for event planners with regards to GDPR compliance 
will be the conditions of consent - this will have a profound effect on the way we 
currently use personal information to build mailing lists and push the marketing 

activities we do around events. 

Under GDPR
E v e n t  M a r k e t i n g

Q: GDPR is a framework 
that covers the 
collection, processing 

and protection of ‘personal data’ of 
people in the EU. What constitutes 
‘personal data’ under GDPR?

A: The definition of personal data under 
GDPR is anything that can be used to directly 
or indirectly identify a person. This includes 
name, email address, an identification 
number, location data, IP address and 
more. Most events collect this data through 
registration forms, surveys and apps – which 
means adhering to GDPR requirements is 
not something event planners can ignore.

Q: How will GDPR 
change the way we 
currently get ‘consent’ 

in using this personal data?

A: Over the years, marketers have put a 
lot of effort in building processes that 
help them get around consent legislation 
by using things like pre-ticked boxes and 
automatic opt-ins to marketing mailing 
lists. With GDPR, you will no longer be 
allowed to do this. If someone joined 
your mailing list through a pre-ticked box 
a few years ago, then come May 2018, you 
will no longer be able to contact them 
legally. Equally, if someone downloaded 

an eBook from your website, you will no 
longer be able to send them marketing 
emails unless they specifically agreed to 
receive other marketing material from 
your organisation. 

Consent under GDPR must be 
unambiguous, which means you’ll have 
to use unticked opt-in boxes, that must 
be separate from your other terms and 
conditions. You will also have to tell 
people exactly what you’re going to do 
with their personal data and get them to 
give you consent separately for different 
types of processing whenever possible. 
For example, you should have one opt-
in box for getting event notifications by 
email, another one for SMS and another 
one for receiving marketing information 
from the three named sponsors of your 
event. You should also make it as easy to 
withdraw as it is to give consent.

The Q&A below aims to answer some of the most 
common questions we come across from event 
marketers on GDPR – responses are based on the recent 
Event Huddle ‘GDPR 2018’ discussion forum, industry 
news sites and published articles from GDPR experts.
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the records that confirm who has agreed 
to what form of communication and 
when. Provable consent will mean having 
more database fields in your systems to 
record the proof of consent, the consent 
statement itself and the shelf life of the 
data as well as when and where the 
consent was obtained. If this consent 
was given in a registration form, then all 

Q: How will this change 
the way I share 
delegate lists with 

venues, speakers, sponsors etc?

A: If you have asked attendees at the 
point of registration if it’s ok to share their 
details as part of a delegate list, with 
details on what personal information 
will be included in that list, the names 
of the organisations you will share it 
with (industry sectors will no longer be 
enough) and what they will use their 
data for, then you will be covered by 
GDPR.  What you won’t be able 
to do anymore is merely ask 
them if you can share their 
details with ‘event partners’ 
or ‘venues’. You have to 
be a lot more specific, 
like naming the hotel or 
naming the sponsor. 

Q: Are double 
opt-ins a 
requirement 

of GDPR?

A: Double opt-ins are good 
business practice for building 
email databases. They are not a legal 
requirement. GDPR is more concerned 
about consent, portability and data 
security. It’s about how you’re treating 
people’s personal data.

Q:  Will I still be able to 
use my current mailing 
lists and databases?

A: Before the May 2018 deadline, you will 
need to opt-in your existing mailing lists 
and databases and prove that you have 

and Answers
Q u e s t i o n s

Q: What if I don’t get 
the adequate consent 
from everyone on 

my mailing list? Will I lose a 
big chunk of my database?

A: Cleansing your databases to make 
sure each individual has actively opted-
in for whatever you’re using their data 
for is a big job (we outline some of the 
main steps you need to take to do this 
on page 15 of this eBook). You may lose a 

significant chunk of your database as a 
lot of people won’t read your emails 

or download the piece of content 
that asks them to opt back in 

to your mailing lists. You do 
have the option of trying 
again by getting consent 
through other forms of 
communication, such as 
telephone or direct mail. 
However, if they still don’t 
respond, then you’ll have 
to remove them from your 

database.

If this is discouraging, then it’s 
important to remember that 

everyone else will also be in the 
same situation you’re in. And even if 

you only get consent from say 20% of 
your existing mailing list, you know that 
you’re operating within the law. You will 
also know that the 20% genuinely want 
to receive communication from your 
organisation and this will improve the 
quality of your database over time. It will 
establish a new level of trust between 
marketers and consumers. Or in this 
case, attendees and event organisers. 
Either way, it’s a win-win situation.

of UK customer data held within 
businesses’ marketing databases could 
become obsolete on GDPR deadline  

day, sparking a major rise in  
re-permission campaigns  

-2017 audit by data  
specialists, W8.

DID YOU KNOW?
Up to

75%

this information should be automatically 
stored within your event management 
system. Just make sure that the data is 
also consolidated with existing CRM, 
email marketing and any other systems 
you use around your events so that it can 
also be accessed if someone questions 
when consent was given or makes a 
request for erasure.
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and Answers
Q u e s t i o n s

Q: What about consent 
that’s taken by phone 
or on paper forms?

A: GDPR applies to any personal data 
captured digitally, verbally or on paper 
forms. Whatever method you’re using to 
capture consent, you need to remember 
that if it comes to it and someone makes 
a complaint, it won’t help you if you don’t 
have proof. So, if you’re getting consent 
by phone, then it’s best to have a record 
of that phone conversation. Consider 
using recording equipment to record 
the statement of request, as well as the 
affirmative and unambiguous consent 
from the person you’re talking to. You 
also need to make sure they consent to 
you recording the conversation in the first 
place. 

Q: Can I store personal data 
from any business cards 
I collect from events?

A: If someone has given you their 
contact details for business purposes, 
then storing their data is not a problem. 
What becomes an issue under GDPR is 
if you then use their details for different 
purposes – like signing up to a marketing 
mailing list that they never agreed on. 
Equally, if you’re gathering business cards 
at an event for a prize draw, you’ll have to 
make it clear if that information is going 
to be used for other marketing purposes. 
So again, it’s about giving back control to 
the individual and letting them decide 
how their personal information is going 
to be used. There is of course the issue 
that a business card exchange is only a 
verbal form of consent, which is difficult 
to prove. To make sure you’re covered, 
take additional measures like running 
business cards through card scanners or 
scan badges instead.

Q:  How long can I keep a 
contact on my database? 
Can I still invite past 

attendees to my other events?

A: If you have consent from your 
attendees to send them information 
about your other events, then this is not 
an issue. However, if you have someone 
on your database who came to one of 
your events several years ago but has not 
engaged with your organisation since, 
then you have no legal basis for holding 
their information.

How do you define if a contact is a 
hot or cold lead? It’s difficult and one 
that’s not yet clearly defined by the 
current GDPR regulations. The advice 
the UK’s Information Commissioner’s 
Office (ICO) gives is if a contact is no 
longer engaging with your organisation, 
then you shouldn’t have them on your 
database. But there is no set timeframe. 
It’s a matter of reasonable expectation. 
If you’ve tried contacting someone for 
years and they’ve never responded, then 
you should take them off your list. On the 
other hand, if you know they’re opening 
your emails and clicking on your links, 
then you should be fine. Ideally, whenever 
you’re collecting consent, you should 
specify how long you’ll keep the data for 
- having a record of that consent form 
will ensure you’re covered by GDPR. 

Q: What if I’m buying 
third-party lists for 
my events? How 

will GDPR affect this?

A: If you’re buying lists, then you 
need to make sure you that the 
organisation selling you that 
list has the adequate consent 
from the individuals you’ll 

be contacting. It is unlikely that they’ll 
have the ‘named’ consent that is now 
required under GDPR, in which case 
you’ll have to get that consent yourself 
before sending them invitations or any 
other form of marketing communication. 
After May 2018, buying lists will become 
very expensive and a number of data 
companies have already said they will 
no longer be selling third-party data as a 
result of GDPR.

Q: What happens if we don’t 
meet the requirements 
in time for the deadline?

A: GDPR became law on 25 May 2016, and 
comes into force on 25th May 2018 - that 
is a hard deadline. The ICO has confirmed 
that non-compliant organisations risk 
being fined immediately. However, 
they’ve also stated that they will take a 
common-sense, pragmatic approach 
to regulatory principles, expecting 
organisations to account for what they 
have done to prepare.
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Data security is another issue that 
becomes more of a priority under 
GDPR. Organisations will have to 
show that they’re doing their best to 
protect the personal information of 
individuals to minimise the chances of 
it getting into the wrong hands.

Who is Responsible for 
GDPR Compliance in the 
Event of a Data Breach/
Loss/Cyber-Attack?
Responsibility for GDPR compliance goes 
through the entire supply chain – from 
the organisation that is hosting the event 
all the way through to the third-party 
vendors that process data on their behalf. 
Although data controllers are ultimately 
responsible (in this case, the organisation 
that’s hosting the event) – if they’re able 
to prove they were compliant but the 
data processor (ex. registration software 
provider) was at fault, then they will be 
liable too. 

Data processors such as event 
management agencies also need to take 
caution. If one of their clients becomes 
a subject of a data breach or non-
compliance, then the authorities can also 
stop the agency from processing data if 
it finds that they were at fault too.  The 
agency will no longer be able to send 
invitations, manage registrations or do 
anything that involves the processing of 
personal information.

Under GDPR
D a t a  S e c u r i t y

HOW SAFE IS YOUR  
EVENT DATA?

of event planners 
email data to 
people outside 
events team

change event 
system passwords 
less than once a 
year

share passwords 
with other people

report event data  
on printed paper

Source: Eventsforce Study 2016  
- ‘How Safe is Your Event Data?’

What Do Event Planners 
Need to Know About 
Data Security?
Most event planners will follow their 
organisation’s own set of data security 
and protection policies when it comes 
to storing and sharing event data – from 
communication procedures to firewalls, 
encryption and anti-virus software. 

However, while your IT department will 
focus on the external threats, there is still 
an element of risk lurking from within. 
Over 40% of global data loss is the direct 
result of internal threats which come 
from staff mishandling data – whether 
intentional or unintentional. In fact, an 
event data security study conducted by 
Eventsforce in 2016 exposed a number 
of important vulnerability areas that 
event planners should be putting greater 
attention to – including uncontrolled data 
access, poor password hygiene, unsecure 
email communications and sharing data 
on printed spreadsheets.

Remember that failing to report a data 
breach within 72 hours can result in 
crippling fines under GDPR – so ensuring 
that everyone on your team has a good 
understanding of what constitutes a data 
breach and how to follow best practices 
is key to compliance. You also need to 
think about what processes you need 
to put in place once a breach has been 
identified, including how to report it 
within the three-day timeframe.
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Prepare for GDPR
H o w  E v e n t  P l a n n e r s  c a n

This checklist highlights the key steps 
you can take now to prepare for GDPR, 
based on advice published by the 
Information Commissioner’s Office 
(ICO) – the UK’s independent body set 
up to uphold information rights. 

1Create Awareness
You need to make sure that 
everyone in the events team (as 

well as other key decision makers across 
your organisation) are aware that the 
law is changing to GDPR. They need to 
understand about the changes you’re 
going to make about how you store and 
manage data you collect from people 
who come to your events. They need 
to be a lot more aware of the security 
processes you need to follow to keep 
that data safe. They need to understand 
the risks of non-compliance and identify 
areas that also could cause compliance 
problems under GDPR.

2Run a Data Audit 
You need to figure out what 
personal data you hold on 

attendees/speakers/sponsors, where it 
came from and whether or not you have 
the adequate consent (remember that 
pre-ticked boxes and soft opt-ins no 
longer count). You need to know which 
systems the data is stored in, when it 
was last used and what it was used for. 
You need to know how accurate the 
information is, what kind of processes 

STEPS EVENT PLANNERS SHOULD 
TAKE NOW FOR GDPR COMPLIANCE

you have in place to keep the data safe, 
and whether or not it’s been shared with 
other suppliers and partners. If it has, 
then you need to ensure that you have 
the adequate consent and that they are 
also doing everything they can do to 
comply to GDPR regulations and keep 
your data safe. 

It is a BIG job – and unfortunately, there is 
no way round it. If, for example, you have 
the wrong contact address on one of 
your attendees and you have shared this 
information with your hotels and venues 
– you will have to inform them about the 
inaccuracy and get them to correct their 
own records. Or even destroy the data 
if you never had the proper consent in 

9
the first place. You will not be able to do 
this unless you know what personal data 
you hold, where it came from, where it is 
stored and who you shared it with. 

You should also document how you’ve 
conducted your audit. It will help you 
comply with GDPR’s accountability 
principle, which requires organisations 
to be able to show how they comply 
with data protection principles by having 
effective policies and procedures in 
place. Much like financial audits are now 
standard practice, audits on personal 
data will also become the norm once 
GDPR is implemented, so it makes sense 
to start now.
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3Update Privacy Information & 
Consent Boxes on Forms 
You should review your current privacy notices and 

consent boxes in things like registration forms or your event 
websites and put a plan in place for making any necessary 
changes in time for the GDPR deadline – including what 
campaigns you’re going to run to get people to opt-in again to 
your mailing lists. Under current law, when collecting personal 
data, you need to give people certain information, such as your 
identity and how you plan on using their data. With GDPR, you 
need to explain clearly why you are collecting their personal 
information, how it will be processed, how long you’ll keep 
the data for and that they have a right to make a complaint to 
authorities if they think there is a problem with the way you’re 
handling their data. The language you use needs to be clear, 
concise and easy to understand.

Prepare for GDPR

CHECKLIST FOR 
GETTING CONSENT 
UNDER GDPR
Use this checklist to make sure you’re 
following the right guidelines when it comes 
to managing consent correctly under GDPR:

   Unbundled - Consent requests 
must be separate from other 
terms and conditions.

  Active Opt-Ins - Pre-ticked opt-
in boxes are no longer valid. 

  Granular - Give options to consent 
separately for different types of 
processing wherever appropriate. 

 Named - Name your organisation, 
subsidiaries and any third parties 
who will be relying on consent 
(industry sectors will no longer 
be acceptable under GDPR).

   Easy to withdraw - Tell people 
that they have the right to withdraw 
their consent at any time and how 
they can go about doing this. 

  Keep records - You need to 
maintain records of the consent 
you got, what users were told and 
how they gave consent and when.
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Prepare 
for GDPR

4Get to Know 
Individual’s 
Rights

You should check your procedures 
to make sure they cover all the 
rights individuals now have under 
GDPR, including how you would 
delete personal data or provide 
someone’s data electronically in 
a commonly used format. What 
would you do today, for example, 
if an attendee asked to have their 
personal data deleted? Would your 
event management system help 
you locate and delete the data? 
What about the same data that’s 
been recorded into your CRM? 
Who will make the decisions about 
deletion? What kind of hidden 
costs are there in doing this? You 
need to answer these kinds of 
questions to assess whether or not 
you need to revise your procedures 
and make any changes.

5Prepare for Data 
Access Requests
You need to update your 

procedures and plan how you will 
handle requests from people on any 
personal information you hold on them.  
Compared to current legislation, you will 
no longer be able to charge for complying 
with such requests. You will also only 
have one month to comply, compared 
to the current 40 days. So, think about 
how you can meet these requirements. 
Think about the hidden costs and 
logistical implications of complying to 
the deadline, especially in the case of 
multiple requests. If you refuse a request, 
you must tell the individual why and 
that they have the right to complain to 
the authorities. You must also do this 
within the one-month deadline. You may 
want to consider developing systems 
that allow individuals to access their 
information easily online. Either way, 
develop a process for managing requests 
and train staff to make sure requests can 
be managed effectively.

6If You Collect 
Data on 
Children…

GDPR will bring in special 
protection for children’s personal 
data, particularly in the context 
of social media. If you run events 
that children can attend, and 
you need to collect registration 
information on them, then you 
may need a parent or guardian’s 
consent in order to process their 
data lawfully. The age when a child 
can give their own consent to this 
processing is set at 16 (though this 
may be lowered to a minimum of 
13 in the UK). If a child is younger, 
then you will need to get consent 
from a person holding parental 
responsibility. Again, remember 
that the consent has to be verifiable 
and your privacy notice must be 
written in a language that children 
will understand.
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How to  
Keep Event 
Data Safe?

Check out this  
infographic!

Prepare for GDPR

7Prepare for a Data 
Breach
You should make sure you have 

the right procedures in place to detect, 
report the loss or theft of an individual’s 
data. GDPR requires all organisations 
to report data breaches to the ICO or 
other such authority, if it is likely to result 
in a risk to the rights and freedom of 
individuals – including financial loss, 
discrimination, damage to reputation, 
loss of confidentiality or any other 
economic or social disadvantage. If the 
breach is likely to result in a high risk of 
any of these things happening, then 
you’ll also have to notify those individuals 
directly too. Failure to report a breach 
within 72 hours could result in a fine, as 
well as a fine for the breach itself.

8Keep Your Event 
Data Safe
GDPR definitely puts security 

more front of mind when it comes to 
event data. GDPR makes ‘Privacy by 
Design’ a legal requirement, which put 
simply means that privacy concerns 
should be a consideration from the 
offset in any event marketing campaign 
– and not simply an afterthought. Data 
protection and processing safeguards 
must become part of the DNA of all the 
systems and processes you have in place. 
This will be a major shift in thinking for 
event planners and something they need 
to think about now, not later. You need to 
think about risk factors and see how you 
can minimise them. For example, find 
out who has access to your event data, 
whether they need to have that access 
and what happens to that access when 
they leave the organisation? What kind of 
personal information are you collecting 

from delegates? Do you need to ask for 
all the demographic information you 
currently have in your registration forms? 
If you’re never going to use their phone 
numbers, then don’t ask the question. 
Don’t forget, the more personal data you 
hold, the higher your chances of risk.

9Appoint a 
Designated GDPR 
Team Member

Some organisations will be required to 
formally designate a Data Protection 
Officer (DPO), who will take 
responsibility for data protection 
compliance. Regardless of 
whether your organisation 
needs one or not (or whether 
compliance is something that 
will be managed by your IT 
and legal departments), it is 
important to have one person 
from your team to take 
ownership of GDPR and 
be the focal point for 
all things events and 
compliance.
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About GDPR
5  Q u e s t i o n s  t o  A s k  E v e n t  Te c h  S u p p l i e r s 

The requirements clearly state that data controllers must show how they are complying with the new regulations. And part 
of that responsibility is making sure that all the vendors and suppliers they are also dealing with are also fulfilling their legal 
responsibilities. If in the course of an investigation it is found that these parties have not been compliant, then the organisation 
hosting the event may also be found liable too.

With this in mind, it is important you ask your event tech suppliers how they’re planning 
to fulfil their obligations around your events and GDPR compliance:

Hosting and sharing data within the EU is legally not a problem – as long as your event tech 
providers meet the requirements of GDPR. What can create issues and a much heavier burden 
on you, however, is if the data in these systems is stored in servers outside of the EU. Remember, 
it is your organisation’s responsibility to ensure that data transfers outside the EU still meet GDPR 
standards. Some countries like Canada have equivalent standards, while others like the US 
don’t.  US transfers may be covered by the ‘Privacy Shield’ agreement but this is currently under 
challenge in EU courts and can be a risky long-term option. 

If your data is hosted in servers outside the EU, then you need to ask your providers what steps 
they’re taking to make sure your data transfers are compliant. They also need to explain clearly 
what contractual and legal safeguards they have in place to look after your data at all times. 

01
Where is My 
Data Hosted?

GDPR regulations require compliance both by the company hosting an event and by the 
event tech companies that process data on their behalf (ex. registration systems, mobile 

apps, surveys, networking tools etc.). 
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Event Tech Suppliers
Q u e s t i o n s  t o  A s k

It is not enough meeting GDPR requirements with just data storage and the location of 
servers. You also need to find out how your data is being used while it’s being processed 
by their organisation. Find out who from their organisation has access to your data and 
where are these people located. For example, the support centre of your event management 
solution provider will have remote access to your attendees’ personal data. If the support 
team is based outside the EU (event if data is hosted within the EU), then you will need to 
ensure that they’re also complying with GDPR standards. 

Find out if they also subcontract any part of your data processing to third parties or if your 
data is accessible through other countries or legal entities within their own corporate group. 
If they do, then find out what kind of data processing agreements they have in place that 
meet the new standards.

02
Who Has Access 
to My Data? 

03
How Does Your 
System Allow Us to 
Obtain and Store 
Consent?

As we mentioned earlier, one of the key changes that GDPR will bring is ensuring you 
have the right processes in place to store, access and erase the data and consent you get 
from individuals when collecting their personal information.  For example, if you’re using 
an event registration system, you would want it to store the date and time an attendee 
ticked a particular consent box, along with the IP address that was used. That way, if the 
person complains or there’s an investigation by authorities, your organisation can prove what 
consent was given, when it was given and how.
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Similar to the earlier point, GDPR gives individuals the right to be forgotten – which means 
you need to have a process in place that allows you to quickly ‘erase’ any personal information 
you hold on people. Remember that under the new regulations, you will also need to do this 
if you no longer have the adequate consent in using their information in the first place. So, 
if someone attended one of your events but wants you to remove all their information from 
your database, you need to make sure that your systems have the proper processes in place 
to help you do that - quickly and at little cost. 

Ask your providers how their system will help you delete the information, whether this data 
is also deleted in back up servers and how quickly this is done. Make sure they confirm in 
writing whenever they do this as this will give you protection if they’ve failed to delete as 
promised. It’s also worth asking them what their general policy is around data retention: 
how long do they keep your data on their servers, whether it is moved to other locations and 
whether or not they delete it after a defined period of time.

Ask your tech suppliers how they themselves comply with GDPR. Having an EU-based tech 
provider will ensure that they’re also subject to the new regulations, which will limit your 
own risk of non-compliance. But that’s not enough. What is their understanding of the 
new regulations and how will they help you meet your own obligations? How important 
is data security for them as an organisation – do they follow best practices? How do they 
monitor vulnerabilities? Who has access to your data, how do they handle authorisation and 
what happens when someone leaves? And what about their own suppliers and third-party 
contractors who also have access to their data? 

Having the answers to these questions will protect you from any unpleasant surprises in the 
future.

04 

How Does Your 
System Help Me 
Delete Personal 
Data?

05
How Does Your 
Organisation 
Comply With GDPR?

Event Tech Suppliers
Q u e s t i o n s  t o  A s k
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Eventsforce offers a comprehensive set of event management solutions, services and 
expertise that can help support the event planner’s journey to GDPR readiness:

GDPR Compliance
H o w  E v e n t s f o r c e  C a n  H e l p  w i t h 

Eventsforce is bound by the same legislation as EU customers
Eventsforce is a UK-based company and is therefore legally obligated to meet the requirements of GDPR.    
Our product development, support and account management teams are all driven by the new legislation and are 
committed to helping clients meet the new requirements. 

Eventsforce is committed to data security
As an EU company with headquarters in the UK, we are intimately familiar with EU data protection regulations, 
GDPR and the data security practices that this legislation demands. Security comes first in our product 
development and technical support - both of which are in-house to ensure absolute control. 

Eventsforce servers are all in the EU
All Eventsforce client data is stored and backed up on servers located at Rackspace in their ISO 27001:2013-certified 
UK datacentre. This eliminates the need for complex contractual agreements that cover cross-border data transfers 
outside the EU. 

Eventsforce has separate databases for each client
Most SaaS products are ‘multi-tenant’ where many customers share space on servers that may be located all over 
the world.  Eventsforce has a unique database management structure that allocates each client with a dedicated 
database on a shared server. This ensures strict segregation of client data (for better security) and allows us to 
delete data easily (without impacting other clients).

Eventsforce development and support services are in the UK
All our software development is done in the UK and our main support team is based in our London offices. 
Additional support services in Australia and the US have the necessary data processing contracts in place that 
meet GDPR regulations. 

Eventsforce can help with data erasure
We can help our clients delete any personal data held on our systems, quickly and at no cost. We are also 
committed to having a fully automated ‘erasure’ process in place before the May 2018 deadline.

Eventsforce software has a transparent audit trail
Our event management solutions audit any single change made to the data we hold on people. Event planners 
can rely on transparent, audited, recorded opt-ins within registration forms - including details on dates, times and 
IP addresses. Changes can also be automatically recorded in other systems (CRM, membership etc) through our 
open API.

2

6

4
3

1

7

5

21



As this eBook 
demonstrates, GDPR 
compliance is not a 
simple matter. Nor are 
the requirements black 
and white. Getting 
prepared for the new 
regulations will be a 
complex, challenging 
and costly process. But 
those who take action 
now will be in the best 
position to succeed in 
the future. 
We would highly recommend that you start planning 
for GDPR now by thinking about how your events 
are collecting data on EU citizens, how you’re storing 

consent and how you’re incorporating 
data security into your event planning 

and management processes. 
You also need to find out what 

your event tech providers and 
third-party agencies are also 
doing in preparation for 
GDPR – especially if their 
datacentres are based 
outside of the EU. Finally, 
implementing changes 
will be a team effort where 

everyone is aware of the new 
requirements, along with the 

new processes that you’ll need to 
put in place. 

And If you’re not sure where to start, or need 
more clarification on the steps you want to take, 
we’re here to help you out.

CONCLUSION

For more  
information:

To learn more about 
Eventsforce and how it can 

help events with GDPR 
compliance, contact one 

of our team at gdpr@
eventsforce.com.

22



w w w . e v e n t s f o r c e . c o m We n l o c k  S t u d i o s ,  5 0 - 5 2  W h a r f  R o a d ,  L o n d o n  N 1  7 E U
E n q u i r i e s :  + 4 4  ( 0 ) 2 0 - 7 7 8 5 - 6 9 9 7 
E m a i l :  i n f o @ e v e n t s f o r c e . c o m 
S a l e s :  + 4 4  ( 0 ) 2 0 - 7 7 8 5 - 7 0 4 0

About Eventsforce
Eventsforce provides web-based event management 
software that powers thousands of successful events each 
year. With headquarters in London (UK), its customers span 
14 different countries and represent some of the leading 
names in finance, education, government, associations, 
PCOs and publishing. Its highly customisable software 
provides a complete end-to-end management solution 
that addresses every aspect of the event lifecycle: from 
event planning, marketing and registration, to abstracts 
and awards management, as well as data analysis and 
reporting.

Eventsforce also has expertise in managing complex data 
integration projects, which help organisations save time, 
improve data sharing and bring value to their events. It 
has partnerships with leading technology vendors and 
its open API allows organisations to seamlessly integrate 
Eventsforce solutions with payment gateways, CRM 
solutions, finance and membership systems.

For more information, please visit www.eventsforce.com
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