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Dear Colleague:  

The U.S. Department of Homeland Security (DHS) is pleased to present the Outdoor Events 
Tabletop Exercise (TTX), an unclassified, adaptable discussion-based exercise. This product was 
developed as part of the Sector-Specific Tabletop Exercise Program (SSTEP). 

The purpose of the Outdoor Events TTX is to create an opportunity for private critical 
infrastructure stakeholders and their public safety partners to focus on addressing gaps, threats, 
issues, and concerns affecting the Commercial Facilities Sector. The Outdoor Events TTX will 
give participants the opportunity to gain an understanding of the issues they may face during and 
after an incident and the needed coordination with other entities, both private and government, 
regarding an attack on their sector.  

The Outdoor Events TTX focuses on the organization’s response and coordination with federal, 
state, local, tribal, and territorial governments following a vehicle ramming attack with 
additional elements. The exercise planning team can customize the additional elements to 
include a further edged weapon attack, active shooter, improvised explosive device, or a hostage 
situation. The intent of the exercise is to improve the overall response, coordination, 
communication, and the collective decision-making process. It is designed to be an open, 
thought-provoking exchange of ideas to help develop and expand existing knowledge of policies 
and procedures within the framework of incident response. It is not a test of detailed response 
procedures, but rather emphasizes emergency response coordination, communication, problem 
identification, and resolution following the event.  

Enclosed you will find instructions and templates to help you conduct an exercise that uses the 
DHS Federal Emergency Management Agency Homeland Security Exercise and Evaluation 
Program (HSEEP) exercise guidance. 

• Welcome Letter – An official letter that describes the purpose of the SSTEP and its 
content (this document). 

• Exercise Planner Handbook – A guide for the exercise planner. This document 
provides step-by-step instructions on how to plan, develop, and execute the tabletop 
exercise.  

• Invitation Letter – A template of an official invitation letter that is sent to exercise 
participants (players and observers). 

• Facilitator & Evaluator Handbook –A guide for the facilitators and evaluators/data 
collectors. This document provides instructions and examples for facilitators and 



evaluators/data collectors to assist in capturing information and feedback during the 
exercise for developing the After-Action Report/Improvement Plan (AAR/IP).  

• Situation Manual (SitMan) – A manual that provides the scenario, supporting 
background information, and suggested discussion questions to be posed to the exercise 
players. Throughout the exercise, players should be encouraged to use the manual to help 
supplement the information in the Exercise Brief Slide Deck and stimulate discussion. 

• Exercise Brief Slide Deck – A PowerPoint Presentation used in conjunction with the 
Situation Manual that the exercise facilitator uses to guide players through the scenario 
modules and discussion questions.  

• Participant Feedback Form – A form that is mainly used to gather recommendations 
and key outcomes from the exercise as well as feedback on the exercise design and 
conduct from the players.  

• Exercise Planner Feedback Form – A feedback form used by the exercise planners and 
the facilitator to consolidate players’ feedback on exercise improvement. 

• After-Action Report/Improvement Plan – A template of an AAR/IP to aid the exercise 
planner and evaluators/data collectors in developing an HSEEP style AAR/IP. 

The scenario is based on notional, but realistic, threats that owners and operators may potentially 
face. Although the scenario is designed to be plausible, by nature it cannot be entirely accurate 
for every organization that may use the tool. The tabletop exercise is designed to allow exercise 
planners to tailor the major aspects of the exercise to suit the specific needs of their individual 
facilities or organization. The exercise is intended to allow participants to discuss the vital issues 
arising from the scenario, rather than debate the scenario's plausibility; however, a significant 
effort was undertaken to provide a scenario and related discussion questions that are appropriate 
and applicable to most critical infrastructure owners and operators.  

For more questions about the Outdoor Events TTX, to provide recommendations for its 
improvement, or for more information on other SSTEP products, please contact 
sopd.exercise@hq.dhs.gov.  

We appreciate your effort to use the SSTEP and thank you for working to maintain the 
preparedness and resilience of our Nation’s critical infrastructure.   

 

Sincerely, 
 
 
The Stakeholder Readiness and Exercise Team 
Office of Infrastructure Protection 
U.S. Department of Homeland Security 
 



 

Insert organization logo or seal 
here 
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The Exercise Planner Handbook is a guide for the exercise planner(s). This document provides 
step-by-step instructions on how to plan, develop, and execute the Tabletop Exercise. The 
Handbook is distributed only to those individuals specifically designated as planners. It should 
not be provided to exercise players. 
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Preface 
The U.S. Department of Homeland Security (DHS), Office of Infrastructure Protection (IP) 
Sector-Specific Tabletop Exercise Program (SSTEP) is an unclassified, adaptable exercise 
template developed by DHS IP Sector Outreach and Program Division (SOPD). 

The development of the Outdoor Events Tabletop Exercise (TTX) followed the guidance set 
forth in the Federal Emergency Management Agency (FEMA) Homeland Security Exercise and 
Evaluation Program (HSEEP).  

Information discussed and identified in the Outdoor Events TTX may be sensitive. Some 
exercise material is intended for the exclusive use of exercise planners, facilitators, and 
observer/data collectors; however, players may view materials deemed necessary for their 
performance.  

Exercise planners should use appropriate guidelines to ensure proper control of information 
within their area of expertise and protect this material in accordance with current organization 
directives. Public release of exercise materials to third parties is at the discretion of your 
organization.  

For questions about the SSTEP or recommendations for improvement, please contact DHS IP via 
e-mail at sopd.exercise@hq.dhs.gov. 
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THE BASICS OF A TABLETOP EXERCISE 
A tabletop exercise (TTX) is a facilitated discussion of a scripted scenario in an informal, stress-
free environment that is based on current applicable policies, plans, and procedures. The tabletop 
exercise design process facilitates conceptual understanding, identifies strengths and weaknesses, 
and/or achieves changes in policies and procedures. The success of the exercise depends largely 
on group participation in the identification of problem areas and the resolution of those 
problems.  

General Characteristics  

The exercise begins with a general setting, which establishes the stage for the hypothetical 
situation. In your exercise, the facilitator stimulates discussion by intelligence or situation 
updates. These updates describe major events that may be directed to individual players or 
participating departments, agencies, or organizations. Recipients of the updates then discuss the 
action(s) they might take in response to the situation/incident.  

Finally, the facilitator utilizes key questions which focus on roles (how the players would 
respond in a real situation), plans, coordination, the effect of decisions on other organizations, 
and similar concerns to drive the discussion.  

A tabletop exercise is focused on discussion of roles rather than simulation; equipment and 
resources do not deploy during a tabletop exercise.   

Application 

A tabletop exercise has several important applications: low stress discussion of coordination and 
policy that establishes a collaborative environment for problem solving; and providing an 
opportunity for key agencies, organizations, and stakeholders to become acquainted with one 
another, their interdependencies, and their respective responsibilities.  

Leadership 

A facilitator leads the exercise discussion, decides who gets a message or problem statement, 
calls on others to participate, asks questions, and guides the players toward sound decisions.  

Participation  

Exercise planners should choose players carefully to adequately represent their discipline, 
agency, or organization. Players ideally should have the authority to speak on behalf of the 
stakeholders they represent. 

Duration 

The agenda for this exercise suggests four hours of exercise play; however, the length is 
ultimately at your discretion. During the exercise, discussion times are open-ended and players 
are encouraged to take their time in arriving at in-depth decisions without time pressure. 
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Although the facilitator maintains an awareness of the time allocated for each area of discussion, 
the group does not have to complete every item in order to meet the objectives or for the exercise 
to be a success.
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14 KEY STEPS TO A SUCCESSFUL EXERCISE 

Enclosed you will find instructions and templates to help you conduct an exercise that uses the 
U.S. Department of Homeland Security (DHS) Federal Emergency Management Agency 
(FEMA) Homeland Security Exercise and Evaluation Program (HSEEP) exercise guidance.  For 
additional details regarding exercise design and execution, please refer to the HSEEP Guide. All 
recommended actions in this guide assume that you will begin planning at least three 
months before the desired exercise date.  

This section outlines the key actions that will be taken in the exercise planning process. For a 
complete list of exercise tasks to be completed at each stage of the planning process, please 
reference Appendix B: Exercise Development Checklist. 

Step 1: Review Documents  

(Task should be accomplished three or more months prior to the actual exercise.) 

Below is a list of supporting exercise documents provided in your tabletop exercise: 

 Welcome Letter – An official letter that describes the purpose of the SSTEP and its 
content.  

 Invitation Letter – A template of an official invitation letter that an organization may 
send to the exercise participants (players and observers). 

 Exercise Brief Slide Deck – A PowerPoint presentation used in conjunction with the 
Situation Manual that the exercise facilitator uses to guide players through the scenario, 
modules, and discussion questions. 

 Exercise Planner Handbook – This document provides a guide for the exercise planner. 
It gives step-by-step instructions on how to plan, develop, and execute the tabletop 
exercise, as well as a list of various reference materials located in Appendix C: Reference 
List. 

 Facilitator & Evaluator Handbook –This document provides the information needed 
by facilitators, evaluators, and data collectors. It includes the scenario, discussion 
questions, and guidance to assist in capturing information and feedback during the 
exercise for developing the After-Action Report/Improvement Plan (AAR/IP).  

 Situation Manual (SitMan) – A manual that provides the scenario, supporting 
background information, and suggested discussion questions to be posed to the exercise 
players. Throughout the exercise, players should be encouraged to use the manual to help 
supplement the information in the Exercise Brief Slide Deck and stimulate discussion. 

 Participant Feedback Form – A form that is mainly used to gather recommendations 
and key outcomes from the exercise as well as feedback on the exercise design and 
conduct from the players.  

 Exercise Planner Feedback Form – A feedback form used by the exercise planners and 
the facilitator to consolidate players’ feedback on exercise improvement. 
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 After-Action Report/Improvement Plan – A template of an AAR/IP to aid the exercise 
planner and evaluators/data collectors in developing an HSEEP style AAR/IP. 

Step 2: Identify the Exercise Planning Team  

(Task should be accomplished three or more months prior to the exercise.) 

The exercise planning team (EPT) is vital to the success of any exercise. The planning team is 
responsible for guiding the development process, obtaining the necessary venue and resources, 
and should be able to achieve buy-in from their organizations for the exercise. It is recommended 
that you think carefully about who should be on the planning team and attempt to keep the total 
number of planning team members manageable. Think about the proposed scenario and exercise 
goal described, identify those departments and agencies that would be involved in responding to 
that scenario, and invite those representatives to be members. Planning team members will be 
involved in the details of exercise development and therefore should not be players in the 
exercise. Suggestions for planning team members to consider are: 

Internal: 

 Owners/management 

 Operations and maintenance 

 Engineering 

 Emergency response 

 Security 

 Spokesperson/Public Information 
Officer 

 Business Continuity  

 Information 
Technology/Communications 

External: 

 Other members of your sector 

 State/local Emergency Operation 
Centers 

 State/local emergency management 
agencies   

 State/local law enforcement agencies 

 Regional/State/local homeland 
security/counterterrorism agencies 

 State/ local fusion centers 

 DHS Office of Infrastructure 
Protection – Protective Security 
Advisors (PSA) 

 Regulating agencies 

 Other Federal partners 

 International partners  

 Key members of your supply chain 

Step 3: Hold a Concept and Objectives (C&O) Meeting 

(Task should be accomplished three months prior to the exercise.) 

The Concept and Objectives (C&O) is the formal start to the exercise planning process. It helps 
planners determine the exercise program priorities to be addressed, design objectives based on 
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those priorities, and identify exercise planning team members. Expected outcomes of a C&O 
Meeting are:  

 Confirmation of exercise planning team members 

 Agreement regarding exercise concept (scope, type, mission area[s], exercise program 
priorities to be addressed), exercise objectives, and aligned core capabilities  

 Exercise planning timeline, to include target exercise conduct time frame, with 
milestones 

 List of assigned tasks prior to the next planning meeting, to include reaching out to 
additional planning team members and developing detailed exercise objectives 

Step 4: Hold an Initial Planning Meeting (IPM) 

(Task should be accomplished two and a half months prior to the exercise.) 

Note: The C&O and IPM can be combined to shorten the planning timeline, and be less 
burdensome resource-wise. Should the meetings be run concurrently, the tasks listed for both 
should be completed.  

The IPM serves to identify exercise design requirements, assumptions and artificialities, scenario 
variables (e.g., time, location, hazard selection), and exercise logistics, such as exercise location, 
schedule, duration, participants, and other relevant details. Expected outcomes of the IPM are: 

 Exercise scenario 

 Clearly defined exercise objectives and aligned core capabilities  

 Format of exercise (see below for discussion) 

 Finalized exercise planning timeline with exercise conduct logistics 

 Confirmation of expected level of effort for all participating organizations 

 List of assigned tasks prior to the next planning meeting 

Exercise formats for consideration: 

 Plenary: In a plenary format, the players organize as a single group without regard for 
functional area grouping (e.g., owners, management, local representatives; facility 
security; engineering; law enforcement). This format requires only a single facilitator, as 
well as one or two evaluator/data collectors; however, a co-facilitator may ease the 
burden of a single facilitator. This format is generally best for 25-30 players when there 
are a limited number of people available to fill the roles of facilitator and evaluator/data 
collector. 

 Multi-Table: Under a multi-table format, there are multiple individual tables organized 
by discipline, agency, organization, or functional area. First, a lead facilitator frames the 
scenario and poses discussion questions to all players. Group discussions occur at the 
individual tables, ideally facilitated by someone with functional area expertise. If 
feasible, it is desirable to assign both a facilitator and an evaluator/data collector to each 
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group so that the facilitator can focus on addressing issues related to exercise objectives, 
while the evaluator/data collector focuses on capturing general discussion issues. 

Step 5: Exercise Development  

(Tasks should be accomplished prior to the Midterm Planning Meeting.) 

In this phase, members of the planning team should complete the assignments given during the 
first two planning meetings and continue to socialize and build support for the exercise within 
their own organization. Actions should include logistics necessary to secure a venue for the 
exercise date, and developing a draft SitMan and Facilitator & Evaluator Handbook with the 
agreed upon objectives and core capabilities. 

Venue Logistics 

 Make sure the room is large enough to accommodate all participants and observers and is 
accessible to both internal and external invitees. It would be beneficial if the required 
space was open the evening prior to the exercise to setup and work through any technical 
issues. There should also be an area for the facilitator(s) and evaluator(s)/data collector(s) 
to meet prior to and after the exercise.  

 The room must also have adequate audio/video capability in order to run your 
presentation. A room with adjustable lights is necessary for seeing the projector screen(s), 
and having at least two wireless microphones to pass around the room is recommended. 

 It is always beneficial to book a backup room at another location in case of unforeseen 
cancellations or other last minute issues.  

Step 6: Hold a Midterm Planning Meeting (MPM) 

(Task should be accomplished six to eight weeks prior to the exercise.) 
The MPM is the opportunity to discuss exercise staffing and logistics, review the SitMan to 
include the proposed scenario and discussion questions, and determine the exercise invitation 
process.  

Exercise staffing: 

 Facilitators. Facilitators provide situation updates and moderate discussions. They also 
provide additional information or resolve questions as required. Key Exercise Planning 
Team members may also assist with facilitation as subject matter experts (SMEs) during 
the exercise. The planning team should identify a primary choice for facilitator during 
this planning meeting and who should be responsible for confirming whether they can 
attend. The planning team should also identify table facilitators if using a multi-table 
format. 

 Evaluators/Data Collectors. Evaluators and/or data collectors are assigned to observe 
and document certain objectives during the exercise. Their primary role is to document 
player discussions, including how and if those discussions conform to plans, polices, and 
procedures. The planning team should identify individuals with the skill sets or subject 
matter expertise to fill these functions. The planning should also identify one or more 
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members of the planning team to collect the input from the evaluators/data collectors 
following the exercise and put it into a draft AAR/IP. 

 Exercise Staff. Any exercise should have sufficient personnel to register participants, 
manage refreshments, support information technology, etc. 

Discussion questions: The discussion questions provided in the SitMan are suggested general 
subjects you may wish to address as the discussion progresses. These questions are not meant to 
constitute a definitive list of concerns to be addressed. You should add, delete, or modify any of 
the discussion questions to most effectively address the objectives of your exercise and the needs 
of your organization. The final questions should be based upon the objectives for the exercise, 
and included in the SitMan.  

When determining what discussion questions to include, be sure to keep in mind the time frame 
allotted for each module, as well as for the overall exercise. The SitMan template provided 
contains more questions that can reasonably be covered in an exercise of the suggested length. It 
is important that the planning team reduce the number of questions and focus on the key 
questions it would like the exercise to address. It is also recommended the planning team select 
half a dozen additional individual questions or sub-questions for the facilitator to cover if a 
module is running ahead of schedule. These additional questions should be included in the 
Facilitator and Evaluator Handbook in italics, but should not be included in the SitMan.  

Logistics: At the MPM, the planning team should confirm exercise logistics, such as estimate of 
participants, exercise schedule, and venue. It is highly recommended that refreshments be 
provided. Depending on start and end times, that could include light snacks, breakfast, lunch, or 
all of the above. This will depend on resources, but experience has shown that exercise 
participants are much more inclined to engage with exercise material if they are not hungry. The 
planning team should determine at the MPM what refreshments, if any, will be provided, and 
who will be responsible for providing them. 

Attendees: 

 Players. Every exercise will have players. They are personnel who discuss their regular 
roles and responsibilities during the exercise. They describe what their response to the 
scenario would be, answer questions, and interact with the facilitator and other players. 
Players should be chosen carefully to adequately represent their discipline, agency, or 
organization and must have the authority to speak on its behalf. 

 Observers. Observers do not generally directly participate in the exercise; however, they 
may ask relevant questions or provide subject matter expertise if called on by the 
facilitator. 

Step 7: Send the Invitation  

(Task should be accomplished five to seven weeks prior to the exercise.) 

The invitation should come from your organization’s management in the form of either an email 
or signed/scanned letter. The invitation should include the exact date, time, location, and 
duration of the exercise; directions to the facility; security/access requirements; and should state 
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whether food/refreshments will be provided. For your use, there is an invitation letter template 
provided. 

Be sure to address all staff and facility access requirements and other needs in the invitation 
letter. For example, the facility used for the exercise might require a “visitor request form.” In 
this case, you would ensure all external players fill out the form and return it to you or the 
appropriate office well before the exercise date. If special parking directions are required, you 
must include that as well. You can explain the process in words or provide a map. 

Step 8: Continue Exercise Development 

(Task should be accomplished three to four weeks prior to the exercise.) 

The documents provided in the template will need minor adjustments to meet your 
organization’s needs. There are some sections where that need is obvious (e.g., organization 
name) and others where it may require more in-depth changes. Any items that are changed in 
one of the products will most likely need to be changed throughout the entire package (e.g., 
Facilitator and Evaluator Handbook, SitMan, and Exercise Brief Slide Deck). This is also 
the phase in which all of the discussion question modifications should be made. Please refer to 
Appendix A of this document for complete instructions on how to adapt all of the documents for 
your needs. During this period, the documents should be made into as final a version as possible. 
These documents should be sent to the planning team for review prior to the Final Planning 
Meeting (FPM).  

In addition to modifying the exercise documents, the planning team members should finalize any 
logistical details and continue to build support for the upcoming exercise. Members of the 
planning team should also confirm the facilitator(s), evaluators/data collectors, and exercise staff 
during this period.  

Step 9: Hold a Final Planning Meeting (FPM) 

(Task should be accomplished two weeks prior to the exercise.) 

The FPM should focus on ensuring that all elements of the exercise are ready for conduct. No 
major changes to the exercise’s design or scope should take place at or following the FPM. The 
FPM ensures that all logistical requirements have been met, outstanding issues have been 
identified and resolved, and exercise products are ready for printing. Be sure to review the 
discussion question sets in the SitMan and Facilitator & Evaluator Handbook, and the back-up 
questions in the Facilitator & Evaluator Handbook to confirm the modifications made earlier in 
the process. In summary, the following items should be addressed during the FPM:  

 Conduct a comprehensive, final review of all exercise documents and presentation 
materials;  

 Resolve any open exercise planning issues and identify last-minute concerns; and  

Review all exercise logistical activities (e.g., schedule, registration, attire, special needs).  
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Step 10: Print Documents 

(Task should be accomplished one week prior to the exercise.) 

At a minimum, print one SitMan for each participant and a Facilitator & Evaluator Handbook for 
each facilitator and evaluator/data collector. It is recommended, however, that you print about 
twenty percent more SitMans than the number of participants that you are expecting. Printing the 
Exercise Brief Slide Deck and reference documents for each participant is at your discretion.  

Step 11: Conduct the Exercise 

Exercise conduct involves activities such as preparing for exercise play, managing exercise play 
(presentation, facilitation, and discussion), and conducting immediate exercise wrap-up 
activities. Members of the exercise planning team assigned to support exercise setup should visit 
the exercise site at least one day prior to the event to arrange the room, test A/V equipment, and 
discuss administrative and logistical issues. On the day of the exercise, planning team members 
should arrive several hours before the start of the exercise to handle setup activities and arrange 
for registration.  

The presentation typically starts with brief remarks by representatives from the exercise planning 
team or other high-profile individuals in attendance. After the opening remarks, the presentation 
moves into a brief introductory and explanatory phase led by a facilitator. During this phase, 
attendees will be introduced to any other facilitators, given background on the exercise process, 
and advised about their individual roles and responsibilities.  

The facilitator generally presents the multimedia briefing, which describes the scenario and any 
relevant background information. The facilitator also leads the discussion, poses questions to the 
audience, and ensures that the schedule remains on track. 

In a plenary format, players are organized as a single group, without regard for functional area 
grouping (e.g., owners, management, and local representatives; facility security; engineering; 
law enforcement). The facilitator(s) briefs the modules and moderates the questions for the entire 
group.   

Under a multi-table format, there are multiple individual tables organized by discipline, agency, 
organization, or functional area. A lead facilitator first frames the scenario and poses discussion 
questions to all players. Group discussions occur at the individual tables, ideally facilitated by 
someone with subject matter expertise. 

After the breakout sessions take place, the entire group typically reconvenes to address any key 
issues, cross-disciplinary issues, or conflicting recommendations that were identified during 
group discussions. A player from each group briefs the key points of their discussions to the 
group at large. Under both formats, players should discuss their responses based on their 
knowledge of current plans, procedures, and capabilities.  

In both formats, a facilitator is responsible for keeping the discussion focused on the exercise 
objectives and making sure all issues are explored within the time allotted. A good facilitator 
should possess:  
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 The ability to keep side conversations to a minimum, keep discussions on track and 
within established time limits, control group dynamics and strong personalities, and 
speak competently and confidently about the subject without dominating conversation;  

 Functional area expertise or experience;  

 Awareness of appropriate plans and procedures; and  

 The ability to listen well and summarize player discussions.  
 
If feasible and/or appropriate, co-facilitators who are knowledgeable about local issues, plans, 
and procedures may assist the lead facilitator. Also, designating a recorder to take notes allows 
the facilitator to focus on key discussion issues.  

Prior to the exercise, instruct the evaluators/data collectors to keep an accurate written record of 
what is observed. To be reliable, they should take notes as players discuss actions, make 
decisions, and discuss their capabilities during the exercise. Collect this information at the 
conclusion of the exercise as these notes will form the basis of the analysis for the AAR/IP. At 
the conclusion of the exercise, it is also beneficial for the after-action process to conduct a hot 
wash involving players. A hot wash allows players to self-assess and discuss their performance 
in the exercise. The hot wash also provides the evaluators/data collectors with the opportunity to 
clarify points or collect any missing information from the players before they leave the exercise.  

To supplement the information collected during the player hot wash, the evaluation team 
distributes participant feedback forms (template included in SSTEP package) to elicit responses 
from participants regarding the observed strengths and areas for improvement. At a minimum, 
the questions on this feedback form should solicit the following:  

 Substantive information on the most pertinent issues discussed and potential corrective 
actions to address these issues.  

 Impressions about exercise conduct and logistics.  

Once the hot wash is finished, collect all the participant feedback forms. Information collected 
from feedback forms contribute to the issues, observations, recommendations, and corrective 
actions in the AAR/IP.  

For further guidance on the evaluation process, please refer to the section titled ‘Observing 
and Evaluating the Exercise’ in the Facilitator and Evaluator Handbook.  

After completing the exercise, instruct the evaluators/data collectors to consolidate the data 
collected during the exercise and transform it into narratives, or exercise write-ups, which 
address the course of exercise play, demonstrated strengths, and areas for improvement. A 
template for an exercise write-up (and analysis of the identified issues) is provided in Appendix 
B of the Facilitator and Evaluator Handbook.  

For more information on writing up your recommendations, please refer to the section 
titled ‘Identify Root Causes and Develop Recommendations’ in the Facilitator and 
Evaluator Handbook. 
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Step 12: Draft After-Action Report/Improvement Plan   

(Task should be accomplished within three to four weeks after the exercise.) 

The end goal of the exercise is to produce an AAR/IP with recommendations for improving 
preparedness capabilities for your organization. The Improvement Plan will provide timelines for 
improvement recommendation implementation and assignment to responsible parties. This plan 
should be an ongoing effort by your organization. For your reference, there is an AAR/IP 
template provided.  

For more information on the AAR/IP process and recommendations, please refer to the 
section titled ‘After-Action Report/Improvement Plan’ in the Facilitator and Evaluator 
Handbook.  

The planning team member(s) identified at the MPM to lead the after-action process should 
collect the notes and exercise write-ups and transform them into a draft AAR/IP. For assistance 
in doing this, please refer to the Facilitator Evaluator Handbook and the AAR/IP template. After 
drafting the AAR/IP, the documents should be circulated to the planning team for review and 
comment. Distributing these documents for review prior to the meeting helps to ensure that all 
attendees are familiar with the content; are prepared to discuss exercise results, identified areas 
for improvement and corrective actions; and have ample opportunity to comment and work 
toward consensus. The planning team lead on the AAR/IP should then adjudicate the comments 
and print copies for the planning team to review at the After-Action Meeting (AAM) 

Step 13: After-Action Meeting (AAM) 

(Task should be accomplished five to six weeks following the exercise.)  

The AAM serves as the forum to review the draft AAR and the draft IP. During the AAM, 
participants should seek to reach final consensus on strengths and areas for improvement, as well 
as revise and gain consensus on draft corrective actions. Additionally, as appropriate, AAM 
participants should develop concrete deadlines for implementation of corrective actions and 
identify specific corrective action owners/assignees. Participant organizations are responsible for 
developing implementation processes and timelines, and keeping appropriate parties informed of 
the implementation status. It is recommended that the planning team members who drafted the 
AAR/IP walk through the document and encourage the planning team as a whole to discuss and 
finalize each item. The planning team should also discuss any sensitivities in the document and 
determine how the document will be distributed. 

Step 14: Finalize and Distribute the After-Action Report/Improvement 
Plan 

(Task should be accomplished within two weeks following the AAM.)  

Once any final modifications to the AAR/IP determined during the AAM have been made, the 
document should finalized and circulated to the planning team. The AAR/IP is then considered 
final, and may be distributed to exercise planners, participants, and other preparedness 
stakeholders as appropriate and in accordance with the plan determined upon in the AAM.  
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APPENDIX A: ADAPTING TABLETOP EXERCISE DOCUMENTS 
The following components of the Outdoor Events Tabletop Exercise should be reviewed and 
adapted during the exercise planning process. In sections where there are options, it is pertinent 
you choose an option and/or provide details relevant to your organization and its needs, as 
necessary. All yellow highlighted/red font fields included in the exercise documents should be 
populated with relevant information and the highlighting should be removed before the conduct 
of the exercise.   

Please note, if modifications are made to any of the exercise documents, the page numbers below 
will be altered. 

Core Capabilities 
Choose core capabilities to evaluate during your exercise. A full list is provided in Appendix A 
of the Facilitator and Evaluator Handbook. Not all capabilities may be applicable to every 
organization. Recommended core capabilities for this exercise are listed below, but organizations 
should select the most appropriate from the full list. 

 Planning  

 Operational Coordination  

 Mass Care Services  

 On-Scene Security and Protection 

 Public Information & Warning 

 Operational Communications  

 Economic Recovery  

Once the core capabilities have been selected, make the appropriate modifications, in the 
following documents: 

 Facilitator and Evaluator Handbook, pages 1 and 3, and Appendix A 

 SitMan, pages 1 and 3 

 Exercise Brief slide deck, slide 10 

 AAR/IP, pages 1, 3, 4, 6, 8, 10, Appendix A, and Appendix B 

For additional information and insight into core capabilities, please reference Appendix A of the 
Facilitator and Evaluator Handbook.  

Exercise Objectives  
Listed below are recommended objectives for the exercise. The exercise planner and/or 
facilitator may choose to cover some or all of the objectives and/or draft new objectives, as 
necessary. Recommended objectives are listed below: 
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1. Review emergency preparedness plans and response procedures to an attack on an 
outdoor event. 

2. Discuss the coordination between private sector organizations and responding local, state, 
and federal agencies under the National Incident Management System (NIMS). 

3. Assess procedures for coordinating and sharing information within organizations, 
between organizations, and with the public. 

4. Review organizational interdependencies and recovery plans. 

Once the objectives have been finalized, make the appropriate modifications, if necessary, in the 
following documents:  

 Facilitator and Evaluator Handbook, pages 1 and 3 

 SitMan, pages 1 and 3 

 Exercise Brief slide deck, slides 9 

 AAR/IP, pages 1, 3, 4, 6, 8, 10, and Appendix A 

If no new objectives were drafted, delete “[Insert additional exercise objectives as necessary]” in 
the following documents where indicated by yellow highlighted/red font fields:  

 Facilitator and Evaluator Handbook, pages 1 and 3 

 SitMan, pages 1 and 3 

 Exercise Brief slide deck, slides 9 

 AAR/IP, page 1 and 3 

Scenario 
There are customization options within the scenario to help further tailor the scenario to your 
organization. Where customization is needed in the scenario, text is yellow highlighted in the 
SitMan and marked in red font in the Exercise Brief slide deck. Ensure all changes made to the 
scenario match in the SitMan and Exercise Brief slide deck. Remove all yellow highlighted/red 
font upon completion of customization. 

This particular scenario is created to be an “Anywhere USA” scenario generally applicable to the 
Outdoor Events Sector. It contains specifics designed to give context to the scenario; if there are 
any specifics that would cause participants to fight the scenario at your tabletop exercise, please 
change or remove them. The options are provided to give the planning team the ability to 
determine how complex and difficult they want the scenario to be.  
 
The first two options are designed to have the threat ended by the end of the first module to 
provide a simple, straightforward scenario for players. Options three to five provide increasing 
complexity, and the threat is left unresolved at the end of the module. This is done to allow the 
players to elaborate on their own protocols for addressing the specific threat chosen. The 
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facilitator should ensure that these protocols are covered so that the exercise transitions 
seamlessly from module one to module two, which begins after the threat has been neutralized.  
 
With all the scenario elements, the goal is that exercise participants can clearly visualize what is 
happening and then discuss how their plans and procedures would stand up to such an event. 

Discussion Questions 
As referenced in Step 6, the discussion questions provided in the SitMan are suggested general 
subjects you may wish to address as the discussion progresses. These questions are not meant to 
constitute a definitive list of concerns to be addressed. You should add, delete, or modify any of 
the discussion questions to most effectively address the objectives of your exercise and the needs 
of your organization. The final questions should be based upon the objectives for the exercise.  

As mentioned in Step 6, there are too many questions provided in this template for a four 
hour exercise. This is done to provide planning teams with flexibility to select the questions 
most important to them. It is also recommended the planning team select half a dozen additional 
individual questions or sub-questions in each module for the facilitator to cover if a module is 
running ahead of schedule. These additional questions should be included in the Facilitator 
and Evaluator Handbook in italics, but should not be included in the SitMan. These 
additional questions provide planning teams with the opportunity to add some questions to cover 
if there is time, but also to ensure that the priority questions are addressed first. 

Once question sets are determined, make the appropriate modifications in the following 
documents: 

 SitMan, pages 9-12; 14-18; 20-23 

 Facilitator and Evaluator Handbook pages 15-18; 20-25; 27-30 

 Exercise Brief slide deck, slides 25-38; 44-60; 66-78 

Agenda 

The entire Outdoor Events Tabletop Exercise is recommended to last four hours. The actual 
duration of the entire exercise and each individual module is scalable to the needs of your 
organization and to meet your exercise’s objectives. Modify the agenda to meet the needs of your 
exercise as necessary. A recommended agenda is listed below: 

 Registration    7:45 a.m. – 8:30 a.m.  

 Welcome and Participant Briefing  8:30 a.m. – 8:45 a.m. 

 Module One: Incident and Response  8:45 a.m. – 9:45 a.m. 

 Break (at facilitator discretion)  9:45 a.m. – 9:55 a.m. 

 Module Two : Sustained Response  9:55 a.m. – 10:55 a.m. 

 Break (at facilitator discretion)  10:55 a.m. – 11:05 a.m. 

 Module Three: Short-Term Recovery   11:05 a.m. – 12:05 p.m. 
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 Hotwash    12:05 p.m. – 12:30 p.m. 

 Facilitator/Evaluator Debrief  12:30 p.m. – 12:45 p.m. 

Note that the facilitator(s) and any evaluators/data collectors should meet one hour before the 
exercise for a briefing on the exercise. Once the agenda has been determined, make the 
appropriate modifications in the following documents: 

 SitMan, page iii 

 Exercise Brief slide deck, slide 7 

 Facilitator and Evaluator Handbook, page v 

Situation Manual (SitMan) 
The SitMan is adaptable to fit the needs of your organization. Add input, photographs, and maps 
as necessary. 

Fill in the name of the sponsoring organizations 

 SitMan, page 1 

 Facilitator and Evaluator Handbook, page 1 

 After-Action Report/Improvement Plan, page 1 

Exercise Brief Slide Deck 
The Exercise Brief slide deck is a PowerPoint Presentation companion to the SitMan and it 
reflects the same information detailed within. It is recommended that only the primary questions 
are included on the appropriate slides, and not all sub-questions. 

Fill in the name and title of the individual(s) who will conduct the opening remarks 

 Exercise Brief slide deck, slide 3  

List the participating organizations  

 Exercise Brief slide deck, slide 5 

List the materials for the tabletop exercise  

 Exercise Brief slide deck, slide 6 

Fill in the name and title of the individual(s) who will conduct the closing remarks 

 Exercise Brief slide deck, slide 80 

Invitation Letter 
 Customize all yellow highlighted sections of the invitation letter for your exercise and 

remove yellow highlighted. 
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After-Action Report/Improvement Plan 
The After-Action Report/Improvement Plan (AAR/IP) template contains guidance within the 
template on how to develop the After-Action Report/Improvement Plan.  

 Customize all yellow highlighted sections of the After-Action Report/Improvement Plan 
(AAR/IP) for your exercise and remove yellow highlighted text. 
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APPENDIX B: TABLETOP EXERCISE DEVELOPMENT 

CHECKLIST 

Concept and Objectives Meeting 

Concept & Objectives (C&O) Meeting  Assigned 
To 

Due  Completed  Status  Notes 

Preparation 

Receive initial guidance           

Schedule teleconference           

Develop Concept Paper           

Develop project timeline           

Reserve/Coordinate/Confirm facility           

Develop Planning Team Roster           

Develop invitation with webinar 
guidance (if using webinars) 

         

Develop agenda           

Develop slides           

Develop read‐ahead packet (if 
needed) 

         

Draft proposed exercise timeline           

Execute internal review of documents           

Review & Approval 

Submit Concept Paper & acquire 
approval 

         

Submit participant listing for review           

Submit documents for review           

Submit invitation for review            

Final Preparation 

Finalize Planning Team Roster           

Distribute invitation           

Distribute read‐ahead 
packet/documents (if necessary) 

         

Finalize presentation           

Make copies of presentation           

Finalize sign‐in sheets           

Make copies of sign‐in sheets           

Arrange for A/V and IT support (if 
applicable) 

         

Reserve/confirm conference bridge (if 
applicable) 

         

Coordinate travel instructions/details 
and logistics issues 
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Concept & Objectives (C&O) Meeting  Assigned 
To 

Due  Completed  Status  Notes 

Designate roles for the Exercise Team 
(facilitator, note taker, mic runner, 
etc.) 

         

Save all documentation to shared 
drive 

         

Upload exercise documentation to 
HSIN 

         

Execution and Transition to Next Phase 

Arrival and set‐up           

Designate roles for the Exercise Team 
(facilitator, note taker, mic runner, 
etc.) 

         

Conduct registration           

Provide copies of presentation           

Conduct meeting           

Take notes            

Revise exercise timeline           

Develop and confirm next steps           

Develop minutes and submit for 
review 

         

Distribute minutes           

Revise Concept Paper and distribute           

Distribute Initial  Invites           

Revise fact sheet           

Additional Assignments 
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Initial Planning Meeting 

Initial Planning Meeting (IPM)  Assigned 
To 

Due  Completed  Status  Notes 

Preparation 

Reserve/Coordinate/Confirm facility           

Schedule teleconference           

Develop Planning Team Roster           

Develop invitation           

Develop slides           

Develop read‐ahead packet (if 
needed) 

         

Execute internal review of documents           

Review & Approval 

Submit participant listing for review           

Submit documents for review           

Submit invitation for review and 
distribute 

         

Final Preparation 

Finalize Planning Team Roster           

Distribute invitation           

Distribute read‐ahead packet (if 
applicable) 

         

Finalize presentation           

Make copies of presentation           

Finalize sign‐in sheets           

Make copies of sign‐in sheets           

Prepare name badges and tents           

Arrange for A/V and IT support            

Reserve/confirm conference bridge (if 
applicable) 

         

Coordinate travel instructions/details 
and logistics issues 

         

Designate roles for the Exercise Team 
(facilitator, note taker, mic runner, 
etc.) 

         

Save all documentation to shared 
drive 

         

Execution and Transition to Next Phase 

Arrival and set‐up           

Conduct registration           

Provide copies of presentation           

Provide copies of draft exercise 
documents 

         

Conduct meeting           

Take notes            
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Initial Planning Meeting (IPM)  Assigned 
To 

Due  Completed  Status  Notes 

Develop minutes           

Distribute minutes           

Revise exercise timeline           

Update Fact Sheet           

Create videos (if necessary)           

Additional Assignments 

           

           

           

           

           

 

C&O/IPM Combined 

C&O/IPM Combined  Assigned 
To 

Due  Completed  Status  Notes 

Preparation 

Receive initial guidance           

Schedule teleconference           

Develop Concept Paper           

Develop project timeline           

Reserve/Coordinate/Confirm facility           

Develop Planning Team Roster           

Develop invitation with webinar 
guidance (if applicable) 

         

Develop agenda           

Develop slides           

Develop read‐ahead packet (if needed)           

Draft proposed exercise timeline           

Execute internal review of documents           

Review & Approval 

Submit Concept Paper& acquire 
approval 

         

Submit participant listing for review           

Submit documents for review           

Submit invitation for review            

Final Preparation 

Finalize Planning Team Roster           

Distribute invitation           

Distribute read‐ahead 
packet/documents 

         

Finalize presentation           

Make copies of presentation           
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C&O/IPM Combined  Assigned 
To 

Due  Completed  Status  Notes 

Finalize sign‐in sheets           

Make copies of sign‐in sheets           

Arrange for A/V and IT support           

Reserve/confirm conference bridge (if 
applicable) 

         

Coordinate travel instructions/details 
and logistics issues 

         

Designate roles for the Exercise Team 
(facilitator, note taker, mic runner, 
etc.) 

         

Save all documentation to shared 
drive 

         

Execution and Transition to Next Phase 

Arrival and set‐up           

Conduct registration           

Provide copies of presentation           

Conduct meeting           

Take notes            

Revise exercise timeline           

Develop next steps           

Develop minutes           

Distribute minutes           

Revise Concept Paper and distribute 
(if necessary) 

         

Save all documentation to shared 
drive 

         

Create videos (if necessary)           

Additional Assignments 
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Midterm Planning Meeting 

Midterm Planning Meeting (MPM)  Assigned 
To 

Due  Completed  Status  Notes 

Preparation 

Reserve/Coordinate/Confirm facility           

Schedule teleconference           

Develop Planning Team Roster           

Develop invitation           

Develop slides           

Develop read‐ahead packet (if needed)           

Execute internal review of documents           

Review & Approval 

Submit participant listing for review           

Submit documents for review           

Submit invitation for review           

Final Preparation 

Finalize Planning Team Roster           

Distribute invitation           

Distribute read‐ahead packet (if 
applicable) 

         

Finalize presentation           

Make copies of presentation           

Finalize sign‐in sheets           

Make copies of sign‐in sheets           

Prepare name badges and tents           

Arrange for A/V and IT support            

Reserve/confirm conference bridge (if 
applicable) 

         

Coordinate travel instructions/details 
and logistics issues 

         

Designate roles for the Exercise Team 
(facilitator, note taker, mic runner, 
etc.) 

         

Save all documentation to shared 
drive 

         

Execution and Transition to Next Phase 

Arrival and set‐up           

Conduct registration           

Provide copies of presentation           

Provide copies of draft exercise 
documents 

         

Conduct meeting           

Take notes            

Revise exercise timeline           

Develop minutes           
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Midterm Planning Meeting (MPM)  Assigned 
To 

Due  Completed  Status  Notes 

Distribute minutes           

Create videos (if necessary)           

Additional Assignments 
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Final Planning Meeting 

Final Planning Meeting (FPM)  Assigned 
To 

Due  Completed  Status  Notes 

Preparation 

Reserve/Coordinate/Confirm facility           

Schedule teleconference           

Develop Planning Team Roster           

Develop invitation           

Develop slides           

Submit invitation for edit           

Develop read‐ahead packet (if needed)           

Review videos and submit for 
approval (if applicable) 

         

Execute internal review of documents           

Review & Approval 

Submit participant listing for review           

Submit documents for review           

Submit invitation for review           

Receive approval for videos (if 
necessary) 

         

Final Preparation 

Finalize Planning Team Roster           

Distribute invitation           

Distribute read‐ahead packet (if 
applicable) 

         

Finalize presentation           

Make copies of presentation           

Finalize sign‐in sheets           

Make copies of sign‐in sheets           

Prepare name badges and tents           

Arrange for A/V and IT support            

Reserve/confirm conference bridge (if 
applicable) 

         

Coordinate travel instructions/details 
and logistics issues 

         

Designate roles for the Exercise Team 
(facilitator, note taker, mic runner, 
etc.) 

         

Save all documentation to shared 
drive 

         

Execution and Transition to Next Phase 

Arrival and set‐up           

Conduct registration           

Provide copies of presentation           
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Homeland Security Exercise and Evaluation Program (HSEEP) 

Final Planning Meeting (FPM)  Assigned 
To 

Due  Completed  Status  Notes 

Provide copies of draft exercise 
documents 

         

Conduct meeting           

Take notes            

Conduct TTX site visit(s)           

Develop minutes           

Distribute minutes           

Upload relevant documents to shared 
drive 

         

Additional Assignments 
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Conduct  

Tabletop Exercise (TTX) Conduct  Assigned 
To 

Due  Completed  Status  Notes 

Preparation 

Determine facility requirements           

Develop Exercise Participant List           

Develop invitation           

Confirm facility reservation           

Develop event slides           

Develop final SitMan (Reference 
materials, Bulletins, Acronyms, 
Photos) 

         

Develop Participant Feedback Form           

Develop read‐ahead packet           

Review & Approval 

Submit exercise documents for review            

Submit exercise participant roster for 
review 

         

Receive approval for all exercise 
documentation 

         

Submit invitation for review           

Final Preparation 

Finalize Exercise Participant list           

Distribute invitation           

Finalize presentation           

Verify Facility Support (A/V, IT, etc.)           

Reserve/confirm conference bridge (if 
applicable) 

         

Final Revision to Documents           

Documents printed or submitted to 
printer  

         

Consolidate Final Attendance Roster           

Finalize sign‐in sheets           

Make copies of sign‐in sheets           

Save all documentation to shared 
drive 

         

Pick‐Up materials from Printer           

Prepare name badges and tents           

Finalize Seating Chart           

Conduct Leadership Exercise Pre‐Brief           

Coordinate travel instructions/details 
and logistics issues 

         

Exercise Team Walkthrough           

Execution and Transition to Next Phase 

Exercise Team Arrive at facility           
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Homeland Security Exercise and Evaluation Program (HSEEP) 

Tabletop Exercise (TTX) Conduct  Assigned 
To 

Due  Completed  Status  Notes 

Final Room Set Up           

Distribute exercise materials           

Conduct registration           

Designate roles for the Exercise Team 
(facilitator, note taker, mic runner, 
etc.) 

         

Exercise personnel staged           

STARTEX           

Note Taking            

Picture Taking           

ENDEX           

Conduct Hot Wash           

Collect feedback forms           

Send Thank you to Participants           

Consolidate notes and feedback for 
development of AAR 

         

Upload relevant documents to shared 
drive 

         

Additional Assignments 
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Homeland Security Exercise and Evaluation Program (HSEEP) 

After-Action Meeting 

After‐Action Meeting (AAM)  Assigned 
To 

Due  Completed  Status  Notes 

Preparation 

Reserve/Coordinate/Confirm facility           

Develop Meeting Participant List           

Develop invitation           

Develop agenda           

Develop draft AAM documents           

Develop sign‐in sheet           

Complete 1st Draft AAR/IP           

Execute internal review of documents           

Review & Approval 

Submit participant listing for review           

Submit 1st Draft AAR/IP for review           

Submit invitation for review           

Final Preparation 

Finalize Meeting Participant List           

Distribute invitation           

Complete 2nd Draft AAR/IP           

Distribute read‐ahead packet            

Finalize agenda           

Make copies of agenda           

Make copies of draft AAR           

Coordinate A/V and IT support            

Reserve/confirm conference bridge (if 
applicable) 

         

Coordinate travel instructions/details 
and logistics issues 

         

Finalize sign‐in sheets           

Make copies of sign‐in sheets           

Prepare name badges and tents           

Save all documentation to shared 
drive 

         

Execution and Transition to Next Phase 

Arrival and set‐up           

Designate roles for the Exercise Team 
(facilitator, note taker, mic runner, 
etc.) 

         

Conduct registration           

Provide copies of agenda           

Provide copies of presentation and 
draft AAR 

         

Provide copies of reference material 
(or list) 
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Homeland Security Exercise and Evaluation Program (HSEEP) 

After‐Action Meeting (AAM)  Assigned 
To 

Due  Completed  Status  Notes 

Conduct AAM           

Take notes during AAM           

Develop meeting summary           

Submit Draft meeting summary for 
review 

         

Finalize AAM meeting summary with 
stakeholder input 

         

Distribute Final Draft of meeting 
summary 

         

Complete Final Draft AAR/IP           

Submit Final Draft AAR/IP for review           

Complete Final AAR/IP           

Submit AAR/IP for Signature           

Additional Assignments 
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Homeland Security Exercise and Evaluation Program (HSEEP) 

APPENDIX C: REFERENCE LIST 

U.S. Department of Homeland Security Resources, Tools, and 
Programs 

The U.S. Department of Homeland Security Office of Infrastructure Protection strives to develop 
meaningful partnerships between the public and private sectors to ensure the protection of the 
Nation’s critical infrastructure. These essential partnerships are the driving force behind the 
concept and development of the tabletop exercise for the Commercial Facilities Sector. 

The references materials detailed in this appendix form a comprehensive list of resources, tools, 
and programs supported by DHS for critical infrastructure partners. Some of these reference 
documents are specifically referenced in the Situation Manual and should be handed out to 
participants during the exercise. 

U.S. Department of Homeland Security Resources 

 National Preparedness Goal (NPG), Second Edition, September 2015 

 National Response Framework (NRF), Second Edition, May 2013 

 National Terrorism Advisory System (NTAS) Public Guide, April 2011 

 Homeland Security Exercise and Evaluation Program (HSEEP), April 2013 

 Federal Emergency Management Agency (FEMA) – Emergency Management Institute 

Federal Resources for Critical Infrastructure  

 Executive Order (EO) 13636 / Presidential Policy Directive (PPD) 21 Fact Sheet 

 Homeland Security Information Network - Critical Infrastructure (HSIN-CI) Fact Sheet 

 If You See Something, Say Something - Information and Public Display Materials Fact 
Sheet 

 Infrastructure Visualization Platform (IVP) (formerly Computer Based Assessment Tool 
(CBAT) 

 Infrastructure Information Collection Division (IICD) Webpage 

 National Cybersecurity and Communications Integration Center (NCCIC) 

 National Infrastructure Coordinating Center (NICC) Fact Sheet 

 National Infrastructure Protection Plan (NIPP) Overview 

 Nationwide Suspicious Activity Reporting Initiative (NSI) Fact Sheet 

 Office of Cyber and Infrastructure Analysis (OCIA) Fact Sheet 

 Office of Cybersecurity and Communications (CS&C) 
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 Protective Security Advisor (PSA) Fact Sheet 

 Protective Security Coordination Division (PCSD) Fact Sheet 

 Sector Outreach and Programs Division (SOPD) Resource Guide 

 Technical Resource for Incident Prevention (TRIPWire) Fact Sheet 

 United States Computer Emergency Readiness Team (US-CERT) 

Awareness Guides 

 Joint Terrorism Task Force (JTTF)  

Preparedness Toolkit Resources 

 The British Standards Institution -- ISO 22301 Business Continuity Management 

 FEMA Private Sector Resources 

 FEMA Emergency Management Guide for Business and Industry 

 Institute of Business and Home Safety 

 National Fire Protection Association (NFPA) 1600: Standard on Disaster/Emergency 

Management and Business Continuity Programs 

 Prepare My Business 

 Ready Business 

The Voluntary Private Sector Preparedness Program -- PS-Prep™ & Small Business 
Preparedness 
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APPENDIX D: ACRONYM LIST 
Acronym Definition 

AAR/IP After-Action Report/Improvement Plan 

DHS Department of Homeland Security 

EMS Emergency Medical Services 

EPT Exercise Planning Team 

FEMA Federal Emergency Management Agency 

HSEEP Homeland Security Exercise and Evaluation Program 

HSIN Homeland Security Information Network   

IP Office of Infrastructure Protection 

NIMS National Incident Management System 

PIO Public Information Officer 

PSA Protective Security Advisor 

SitMan Situation Manual 

SME Subject Matter Expert 

SOPD Sector Outreach and Programs Division 

SSTEP Sector-Specific Tabletop Exercise Program 

TTX Tabletop Exercise 
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Homeland Security Exercise and Evaluation Program (HSEEP) 
 

 

 



[INSERT YOUR COMPANY LETTERHEAD] 
 

Dear [INSERT NAME], 

[INSERT HOST ENTITY] cordially invites you to participate in the Outdoor Events Tabletop Exercise 
(TTX), which will be a discussion-based exercise, to be held on [INSERT DATE]. 

The Outdoor Events Tabletop Exercise is part of the Sector-Specific Tabletop Exercise Program 
(SSTEP), a program sponsored by the U.S. Department of Homeland Security (DHS). This program 
allows critical infrastructure partners to develop interactive, discussion-based exercises for their 
communities of interest at the sector or facility level. The program affords the opportunity for public and 
private critical infrastructure stakeholders and their public safety partners to exercise information 
sharing processes and incident management plans, programs, policies, and procedures in order to 
address potential gaps, vulnerabilities, and other pertinent issues.  

This particular tabletop exercise is designed to allow participants the opportunity to address key issues, 
threats, gaps, and concerns affecting the Commercial Facilities Sector through a series of facilitated 
discussions. The focus of this exercise is to improve the overall planning, coordination, communication, 
and the collective decision-making process. It is designed to be an open, thought-provoking exchange of 
ideas to help develop and expand existing knowledge of policies and procedures within the framework 
of incident response. It is not a test of detailed response procedures, but rather emphasizes emergency 
response coordination, communication, problem identification, and resolution following the event.  

We would appreciate your involvement in this exercise; your participation will enhance exercise play 
and contribute significantly to the accomplishment of the exercise objectives. 

Exercise Details: 

Date:   [INSERT DATE] 
Registration:  [INSERT TIME]     
Exercise Time:  [INSERT TIME] – [INSERT TIME]   
Location:  [INSERT Location] 

If you can participate in this exercise, please respond via email to [INSERT EMAIL ADDRESS]. We 
would greatly appreciate receiving your response by [INSERT DEADLINE]. 

For questions or additional information, please contact [INSERT NAME] at [INSERT PHONE 
NUMBER] or via email at [INSERT EMAIL ADDRESS]. 

Respectfully, 

[YOUR EXECUTIVE SIGNATURE BLOCK] 

 



 

 

Insert organization logo or seal 
here 

 

 

 

 

 

Outdoor Events Tabletop 
Exercise 
Facilitator/Evaluator Handbook 
[Vehicle Ramming / Edged Weapon Attack / Active Shooter / 
Improvised Explosive Device / Hostages]  
 
 
[Date]  
 

The Facilitator/Evaluator Handbook describes the roles and responsibilities of exercise 
facilitators and evaluators, and the procedures they should follow. The Handbook is distributed 
only to those individuals specifically designated as facilitators or evaluators as it contains 
information about the scenario and exercise administration. It should not be provided to exercise 
players. 
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Preface i [Sponsor Organization] 
[INSERT CAVEAT] 

Homeland Security Exercise and Evaluation Program (HSEEP) 

PREFACE 
The U.S. Department of Homeland Security (DHS), Office of Infrastructure Protection (IP) 
Sector-Specific Tabletop Exercise Program (SSTEP) is an unclassified, adaptable exercise 
template developed by DHS IP Sector Outreach and Program Division (SOPD). 

The development of the Outdoor Events Tabletop Exercise (TTX) followed the guidance set 
forth in the Federal Emergency Management Agency (FEMA) Homeland Security Exercise and 
Evaluation Program (HSEEP).  

Information discussed and identified in the Outdoor Events TTX may be sensitive. Some 
exercise material is intended for the exclusive use of exercise planners, facilitators, and 
observer/data collectors; however, players may view materials deemed necessary for their 
performance.  

Exercise planners should use appropriate guidelines to ensure proper control of information 
within their area of expertise and protect this material in accordance with current organization 
directives. Public release of exercise materials to third parties is at the discretion of your 
organization.  

For questions about the SSTEP or recommendations for improvement, please contact DHS IP via 
e-mail at sopd.exercise@hq.dhs.gov. 

.
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Homeland Security Exercise and Evaluation Program (HSEEP) 

RECOMMENDED AGENDA  

Time Activity 

0745 - 0830 Registration 

0830 - 0845 Welcome and Participant Briefing 

0845 – 0945 Module One: Incident and Response 

0945 – 0955 Break 

0955 – 1055 Module Two: Sustained Response 

1055 – 1105 Break 

1105 – 1205 Module Three: Short-Term Recovery  

1205 – 1230 Hot Wash 

*All times are approximate 
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Homeland Security Exercise and Evaluation Program (HSEEP) 

EXERCISE OVERVIEW 

Exercise Name Outdoor Events Tabletop Exercise 

Exercise Date [Indicate the start and end dates of the exercise] 

Scope 
This exercise is a TTX planned for [exercise duration] at [exercise location]. 
Exercise play is limited to [exercise parameters]. 

Mission Areas 
Prevention, Protection, Mitigation, Response, and Recovery [select appropriate 
Mission Areas] 

Core 
Capabilities 

 Planning  
 Operational Coordination 
 Mass Care Services  
 On-Scene Security and Protection 
 Public Information and Warning  
 Operational Communications 
 Economic Recovery 

Objectives 

1. Review emergency preparedness plans and response procedures to an attack 
on an outdoor event. 

2. Discuss the coordination between private sector organizations and 
responding local, state, and Federal agencies under the National Incident 
Management System (NIMS). 

3. Assess procedures for coordinating and sharing information within 
organizations, between organizations, and with the public. 

4. Review organizational interdependencies and recovery plans. 

5. [Insert additional exercise objectives as necessary] 

Threat or 
Hazard 

Vehicle Ramming / Edged Weapon Attack / Active Shooter / Improvised 
Explosive Device (IED) / Hostages [select appropriate options] 

Scenario 

An interactive, discussion-based exercise focused on an attack on an outdoor 
event. The scenario consists of three modules: Incident and Response, Sustained 
Response, and Short-Term Recovery. 

Sponsor 
[Insert the name of the sponsor organization, as well as any grant programs 
being used, if applicable] 
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Participating 
Organizations 

[Insert a brief summary of the total number of participants and participation 
level (i.e., Federal, state, local, tribal, non-governmental organizations (NGOs), 
private sector, and/or international agencies). Consider including the full list of 
participating agencies in Appendix C. Delete Appendix C if not required.] 

Points of 
Contact 

[Insert the name, title, agency, address, phone number, and email address of the 
primary exercise point of contact (e.g., exercise director or exercise sponsor)] 
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GENERAL INFORMATION 

Exercise Objectives and Core Capabilities 

The following exercise objectives in Table 1 describe the expected outcomes for the TTX. These 
objectives are linked to core capabilities, which are distinct critical elements necessary to achieve 
the specific mission area(s). The objectives and aligned core capabilities are guided by elected 
and appointed officials and selected by the EPT. 

Exercise Objective Core Capability 

Review emergency preparedness plans and response 
procedures to an attack on an outdoor event.  

 Planning 

 Operational Coordination 

 Mass Care Services 

 On-Scene Security and Protection 

 Public Information and Warning 

Discuss the coordination between private sector 
organizations and responding local, state, and federal 
agencies under NIMS. 

 Planning  

 Operational Coordination 

Assess procedures for coordinating and sharing 
information within organizations, between 
organizations, and with the public. 

 Planning 

 Operational Communications 

 Public Information and Warning 

Review organizational interdependencies and 
recovery plans. 

 Planning 

 Economic Recovery 

[Insert additional objectives as necessary].  

Table 1. – Exercise Objectives and Associated Core Capabilities 

Participant Roles and Responsibilities 

The term participant encompasses many groups of people, not just those playing in the exercise. 
Types of participants involved in the exercise, and their respective roles and responsibilities, are 
as follows: 

 Players. Players are personnel who have an active role in discussing or performing their 
regular roles and responsibilities during the exercise. Players discuss or initiate actions in 
response to the simulated emergency.  

 Observers. Observers do not directly participate in the exercise; however, they may 
support the development of player responses to the situation during the discussion by 
asking relevant questions or providing subject matter expertise. 
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 Facilitators. Facilitators provide situation updates and moderate discussions. They also 
provide additional information or resolve questions as required. Key EPT members may 
also assist with facilitation as subject matter experts during the exercise. 

 Evaluators. Evaluators are assigned to observe and document certain objectives during 
the exercise. Their primary role is to document player discussions, including how and if 
those discussions conform to plans, polices, and procedures. 

Exercise Structure 

This TTX is comprised of three modules consisting of an incident and response, the sustained 
response, and short-term recovery. Players will participate in the following module elements:  

 Module One: Incident and Response 

 Module Two: Sustained Response 

 Module Three: Short-Term Recovery 

Each module begins with a scenario update that summarizes the key events occurring within that 
time period. A series of questions following the scenario summary will guide the facilitated 
discussion of critical issues in each of the modules. Based on exercise priorities, time dedicated 
to each module will be managed by the facilitator. 

Exercise Guidelines 

 This exercise will be held in an open, low-stress, no-fault environment. Varying 
viewpoints, even disagreements, are expected.  

 Respond to the scenario using your knowledge of current plans and capabilities (i.e., you 
may use only existing assets) and insights derived from your training. 

 Decisions are not precedent setting and may not reflect your organization’s final position 
on a given issue. This exercise is an opportunity to discuss and present multiple options 
and possible solutions. 

 The situation updates, written material, and resources provided are the basis for 
discussion. There are no hidden materials or scenarios. 

 Issue identification is not as valuable as suggestions and recommended actions that could 
improve prevention, protection, and response efforts. Problem-solving efforts should be 
the focus. 

Exercise Assumptions and Artificialities 

In any exercise, assumptions and artificialities may be necessary to complete play in the time 
allotted and/or account for logistical limitations. Exercise participants should accept that 
assumptions and artificialities are inherent in any exercise, and should not allow these 
considerations to negatively affect their participation. During this exercise, the following apply: 

 The scenario for this exercise is artificial. 
 The scenario is plausible and events occur as they are presented. 
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 There are neither “hidden agendas” nor any “trick questions.” 
 All players receive information at the same time. 
 Assume cooperation and support from other responders, agencies, and organizational 

entities.  
 This scenario assumes a no-notice event. 
 The scenario is meant to be generic and representational, if there are details that do not 

make sense for your community or organization, please disregard. 

Exercise Evaluation 

Evaluation of the exercise is based on the exercise objectives and aligned core capabilities, 
capability targets, and critical tasks. Players will be asked to complete a participant feedback 
form. These documents, coupled with facilitator observations and notes, will be used to evaluate 
the exercise and then compiled into the After-Action Report (AAR). 
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FACILITATOR AND EVALUATOR GUIDANCE 

Facilitating the Exercise 

During the exercise the facilitator is responsible for keeping participant discussions on track with 
exercise objectives and ensuring all issues and objectives are explored as thoroughly as possible 
within time constraints. If an exercise uses breakout groups, more than one facilitator may be 
needed. The facilitator generally presents the multimedia briefing, which describes the scenario 
and any relevant background information. The facilitator also leads the discussion, introduces 
spokespersons, poses questions to the audience, and ensures that the schedule remains on track. 
A good facilitator should possess:  

 The ability to keep side conversations to a minimum, keep discussions on track and 
within established time limits, control group dynamics and strong personalities, and 
speak competently and confidently about the subject without dominating conversation; 

 Functional area expertise or experience;  

 Awareness of appropriate plans and procedures; and  

 The ability to listen well and summarize player discussions.  

If feasible and/or appropriate, co-facilitators who are knowledgeable about local issues, plans, 
and procedures may assist the lead facilitator. Also, designating a recorder to take notes allows 
the facilitator to focus on key discussion issues. During the exercise, the facilitator helps 
evaluators collect useful data by keeping discussions focused on exercise objectives and core 
capabilities. 

Observing and Evaluating the Exercise 

Evaluators/data collectors must keep an accurate written record of the discussion and what 
occurs. They should take notes as players discuss actions, make decisions, and present their 
capabilities. Notes should identify the following: 

 Who (by name or position) made the decision? 

 What occurred (the observed 
decision)? 

 Why the decision was made (the 
trigger)? 

 How did they make the decision (the 
process)? 

 What were the outcomes of each 
decision? Was a solution identified? 
Who is responsible for the identified 
solution? In what time frame will the 
solution be completed? 

Tips for Successful Evaluation 

DO: 
 Focus on plans, policies, and procedures 
 Take detailed notes 
 Write legibly 

DO NOT: 
 Prompt players 
 Get in the way 
 Answer questions for players (refer questions to 

the facilitator) 
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Effective notes will assist when writing the final analysis. During the exercise, it is important to 
concentrate on recording what is happening, specifically, what is discussed by the group as it 
relates to the exercise objectives and capabilities identified. Lengthy and detailed writing during 
the exercise can cause evaluators/data collectors to miss important discussions among 
participants, so it is important to focus on points relating to the exercise objectives. 

Identifying the key events makes recording the action manageable, eliminates unnecessary 
information, and provides the kind of data most useful for the after action process.  

Items and issues to be aware of during the discussion include: 

 Existing plans or procedures that will help the agency/group/jurisdiction/organization 
achieve the stated exercise objectives and demonstrate the appropriate capability(ies). 

 Deviations from those plans and implementation procedures. 

 Roles and responsibilities of players with actions and decisions related to the exercise 
objectives and capabilities (if applicable). 

 Decisions made by exercise players. 

 Recommendations offered by players. 

 Any unresolved issues discussed during the exercise. 

Hot Wash 

Immediately after the exercise, a hot wash will be conducted with the players and facilitators. A 
hot wash allows players the ability for self-assessment and discussion on their performance in the 
exercise. The hot wash should address the following questions:  

 Were the exercise objectives met? Why or why not? 

 What are the major positive items or achievements that were identified during the 
exercise? 

 What are the major gaps or deficiencies that need to be addressed? 

 What other additional issues need to be addressed? 

 What are the next steps for addressing the gaps or deficiencies both short and long term? 

 What did you get out of this exercise? 

The hot wash also provides the evaluators/data collectors with the opportunity to clarify points or 
collect any missing information from the players before they leave the area. To supplement the 
information collected during the player hot wash, the evaluation team distributes participant 
feedback forms to get responses from participants based on their perception of the exercise.  

Facilitator and Evaluator Debriefing 

Following the hot wash, facilitators and evaluators/data collectors should conduct their own 
debriefing to reconcile conflicting outcomes and solidify common themes. At the debriefing, 
facilitators and evaluators/data collectors will further discuss the performance of the exercise 
participants. In addition, facilitators and evaluators/data collectors should provide what they 
thought were three strengths and three areas for improvement observed during the exercise. This 
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is often referred to as “three ups” and “three downs.” These strengths and areas for improvement 
are based on general feedback from the facilitators and evaluators/data collectors immediately 
after the exercise and should be relevant to the selected capabilities.  

Analyze Data 

The goal of data analysis is to assess performance by identifying key exercise strengths and areas 
for improvement. The analysis compares players’ discussions with existing plans and 
procedures. Data analysis includes: 

1. Review of exercise discussion notes 

2. Comparison of player discussions to existing plans 

3. Identification and explanation of deviations 

4. List of recommendations to resolve issues 

During data analysis, the evaluator/data collector consolidates data collected during the exercise 
and transforms it into narratives that address the course of exercise play, demonstrated strengths, 
and areas for improvement.  

A template for an exercise write-up (and analysis of the identified issues) is provided in 
Appendix B.  

Identify Root Causes and Develop Recommendations 

To produce an After-Action Report/Improvement Plan with recommendations for improving 
preparedness capabilities, it is critical for evaluators/data collectors to discover not only what 
happened, but why events happened or certain decisions occurred. Evaluators/data collectors 
must find the root cause for each objective not completed as expected. A root cause is the source 
of, or underlying reason behind, an identified issue (as uncovered during analysis) toward which 
the evaluator/data collector can direct an improvement. To arrive at a root cause, an 
evaluator/data collector should attempt to trace each event back to its origin. Root cause analysis 
may require the review and evaluation of emergency plans, training programs, policies, and 
procedures.  

Uncovering root causes enables the development of actionable solutions for improvement areas 
identified in the After-Action Report / Improvement Plan (AAR/IP).  These recommendations 
are based on the evaluator or evaluation team’s experience and best judgment, although the 
responsibility for implementing recommendations ultimately lies with the leaders and managers 
of the participating organizations or agencies.  

Evaluators/data collectors should use the following questions as a guide for developing 
recommendations for improvement: 

 Were the objectives of the exercise met? 

 Did the discussion suggest that all personnel would be able to successfully complete the 
tasks necessary to execute the activity? If not, why? 

 What are the key decisions associated with each activity? 
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 Did the discussion suggest that all personnel are adequately trained to complete the 
activities/tasks needed to demonstrate the capability? 

 Did the discussion identify any resource shortcomings that could inhibit the ability to 
execute an activity? 

 Do the current plans, policies, and procedures support the performance of activities? Are 
players familiar with these documents? 

 Do personnel from multiple agencies, jurisdictions, or organizations need to work 
together to perform a task, activity, or capability? If so, are there agreements or 
relationships in place to support the coordination required? 

 What was learned from this exercise? 

 What strengths were identified for each activity? 

 What areas for improvement are recommended for each activity, if any? 

Identify Lessons Learned  

For the purposes of the Homeland Security 
Exercise and Evaluation Program, a lesson 
learned is knowledge and experience (both 
positive and negative) derived from 
observations and historical study of actual 
operations, training, and exercises. Lessons 
learned provide valuable insight on how to 
approach similar concerns in the future. A 
lesson learned is not only a summary of what 
did or did not go wrong; it provides 
information that may later be relevant. 
Consider if there are lessons learned worth 
sharing and recommend them for approval from appropriate organizational authorities.   

After-Action Report and Improvement Plan 

An After-Action Report/Improvement Plan is used to provide feedback to participating entities 
on their performance during the exercise. The AAR summarizes exercise events and analyzes 
performance by identifying key exercise strengths and areas for improvement. It also evaluates 
achievement of the selected exercise objectives and the demonstration of the overall capabilities 
being validated. The IP portion of the document includes corrective actions to take to improve 
performance, along with timelines for their implementation, and assignment to responsible 
parties. 

The lead exercise planner or evaluator must determine when exercise write-ups are due and 
ensure the evaluators/data collectors are given a “no later than date,” for submission. It is 
strongly recommended that the AAR/IP utilize the Homeland Security Exercise and Evaluation 
Program AAR/IP template.  

Example of a 
Lesson Learned: 

“During a chemical weapons exercise, the 
jurisdiction found that using buses to transport 
large numbers of walking wounded to medical 
facilities improved incident response by 
reducing strain on EMS vehicles and by 
decreasing transit times for victims. This 
lesson learned involved a number of agencies 
and disciplines and can be widely applied.” 
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An abundance of data is captured by each evaluator/data collector and this information is 
consolidated to produce the AAR/IP. The evaluators/data collectors should review the sample 
AAR/IP write-up located in Appendix B. 
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SCENARIO AND DISCUSSION QUESTIONS 
[Note to planning team: be sure to adapt this section to mirror any changes made to the questions 
in the Situation Manual. Also, this is the place in which to put the back-up questions for the 
facilitator. It is recommended that those be placed in the following modules and identified by 
using italics for the questions.] 

The following pages consist of the scenario and discussion questions. The scenario is the same as 
that contained in the Situation Manual. The discussion questions are also the same, with the 
exception of questions in italics, which are provided for the use at facilitator’s discretion and are 
not in the Situation Manual provided to players.  

 

MODULE ONE: INCIDENT AND RESPONSE 
[Date] 

Centerville, Anywhere County, USA 

The Apple Valley Arts and Crafts Festival is the largest annual fair in the state. It is a three-day 
event showcasing local products and handiwork during the day, and music, dancing, and 
entertainers at night. The festival is located in the county seat of Centerville, and is laid out over 
a multi-block area in the historic downtown and for a mile along the road to the county 
fairgrounds.  

At 2:31 p.m. on Saturday, the second day of the fair, the Centerville Police Department receives 
a credible IED threat targeted at the downtown building that houses the event headquarters and 
main art exhibit. Police begin an evacuation of the area and call for the bomb squad. Fair 
attendees being evacuated spill out of the building and into the neighboring streets, mixing with 
people attracted to the commotion. At 2:38 p.m., a man drives a large pickup truck down a side 
street, crashes through the light barriers into the historic downtown, and plows into the gathering 
crowd. The truck collides with a road sign and stops, leaving a swath of killed and injured 
people. 
 
Option 1: Simple attack (Edged Weapon) 
After the truck comes to a stop, there is a brief pause as the driver of the truck staggers out 
carrying a machete. He begins slashing at nearby people in the crowd and forces his way into an 
adjacent two-story building, which is housing a wine and cheese tasting for the fair. He continues 
to slash people inside the building until he is confronted by responding officers and mortally 
wounded while rushing them. 
 
Option 2: Simple attack (Active Shooter) 
After the truck comes to a stop, there is a brief pause as the driver of the truck staggers out 
carrying a rifle and wearing a holstered pistol. He begins firing into the crowd and forces his way 
into an adjacent two-story building, which is housing a wine and cheese tasting for the fair. He 
continues to shoot people inside the building until he is confronted by responding officers and 
kills himself. 



Facilitator/Evaluator  [INSERT CAVEAT] Outdoor Events 
Handbook Tabletop Exercise  

Module One: Scenario 14 [Sponsor Organization] 
 [INSERT CAVEAT] 

Homeland Security Exercise and Evaluation Program (HSEEP) 

 
Option 3: Hostage situation 
After the truck comes to a stop, there is a brief pause as the driver of the truck staggers out 
carrying a rifle and wearing a holstered pistol. He begins firing into the crowd and forces his way 
into an adjacent two-story building, which is housing a wine and cheese tasting for the fair. He 
continues to shoot people inside the building and makes his way to the second floor where he 
takes several hostages. 
 
Option 4: Continued attack with IED 
After the truck comes to a stop, there is a brief pause as the driver of the truck staggers out 
carrying a rifle and wearing a holstered pistol. He begins firing into the crowd and forces his way 
into an adjacent two-story building, which is housing a wine and cheese tasting for the fair. He 
continues to shoot people inside the building and makes his way to the second floor, which has 
many windows with views up and down two streets and overlooks a park on one side. He moves 
from window to window, shooting at people in the streets and in the park. 

As responding officers arrive and begin to return fire, the shooter continues to take shots, but 
much more sporadically. Officers examine the outside of the building in which the shooter is 
cornered, and observe the shooter’s crashed truck near the entrance and a number of people 
apparently dead or injured in the truck’s path, before noticing an object in the truck bed that 
looks like a large IED.  
 
Option 5: Hostage situation with IED 
After the truck comes to a stop, there is a brief pause as the driver of the truck staggers out 
carrying a rifle and wearing a holstered pistol. He begins firing into the crowd and forces his way 
into an adjacent two-story building, which is housing a wine and cheese tasting for the fair. He 
continues to shoot people inside the building and makes his way to the second floor where he 
takes several hostages. 

Responding officers arrive outside of the building in which the shooter is cornered, and observe 
the shooter’s crashed truck near the entrance and a number of people apparently dead or injured 
in the truck’s path, before noticing an object in the truck bed that looks like a large IED. The 
shooter calls 911 and begins making threats. Shortly thereafter, the Centerville Police Tactical 
Team arrives on-scene along with the Centerville Bomb Squad.  
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Module One: Discussion Questions 

Consider the events described in the scenario and discuss what would happen if they occurred in 
your community or at your venue / facility. 
 
Facilitator’s Note: Exercise participants will only receive the bold questions. Questions in italic 
are not provided to participants and are included here for use at the facilitator’s discretion. 
 
1. What plans are in place to prevent or deter an attack at your event? 

a) What threats do you spend the most effort preventing? 

b) Who is responsible for the security plan? 

c) Are multiple agencies involved in the planning process? 

d) What plans are in place to deter / prevent a vehicle intrusion (i.e. barricades, traffic 
control)? 

e) What plans are in place to deter / prevent an active shooter (i.e. screening, security 
presence)? 

f) Are there plans in place to deter / prevent a hostage situation? If so, what are they and 
how do they differ from plans to deter other threats? [Options 3 and 5] 

g) What plans are in place to deter / prevent an IED (i.e. screening, canine teams)? 
[Options 4 and 5] 

2. How is security for this event staffed and how are personnel trained? 

a) Is law enforcement present? 

b) Which organizations contribute to the security of the event? 

c) What training programs are in place for personnel? Who trains them? 

d) How are personnel trained to respond to a vehicle intrusion? 

e) How are personnel trained to respond to an active shooter?  

f) How are personnel trained to respond to a hostage situation? [Options 3 and 5] 

g) How are personnel trained to respond to an IED? [Options 4 and 5] 

3. Do the event organization’s standard operating procedures (SOPs) include incident response 
roles and responsibilities for event staff? 

4. What assets are onsite to immediately respond to an incident? 

a) What resources are provided by the event / venue that would help with response? 

b) What law enforcement assets are staged to respond? 

c) What emergency medical services (EMS) assets are staged to respond? 

d) Are there volunteer organizations or other partner groups that would have resources 
that would participate in the immediate response? 
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5. What are your crowd control and evacuation procedures for an event of this type? 

a) What measures are in place for crowd control under normal conditions? 

b) Are there plans in place for a mass evacuation? 

i. Who is responsible for activating the evacuation procedures? 

ii. Is there a specified rally point for evacuees?  

iii. Would this location be impacted by weather? 

iv. Are there secondary and tertiary rally points in case the primary point is a part 
of the incident or overwhelmed by evacuees? 

c) What plans or procedures are in place to work with access and functional needs 
populations? 

d) What are the procedures for evacuating distinguished visitors, such as the Governor 
or Mayor? 

i. Is this a written procedure? 

ii. Who is in charge of enacting these procedures? 

iii. Are distinguished visitors advised of emergency procedures prior to the event? 

e) What agencies would staff and control an evacuation? 

i. What training has been done on these plans? 

f) Would there be any accountability taken of the staff working at the event and, if so, 
how is it accomplished? 

6. What notification methods (e.g., alerts, email, telecommunications, text message, special 
tools) do event organizers use to send alert information?  

a) What protocols are in place for alerting event staff to an incident? 

b) What protocols are in place for notifying authorities of the incident and how are any 
first responders already on-scene notified? 

c) What protocols are in place for alerting event participants to an incident? 

d) What protocols are in place for alerting partner organizations to an incident? 

e) Who is responsible for sending out the alerts or warnings?  

f) If the cell network is overwhelmed, does that affect your warning procedures? 

g) Are there alternate alert methods?  

h) Do you send out any notifications to the public using social media? If so, at what 
point in the incident would you expect to start sending the notifications? 

7. What does incident command look like during this phase of the response? 

a) How is incident command approached by each of the relevant agencies, and what 
would it look like in the opening minutes of the incident? 

b) At what point would you expect it to formalize? 
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c) When would you expect unified command to begin coming together? 

d) Are key agencies and event personnel familiar with the Incident Command System 
(ICS)? 

e) What are each organization’s priorities at this stage of the incident? 

f) Who would call in mutual aid, and at what point would that be expected? 

8. How would law enforcement conduct the response [Options 3-5: “and address the threat”]? 

a) Which agencies are involved? 

b) Which agency would have the lead? 

c) How would law enforcement respond to the reports of a vehicle intrusion attack? 

d) How would the response change when it became a(n) [bladed attack / active shooter] 
situation? 

e) How would the response change when it became a hostage situation? [Options 3 and 
5] 

f) Are there any additional agencies or resources needed to address a hostage situation? 
[Options 3 and 5] 

g) How would the response change when the IED was spotted? [Options 4 and 5] 

h) Are there any additional agencies or resources needed to address an IED? [Options 3 
and 5] 

i) How would spotting an IED impact the hostage situation? [Option 5] 

j) Are there any law enforcement SOPs that would affect other entities (i.e. moving Fire 
/ EMS out of an IED blast radius after the explosive is discovered, or potentially 
taking over nearby businesses for command posts or sniper positions)? 

k) How would you resolve the situation? [Options 3-5] 

9. How would the medical response be conducted? 

a) Which organizations and agencies are involved?  

b) Which organization or agency would have the lead? 

c) Is there a Mass Casualty Plan in place for this event? 

d) At what point would the hospitals be informed of the incident? 

i. Who is responsible for contacting the hospitals? 

e) At what point would first responders’ protocols allow medical personnel to enter the 
scene and begin triage and treatment of the injured? 

i. What challenges would the ongoing participant evacuation pose? 

ii. What actions, if any, would EMS personnel be able to take while the shooter 
is still active? 

iii. What actions, if any, would EMS personnel be able to take once this becomes 
a hostage situation? [Options 3 and 5] 
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iv. What actions, if any, would EMS personnel be able to take once an IED had 
been identified? [Options 4 and 5] 

v. What are EMS agencies’ procedures regarding entry into a warm zone? 

vi. Do your EMS agencies’ have protective gear and training for tactical entry? 

10. What information or warnings are being released to the public? 

a) Who is responsible for the initial messaging? 

b) How quickly is information being released?  

c) What methods are being used to distribute information? 

d) What should the content of the messaging be? 

e) Is targeted information sent to businesses or people in the impacted area? 

f) Are businesses or other organizations providing their own messaging to their 
employees? 

i. How is the information obtained? 

ii. How is it distributed? 

iii. Who in your organization is responsible for this? 

iv. Are there pre-built templates for different incidents? 

g) When would a Joint Information Center (JIC) be activated? 

h) How are messages coordinated across the different agencies and organizations before 
the JIC is activated? 

11. If your organization or agency had received information of a potential threat prior to the 
event taking place, what mitigation procedures would have taken place? 

a) How would those mitigation procedures have influenced the response if the attack 
had still occurred? 

b) Do your agencies and organizations cross-train on various attack scenarios? 

c) How would you prevent or protect against this type of attack happening at one of 
your events, or an event in your community? 

12. What are some key best practices in prevention, protection, and mitigation? 
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MODULE TWO: SUSTAINED RESPONSE 
Saturday Afternoon, [Date] 

Centerville, USA 

After the assailant is neutralized [If option 3 or 5 is chosen add: “and the IED is rendered safe”], 
EMS personnel rush in to triage the wounded. The attack left [insert number] of people killed 
and [insert number] of people wounded, with [insert number] of those in critical condition. 
Centerville Fire and EMS has already called in their mutual aid partners from surrounding 
counties, and ambulances are beginning to arrive. Several off-duty medical personnel who were 
attending the fair volunteered to help response personnel. In addition, Centerville Police officers 
securing the scene have reported that several off-duty law enforcement officers attending the fair 
from different parts of the state have come up to offer their aid. 

Media is beginning to arrive on the scene and is trying to capture videos of the carnage, and to 
interview anyone victimized by the attack or involved in the response. The mayor arranges for a 
media briefing later that afternoon.  
 
Saturday Evening, [Date] 

Centerville, USA 

Early in the evening, the Governor calls to express his condolences and detail what the state is 
doing to respond. Shortly thereafter, representatives of state and Federal agencies begin to arrive 
on scene. At the press conference, the mayor expresses his grief and outlines to reporters from 
across the nation what steps the city is taking to manage the incident. The motivation of the 
attacker is not yet known, but is the subject of national reporting.  
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Module Two: Discussion Questions 

Consider the events described in the scenario and discuss what would happen if they occurred in 
your community or at your venue / facility. 
 
Facilitator’s Note: Exercise participants will only receive the bold questions. Questions in italic 
are not provided to participants and are included here for use at the facilitator’s discretion. 
 
1. What command structure would be setup for the incident and how would it evolve over the 

course of the afternoon and evening? 

a) Which agencies would be involved in unified command? 

b) At what point would the emergency operations center (EOC) stood up? 

i. What agencies and organizations will be in the EOC?   

c) In addition to unified command, which agencies would have their own command 
centers setup in other locations?  

d) How would the EOC interface with unified command (phones, radios, liaisons, etc.?) 
and how would participants define their roles? 

e) Would a Multi-Agency Coordination (MAC) Group be stood up, and if so, when? 

i. How would you define the role of a MAC Group in a situation such as this? 

ii. How would this MAC Group coordinate and interface with other command 
and control structures?  

f) How would arriving mutual aid agencies integrate into the command structure and at 
which locations (unified command at scene, EOC, hospital, etc.)? 

g) What is the role of private sector stakeholders in this command structure? 

i. Are they trained on incident command procedures? 

ii. Is there cross training with public agencies on the private sector’s incident 
priorities? 

2. Does your organization (public or private) have mutual aid agreements in place with other 
organizations? 

a) Whom would you rely on and for what resources? 

b) Are these agreements formal or informal? 

c) Would the aid be automatic or would it have to be requested? 

i. If requested, whom would you contact and how would you do it? 

ii. Do you have a backup contact and communication method in case you cannot 
use the primary? 

d) What are the financial considerations? 
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e) Are there any limitations to what mutual aid can do (legal, procedural, equipment, 
etc.) 

3. What communication methods (e.g., alerts, email, telecommunications, text message, and 
special tools) do event organizers and other private sector organizations use to share 
information?  

a) How do you communicate with first responders? 

b) What other private sector organizations would you communicate with? 

c) What communication methods would you use for coordinating with your private 
sector partners? 

d) Who in your organization is responsible for communication during an incident?  

e) If the cell network is overwhelmed, does that affect your communication procedures? 

f) Are there alternate communication procedures? 

g) Do you use social media to communicate with the public? If so: 

i. At what point in the incident would this begin? 

ii. Who in your organization would be in charge of this function during an 
incident? 

4. What communication methods (e.g., alerts, email, telecommunications, text message, and 
special tools) do first responders use to share information with other responders? 

a) What communications methods do local first response agencies use to communicate 
with their local counterparts (i.e. how do police officers communicate with fire or 
medical personnel)? 

b) What communication methods do local first response agencies use to communicate 
with their respective mutual aid partners? 

c) Are these methods the same? 

d) How are communications coordinated when multiple response agencies from multiple 
jurisdictions are on-scene? Who is in charge of this? 

e) How do you communicate with the private sector? 

f) If the cell network is overwhelmed, does that affect your communication procedures? 

g) Are there alternate communication procedures? 

h) Do you use social media to communicate with the public? If so: 

i. At what point in the incident would this begin? 

ii. Who in your organization would be in charge of this function during an 
incident? 

5. Who is in charge of notifying state or Federal agencies of the incident, and at what point in 
the incident would this occur? 

a) What resources or actions would you expect from state or Federal agencies? 
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b) How would arriving state and Federal resources integrate into the command structure 
and at which locations (unified command, area command, EOC, MAC Group, etc.)? 

6. What role do city and county governments play in this scenario? 

a) Who is responsible for informing the mayor, county commissioners, or other local 
elected officials? 

b) Have protocols been established with elected officials so that they know what to 
expect during incident response and local agencies know what elected officials 
priorities are? 

c) Is there a location (such as the EOC) where elected officials will know to go during 
an incident? 

i. If so, where is it? 

d) Have elected officials been briefed on ICS? 

e) What support from first response agencies would the mayor or county commissioner 
expect in holding a press conference on the incident? 

i. What information would be needed? 

ii. Would law enforcement be required to provide security at the press 
conference? 

iii. Would the mayor or county commissioner expect department chiefs to attend 
the conference? 

7. What are your organization’s information sharing responsibilities at this point in an incident?  

a) What formal information sharing processes would your organization use at this point? 

b) What resources are used to disseminate information?  

c) Who would be in charge of messaging in your organization? 

i. Would your messaging be coordinated with any other organizations? If so, 
how? 

d) How would you send information to your employees? 

e) How would you send information to your patrons or customers (if applicable)? 

f) Who is responsible for communicating information to family members of those killed 
or injured? 

g) Who is responsible for communicating information to potentially impacted 
businesses? 

h) What are your communication goals? 

8. Does your organization have a designated public information officer (PIO)? If so: 

a) Are protocols in place for addressing media inquiries?  

b) How do they receive information from the incident? 

c) Do they have pre-built templates for use in different kinds of emergencies? 
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d) Would your organization use social media during an incident? 

9. Is a JIC established? If so, at what point in the incident? 

a) Where would the JIC be located? 

b) Which agencies would be involved? 

c) Is there an SOP for a JIC? 

d) Would agencies coordinate social media messaging? 

e) Is there a location where reporters know to gather when there is an incident? 

10. Would mass care facilities, family assistance, or reunification centers be setup? If so: 

a) At what point in time?  

b) Which agencies are involved, and who is responsible for leading this aspect?  

c) What procedures are in place? 

d) Which facilities would be used? 

e) How are victims and family members made aware of the location? 

f) Which agency or person, if any, would be in charge? 

11. What is your agency’s protocol for addressing self-dispatching responders? 

a) Does it differ based on whether the help is offered in the initial moments of the 
attack, as opposed to later in the incident? 

b) Is the protocol the same for law enforcement as it is for EMS?  

12. If this were to be declared a terrorist incident, what impact would that have? 

a) How would that impact Federal and state involvement? 

b) If the attacker were determined to be backed by a terrorist organization (as opposed to 
a lone wolf inspired by a terrorist organization) what impact would that have? 

13. What steps are needed to ensure the area is cleared of threats? 

14. What is the process to collect evidence that belongs to citizens (cell phone video, cameras, 
security footage from private businesses, etc.)? 

15. How are personal items reunified with their owner if left at the scene?  

16. What are some of your agency’s best practices for response? 

17. Following this attack, what additional protective measures will be put into place at your 
organization or in your community? 

a) How would information on protective measures be obtained? 

b) How would any relevant classified information be shared? 

c) How is relevant information shared within your critical infrastructure sector? 

i. How do you communicate information to other members of your sector or 
receive information from them? 
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ii. Do you know how to contact your Sector-Specific Agency? 

iii. Do you have a Homeland Security Information Network (HSIN) account? 

d) Do you know how to contact your DHS Protective Security Advisor (PSA)? 
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MODULE THREE: SHORT-TERM RECOVERY 
[Date] 

Centerville, USA 

Several days later the investigation is still ongoing, but it is clear that the suspect, William Smith, 
acted alone. All evidence points to this being the result of an emotional breakdown arising from 
his domestic situation. The suspect was undergoing a bitter divorce and was likely to lose 
custody of his children and to have to sell his business. His wife was a member of the Apple 
Valley Arts and Crafts Festival Planning Committee and the Festival seems to have become a 
focal point of his anger, as expressed in recent texts and social media posts.  

Local media is asking how the Fair Planning Committee will respond and whether there will be a 
fair next year. The treasurer reports that this year’s fair did not bring in sufficient revenue to 
cover expenses, as it was cut drastically short. Local businesses based in the impacted area are 
asking when they can reopen and resume normal operations. The Centerville Chamber of 
Commerce is asking what state and Federal grants can be provided to help the city recover. 

Many of the fatalities from the attack are local, and the mayor’s office has been contacted by 
several families to ask for police escorts for the funeral processions, as well as to ask what sort of 
city memorial events are planned. National attention continues to be focused on the community 
and the press is expected to try to cover the funerals and memorial services.  
 
Optional: Protests 
This incident has sparked a national discussion on policy for addressing violence and has become 
emotionally charged very quickly. Reports are coming in that groups of people are planning to 
come to the funerals of the victims to protest what they see as an incorrect national approach, and 
to counter-protest people supporting their opposite viewpoint. 
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Module Three: Discussion Questions 

Consider the events described in the scenario and discuss what would happen if they occurred in 
your community or at your venue / facility. 
 
Facilitator’s Note: Exercise participants will only receive the bold questions. Questions in italic 
are not provided to participants and are included here for use at the facilitator’s discretion. 
 
1. What is the community’s plan to recover? 

a. Is there a formal recovery plan and, if so, does it cover this type of incident? 

b. Will there be a memorial event held in the community, and which organizations 
would take the lead in organizing it? 

c. What assistance would you look for from volunteer, community, or faith-based 
organizations? 

d. What would your organization do to support recovery in the community? 

e. What assistance would city agencies provide to private sector organizations? 

f. What assistance would you request or expect from the state? 

g. What assistance would you request or expect from the Federal government? 

h. Are there contracts in place to assist in the cleanup prior to reopening? 

i. Are there any additional measures that law enforcement would take to ensure the 
safety of the community or to reassure citizens? 

i. How would these measures be resourced? 

j. Who makes the decision on when the area will be reopened?  

i. How is that decision communicated to the public and the media? 

k. At what point would you consider the recovery complete? 

2. What impact would the incidents have on an event such as the fair? 

a. Would event organizers hold the event again? 

b. Would sponsors continue to support the event? What outreach would be made to 
them? 

c. Will event organizers face liability issues from the attack?  

d. Does the event have insurance that would help with this type of incident? 

3. Does your organization have a business continuity or rapid recovery plan? 

a. Does it include a crisis communications plan?  

i. How and what type of messaging will be sent to employees, vendors, and 
customers? 
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ii. What training do employees receive regarding media relations and the release 
of sensitive information? 

b. What are the short-term recovery objectives for your organization? 

c. What are the implications of being unable to open or operate for a period of time?  

i. Given the scenario, how long would the incident area remain cordoned off for 
the investigation? 

ii. What would the financial impact be on your organization if your building was 
closed due to such an incident and the ensuing investigation? 

iii. Would your business close as a result of this incident, even if it did not 
directly impact you? 

d. Does your organization have the ability to move key operations to another location?  

i. If so, how long would this take? 

e. Do you have any insurance that would assist given this scenario? 

i. If the incident had been declared terrorism, would this impact insurance? 

f. What training plans are in place for the business continuity plan? Does your 
organization exercise these plans (other than today)? 

4. Given the scenario, what measures would be needed to support your organization’s 
employees following this event? 

a. How is information communicated to employees during the days following the 
incident? 

b. Will counseling for employees and family members be available? 

c. Would leave or time-off be granted? 

d. If operations are suspended for a length of time, is there financial assistance available 
to employees? 

e. Are there any additional security measures that you put into place following this 
event? 

f. How do you reassure employees as to their safety on the job? 

g. If some of your employees were killed or injured in the attack, how would it change 
your actions? 

i. Is there assistance available for injured employees? If so, what kind 
(counseling, monetary, legal, etc.)? 

ii. Is there assistance available for the families of those employees who were 
killed? If so, what kind (counseling, monetary, legal, etc.)? 

iii. How would the loss of personnel impact your operations? What steps might 
be taken to adjust for, or mitigate this?  

5. What resources are available to assist your organization with recovery?  
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a. Are pre-arranged agreements in place to obtain key resources?  

b. If so, how are these agreements activated (i.e., what type of coordination and request 
process is required)?  

6. What are your organization’s interdependencies? 

a. What stakeholders are dependent upon your organization and its services? 

b. Who are the key stakeholders or groups that your organization relies upon to help 
restore your operations and assets?  

c. What public sector organizations / resources do private sector organizations rely on to 
help restore critical infrastructure assets? 

d. What private sector organizations / resources do public sector organizations rely on to 
help restore mission essential functions? 

e. Do you have contracts / agreements in place with the organizations that control / own 
these resources / services for priority services in an emergency? 

f. Who are the key mobilizers or champions (either individuals or functional roles) in 
your organization or community who must be engaged for an effective recovery? 

7. What types of information are needed to assist in restoration of your organization’s critical 
infrastructure? 

a. What information would your organization expect to receive? How does your 
organization expect to receive it and from whom? 

b. What information would your organization expect to provide? How would your 
organization expect to provide it and to whom? 

8. How can owners / operators and government officials prepare to handle the public messaging 
/ media in the aftermath of such an occurrence? 

a. Does your media plan include incidents such as this? 

b. What is the plan to handle the significant media attention from national and 
international outlets? 

c. How will you restore public confidence? 

d. How will you resolve potential misinformation? 

e. How will your respond to media requests (written notices, press conferences, 
interviews, etc.)? 

f. Is social media being monitored to maintain awareness of information spreading that 
may not be accurate? 

i. Who is responsible for this? 

ii. What procedures are in place to counter false information on social media? 

9. Are there best practices for recovery that you would like to share? 

10.  [If the optional “Protests” section is selected] Does the city have a plan for addressing large 
protests? If so: 
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a. Which agencies are involved and which have the lead? 

b. Is there a media plan in place?  

c. How would officials get information about the protests? 

d. What would city priorities be in this situation? 

e. How do you develop a plan to meet those priorities? 

f. Would any city agency call in mutual aid? 

11. [If the optional “Protests” section is selected] Do businesses or private sector organizations 
have a plan in place for addressing protests? 

a. If the protests cause unintentional disruptions to your organization (such as marching 
on the street in front of your building) what types of action would you take? 

b. Do you have a media plan in place to proactively distributing messaging to 
employees and/or the public regarding the protests? 

c. If your company is targeted by protestors in the media for any reason, do you have a 
plan to respond? 
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APPENDIX A: CORE CAPABILITIES2 
 

The following excerpts are taken from the U.S. Department of Homeland Security’s National 
Preparedness Goal, September 2015. [Exercise Planners: Delete all core capabilities that do not 
map to any of the objectives used] 

Planning (All Mission Areas) 

Definition: Conduct a systematic process engaging the whole community as appropriate in the 
development of executable strategic, operational, and/or tactical-level approaches to meet 
defined objectives. 
Preliminary Target:  

1. Identify critical objectives during the planning process, provide a complete and integrated 
picture of the sequence and scope of the tasks to achieve the objectives, and ensure the 
objectives are implementable within the time frame contemplated within the plan using 
available resources for prevention-related plans. (Prevention)3 

2. Develop and execute appropriate courses of action in coordination with local, state, tribal, 
territorial, Federal, and private sector entities in order to prevent an imminent terrorist 
attack within the United States. (Prevention) 

3. Develop protection plans that identify critical objectives based on planning requirements, 
provide a complete and integrated picture of the sequence and scope of the tasks to 
achieve the planning objectives, and implement planning requirements within the time 
frame contemplated within the plan using available resources for protection-related plans. 
(Protection) 

4. Implement, exercise, and maintain plans to ensure continuity of operations. (Protection) 

5. Develop approved hazard mitigation plans that address relevant threats/hazards in 
accordance with the results of their risk assessment within all local, state, tribal, 
territorial, and Federal partners. (Mitigation) 

6. Develop operational plans that adequately identify critical objectives based on the 
planning requirement, provide a complete and integrated picture of the sequence and 
scope of the tasks to achieve the objectives, and are implementable within the time frame 
contemplated in the plan using available resources. (Response) 

7. Convene the core of an inclusive planning team (identified pre-disaster), which will 
oversee disaster recovery planning. (Recovery) 

8. Complete an initial recovery plan that provides an overall strategy and timeline, 
addresses all core capabilities, and integrates socioeconomic, demographic, accessibility, 
technology, and risk assessment considerations (including projected climate change 

                                                 
2 This document was last updated 11/4/2016. All Core Capabilities, Definitions, and Preliminary Targets were 
copied from the: 

 FEMA Website: https://www.fema.gov/core-capabilities; accessed 11/4/2016  
 National Preparedness Goal, Second Edition, September 2015 

3 Specific mission area added only for those core capabilities which cover more than one mission area. 
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impacts), which will be implemented in accordance with the timeline contained in the 
plan. (Recovery) 

Public Information and Warning (All Mission Areas) 

Definition: Deliver coordinated, prompt, reliable, and actionable information to the whole 
community through the use of clear, consistent, accessible, and culturally and linguistically 
appropriate methods to effectively relay information regarding any threat or hazard, as well as 
the actions being taken and the assistance being made available, as appropriate.  

Preliminary Target:  

1. Share prompt and actionable messages, to include National Terrorism Advisory System 
alerts, with the public and other stakeholders, as appropriate, to aid in the prevention of 
imminent or follow-on terrorist attacks, consistent with the timelines specified by existing 
processes and protocols. (Prevention) 

2. Provide public awareness information to inform the general public on how to identify and 
provide terrorism-related information to the appropriate law enforcement authorities, 
thereby enabling the public to act as a force multiplier in the prevention of imminent or 
follow-on acts of terrorism. (Prevention) 

3. Use effective and accessible indication and warning systems to communicate significant 
hazards to involved operators, security officials, and the public (including alerts, 
detection capabilities, and other necessary and appropriate assets). (Protection) 

4. Communicate appropriate information, in an accessible manner, on the risks faced within 
a community after the conduct of a risk assessment. (Mitigation) 

5. Inform all affected segments of society by all means necessary, including accessible 
tools, of critical lifesaving and life-sustaining information to expedite the delivery of 
emergency services and aid the public to take protective actions. (Response) 

6. Deliver credible and actionable messages to inform ongoing emergency services and the 
public about protective measures and other life-sustaining actions and facilitate the 
transition to recovery. (Response) 

7. Reach all populations within the community with effective actionable recovery-related 
public information messaging and communications that are accessible to people with 
disabilities and people with limited English proficiency, protect the health and safety of 
the affected population, help manage expectations, and ensure stakeholders have a clear 
understanding of available assistance and their roles and responsibilities. (Recovery) 

8. Support affected populations and stakeholders with a system that provides appropriate, 
current information about any continued assistance, steady state resources for long-term 
impacts, and monitoring programs in an effective and accessible manner. (Recovery) 

Operational Coordination (All Mission Areas) 

Definition: Establish and maintain a unified and coordinated operational structure and process 
that appropriately integrates all critical stakeholders and supports the execution of core 
capabilities. 



Facilitator/Evaluator                                     [INSERT CAVEAT] Outdoor Events 
Handbook Tabletop Exercise 

Appendix A:  Core Capabilities A-3 [Sponsor Organization] 
[INSERT CAVEAT] 

Homeland Security Exercise and Evaluation Program (HSEEP) 

Preliminary Target:  

1. Execute operations with functional and integrated communications among appropriate 
entities to prevent initial or follow-on terrorist attacks within the United States in 
accordance with established protocols. (Prevention) 

2. Establish and maintain partnership structures among Protection elements to support 
networking, planning, and coordination. (Protection) 

3. Establish protocols to integrate mitigation data elements in support of operations with 
local, state, tribal, territorial, and insular area partners and in coordination with Federal 
agencies. (Mitigation) 

4. Mobilize all critical resources and establish command, control, and coordination 
structures within the affected community and other coordinating bodies in surrounding 
communities and across the Nation and maintain as needed throughout the duration of an 
incident. (Response) 

5. Enhance and maintain command, control, and coordination structures, consistent with the 
National Incident Management System, to meet basic human needs, stabilize the incident, 
and transition to recovery. (Response) 

6. Establish tiered, integrated leadership, and inclusive coordinating organizations that 
operate with a unity of effort and are supported by sufficient assessment and analysis to 
provide defined structure and decision-making processes for recovery activities. 
(Recovery) 

7. Define the path and timeline for recovery leadership to achieve the jurisdiction’s 
objectives that effectively coordinates and uses appropriate local, state, tribal, territorial, 
insular area, and Federal assistance, as well as nongovernmental and private sector 
resources. This plan is to be implemented within the established timeline. (Recovery) 

Intelligence and Information Sharing (Prevention, Protection) 

Definition: Provide timely, accurate, and actionable information resulting from the planning, 
direction, collection, exploitation, processing, analysis, production, dissemination, evaluation, 
and feedback of available information concerning physical and cyber threats to the United States, 
its people, property, or interests; the development, proliferation, or use of Weapons of Mass 
Destruction (WMDs); or any other matter bearing on U.S. national or homeland security by 
local, state, tribal, territorial, Federal, and other stakeholders. Information sharing is the ability to 
exchange intelligence, information, data, or knowledge among government or private sector 
entities, as appropriate. 

Preliminary Target:  

1. Anticipate and identify emerging and/or imminent threats through the intelligence cycle. 
(Prevention) 

2. Share relevant, timely, and actionable information and analysis with local, state, tribal, 
territorial, Federal, private sector, and international partners and develop and disseminate 
appropriate classified/unclassified products. (Prevention) 
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3. Ensure local, state, tribal, territorial, Federal, and private sector partners possess or have 
access to a mechanism to submit terrorism-related information and/or suspicious activity 
reports to law enforcement. (Prevention) 

4. Anticipate and identify emerging and/or imminent threats through the intelligence cycle. 
(Protection) 

5. Share relevant, timely, and actionable information and analysis with local, state, tribal, 
territorial, Federal, private sector, and international partners and develop and disseminate 
appropriate classified/unclassified products. (Protection) 

6. Provide local, state, tribal, territorial, Federal, and private sector partners with or access 
to a mechanism to submit terrorism-related information and/or suspicious activity reports 
to law enforcement. (Protection) 

Interdiction and Disruption (Prevention, Protection) 

Definition: Delay, divert, intercept, halt, apprehend, or secure threats and/or hazards. 

Preliminary Target: 

1. Maximize our ability to interdict specific conveyances, cargo, and persons associated 
with an imminent terrorist threat or act in the land, air, and maritime domains to prevent 
entry into the United States or to prevent an incident from occurring in the Nation. 
(Prevention) 

2. Conduct operations to render safe and dispose of chemical, biological, radiological, 
nuclear, and explosive (CBRNE) hazards in multiple locations and in all environments, 
consistent with established protocols. (Prevention) 

3. Prevent terrorism financial/material support from reaching its target, consistent with 
established protocols. (Prevention) 

4. Prevent terrorist acquisition of and the transfer of CBRNE materials, precursors, and 
related technology, consistent with established protocols. (Prevention) 

5. Conduct tactical counterterrorism operations in multiple locations and in all 
environments, consistent with established protocols. (Prevention) 

6. Deter, detect, interdict, and protect against domestic and transnational criminal and 
terrorist activities that threaten the security of the homeland across key operational 
activities and critical infrastructure sectors. (Protection) 

7. Intercept the malicious movement and acquisition/transfer of CBRNE materials and 
related technologies. (Protection) 

Screening, Search, and Detection (Prevention, Protection) 

Definition: Delay, divert, intercept, halt, apprehend, or secure threats and/or hazards. 

Preliminary Target: 

1. Maximize the screening of targeted cargo, conveyances, mail, baggage, and people 
associated with an imminent terrorist threat or act using technical, non-technical, 
intrusive, or non-intrusive means. (Prevention) 
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2. Initiate operations immediately to locate persons and networks associated with an 
imminent terrorist threat or act. (Prevention) 

3. Conduct CBRNE search/detection operations in multiple locations and in all 
environments, consistent with established protocols. (Prevention) 

4. Screen cargo, conveyances, mail, baggage, and people using information-based and 
physical screening technology and processes. (Protection) 

5. Detect WMD, traditional, and emerging threats and hazards of concern using: 

a. A laboratory diagnostic capability and the capacity for food, agricultural 
(plant/animal),environmental, medical products, and clinical samples 

b. Bio-surveillance systems 

c. CBRNE detection systems 

d. Trained healthcare, emergency medical, veterinary, and environmental laboratory 
professionals. (Protection) 

Forensics and Attribution (Prevention) 

Definition: Conduct forensic analysis and attribute terrorist acts (including the means and 
methods of terrorism) to their source, to include forensic analysis as well as attribution for an 
attack and for the preparation for an attack in an effort to prevent initial or follow-on acts and/or 
swiftly develop counter-options. 

Preliminary Target: 

1. Prioritize physical evidence collection and analysis to assist in preventing initial or 
follow-on terrorist acts. 

2. Prioritize CBRNE material (bulk and trace) collection and analysis to assist in preventing 
initial or follow-on terrorist acts. 

3. Prioritize biometric collection and analysis to assist in preventing initial or follow-on 
terrorist acts. 

4. Prioritize digital media, network exploitation, and cyber technical analysis to assist in 
preventing initial or follow-on terrorist acts. 

Access Control and Identity Verification (Protection) 

Definition: Apply and support necessary physical, technological, and cyber measures to control 
admittance to critical locations and systems. 

Preliminary Target: 

1. Implement and maintain protocols to verify identity and authorize, grant, or deny 
physical and cyber access to specific locations, information, and networks. 

Cybersecurity (Protection) 

Definition: Protect (and if needed, restore) electronic communications systems, information, and 
services from damage, unauthorized use, and exploitation. 
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Preliminary Target: 

1. Implement risk-informed guidelines, regulations, and standards to ensure the security, 
reliability, integrity, and availability of critical information, records, and communications 
systems and services through collaborative cybersecurity initiatives and efforts. 

2. Implement and maintain procedures to detect malicious activity and to conduct technical 
and investigative-based countermeasures, mitigations, and operations against malicious 
actors to counter existing and emerging cyber-based threats, consistent with established 
protocols. 

Physical Protective Measures (Protection) 

Definition: Implement and maintain risk-informed countermeasures, and policies protecting 
people, borders, structures, materials, products, and systems associated with key operational 
activities and critical infrastructure sectors. 

Preliminary Target: 

1. Identify, assess, and mitigate vulnerabilities to incidents through the deployment of 
physical protective measures. 

2. Deploy protective measures commensurate with the risk of an incident and balanced with 
the complementary aims of enabling commerce and maintaining the civil rights of 
citizens. 

Risk Management for Protection Programs and Activities (Protection) 

Definition: Identify, assess, and prioritize risks to inform Protection activities, countermeasures, 
and investments. 

Preliminary Target: 

1. Ensure critical infrastructure sectors and Protection elements have and maintain risk 
assessment processes to identify and prioritize assets, systems, networks, and functions. 

2. Ensure operational activities and critical infrastructure sectors have and maintain 
appropriate threat, vulnerability, and consequence tools to identify and assess threats, 
vulnerabilities, and consequences. 

Supply Chain Integrity and Security (Protection) 

Definition: Strengthen the security and resilience of the supply chain. 

Preliminary Target: 

1. Secure and make resilient key nodes, methods of transport between nodes, and materials 
in transit. 

Community Resilience (Mitigation) 

Definition: Enable the recognition, understanding, communication of, and planning for risk and 
empower individuals and communities to make informed risk management decisions necessary 
to adapt to, withstand, and quickly recover from future incidents. 
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Preliminary Target: 

1. Maximize the coverage of the U.S. population that has a localized, risk-informed 
mitigation plan developed through partnerships across the entire community. 

2. Empower individuals and communities to make informed decisions to facilitate actions 
necessary to adapt to, withstand, and quickly recover from future incidents. 

Long-term Vulnerability Reduction (Mitigation) 

Definition: Build and sustain resilient systems, communities, and critical infrastructure and key 
resources lifelines so as to reduce their vulnerability to natural, technological, and human-caused 
threats and hazards by lessening the likelihood, severity, and duration of the adverse 
consequences. 

Preliminary Target: 

1. Achieve a measurable decrease in the long-term vulnerability of the Nation against 
current baselines amid a growing population base, changing climate conditions, 
increasing reliance upon information technology, and expanding infrastructure base. 

Risk and Disaster Resilience Assessment (Mitigation) 

Definition: Assess risk and disaster resilience so that decision makers, responders, and 
community members can take informed action to reduce their entity's risk and increase their 
resilience. 

Preliminary Target: 

1. Ensure that local, state, tribal, territorial, and insular area governments and the top 100 
Metropolitan Statistical Areas (MSAs) complete a risk assessment that defines localized 
vulnerabilities and consequences associated with potential natural, technological, and 
human-caused threats and hazards to their natural, human, physical, cyber, and 
socioeconomic interests. 

Threats and Hazards Identification (Mitigation) 

Definition: Identify the threats and hazards that occur in the geographic area; determine the 
frequency and magnitude; and incorporate this into analysis and planning processes so as to 
clearly understand the needs of a community or entity. 

Preliminary Target: 

1. Identify the threats and hazards within and across local, state, tribal, territorial, and 
insular area governments, and the top 100 MSAs, in collaboration with the whole 
community, against a national standard based on sound science. 

Infrastructure Systems (Response, Recovery) 

Definition: Stabilize critical infrastructure functions, minimize health and safety threats, and 
efficiently restore and revitalize systems and services to support a viable, resilient community. 

Preliminary Target: 
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1. Decrease and stabilize immediate infrastructure threats to the affected population, to 
include survivors in the heavily-damaged zone, nearby communities that may be affected 
by cascading effects, and mass care support facilities and evacuation processing centers 
with a focus on life-sustainment and congregate care services. (Response) 

2. Re-establish critical infrastructure within the affected areas to support ongoing 
emergency response operations, life sustainment, community functionality, and a 
transition to recovery. (Response) 

3. Provide for the clearance, removal, and disposal of debris. (Response) 
4. Formalize partnerships with governmental and private sector cyber incident or emergency 

response teams to accept, triage, and collaboratively respond to cascading impacts in an 
efficient manner. (Response) 

5. Restore and sustain essential services (public and private) to maintain community 
functionality. (Recovery) 

6. Develop a plan with a specified timeline for redeveloping community infrastructures to 
contribute to resiliency, accessibility, and sustainability. (Recovery) 

7. Provide systems that meet the community needs while minimizing service disruption 
during restoration within the specified timeline in the recovery plan. (Recovery) 

Critical Transportation (Response) 

Definition: Provide transportation (including infrastructure access and accessible transportation 
services) for response priority objectives, including the evacuation of people and animals, and 
the delivery of vital response personnel, equipment, and services into the affected areas. 

Preliminary Target: 

1. Establish physical access through appropriate transportation corridors and deliver 
required resources to save lives and to meet the needs of disaster survivors.  

2. Ensure basic human needs are met, stabilize the incident, transition into recovery for an 
affected area, and restore basic services and community functionality.  

3. Clear debris from any route type, (i.e., road, rail, airfield, port facility, waterway) to 
facilitate response operations.  

Environmental Response / Health and Safety (Response) 

Definition: Conduct appropriate measures to ensure the protection of the health and safety of the 
public and workers, as well as the environment, from all-hazards in support of responder 
operations and the affected communities. 

Preliminary Target: 

1. Identify, assess, and mitigate worker health and safety hazards and disseminate health 
and safety guidance and resources to response and recovery workers.  

2. Minimize public exposure to environmental hazards through assessment of the hazards 
and implementation of public protective actions.  

3. Detect, assess, stabilize, and clean up releases of oil and hazardous materials into the 
environment, including buildings/structures, and properly manage waste.  
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4. Identify, evaluate, and implement measures to prevent and minimize impacts to the 
environment, natural and cultural resources, and historic properties from all-hazard 
emergencies and response operations.  

Fatality Management Services (Response) 

Definition: Provide fatality management services, including decedent remains recovery and 
victim identification, working with local, state, tribal, territorial, insular area, and Federal 
authorities to provide mortuary processes, temporary storage or permanent internment solutions, 
sharing information with mass care services for the purpose of reunifying family members and 
caregivers with missing persons/remains, and providing counseling to the bereaved. 

Preliminary Target: 

1. Establish and maintain operations to recover a significant number of fatalities over a 
geographically dispersed area. 

Fire Management and Suppression (Response) 

Definition: Provide structural, wildland, and specialized firefighting capabilities to manage and 
suppress fires of all types, kinds, and complexities while protecting the lives, property, and the 
environment in the affected area. 

Preliminary Target: 

1. Provide traditional first response or initial attack firefighting services.  
2. Conduct expanded or extended attack firefighting and support operations through 

coordinated response of fire management and specialized fire suppression resources.  
3. Ensure the coordinated deployment of appropriate local, regional, national, and 

international fire management and fire suppression resources to reinforce firefighting 
efforts and maintain an appropriate level of protection for subsequent fires.  

Logistics and Supply Chain Management (Response) 

Definition: Deliver essential commodities, equipment, and services in support of impacted 
communities and survivors, to include emergency power and fuel support, as well as the 
coordination of access to community staples. Synchronize logistics capabilities and enable the 
restoration of impacted supply chains. 

Preliminary Target: 

1. Mobilize and deliver governmental, nongovernmental, and private sector resources to 
save lives, sustain lives, meet basic human needs, stabilize the incident, and transition to 
recovery, to include moving and delivering resources and services to meet the needs of 
disaster survivors.  

2. Enhance public and private resource and services support for an affected area.  
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Mass Care Services (Response) 

Definition: Provide life-sustaining and human services to the affected population, to include 
hydration, feeding, sheltering, temporary housing, evacuee support, reunification, and 
distribution of emergency supplies. 

Preliminary Target: 

1. Move and deliver resources and capabilities to meet the needs of disaster survivors, 
including individuals with access and functional needs.  

2. Establish, staff, and equip emergency shelters and other temporary housing options 
(including accessible housing) for the affected population.  

3. Move from congregate care to non-congregate care alternatives and provide relocation 
assistance or interim housing solutions for families unable to return to their pre-disaster 
homes.  

Mass Search and Rescue Operations (Response) 

Definition: Deliver traditional and atypical search and rescue capabilities, including personnel, 
services, animals, and assets to survivors in need, with the goal of saving the greatest number of 
endangered lives in the shortest time possible. 

Preliminary Target: 

1. Conduct search and rescue operations to locate and rescue persons in distress.  
2. Initiate community-based search and rescue support operations across a wide 

geographically dispersed area.  
3. Ensure the synchronized deployment of local, regional, national, and international teams 

to reinforce ongoing search and rescue efforts and transition to recovery.  

On-scene Security, Protection, and Law Enforcement (Response) 

Definition: Ensure a safe and secure environment through law enforcement and related security 
and protection operations for people and communities located within affected areas and also for 
response personnel engaged in lifesaving and life-sustaining operations. 

Preliminary Target: 

1. Establish a safe and secure environment in an affected area.  
2. Provide and maintain on-scene security and meet the protection needs of the affected 

population over a geographically dispersed area while eliminating or mitigating the risk 
of further damage to persons, property, and the environment.  

Operational Communications (Response) 

Definition: Ensure the capacity for timely communications in support of security, situational 
awareness, and operations by any and all means available, among and between affected 
communities in the impact area and all response forces. 

Preliminary Target: 
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1. Ensure the capacity to communicate with both the emergency response community and 
the affected populations and establish interoperable voice and data communications 
between Federal, tribal, state, and local first responders.  

2. Re-establish sufficient communications infrastructure within the affected areas to support 
ongoing life-sustaining activities, provide basic human needs, and transition to recovery.  

3. Re-establish critical information networks, including cybersecurity information sharing 
networks, in order to inform situational awareness, enable incident response, and support 
the resiliency of key systems.  

Public Health, Healthcare, and Emergency Medical Services 
(Response) 

Definition: Provide lifesaving medical treatment via Emergency Medical Services and related 
operations and avoid additional disease and injury by providing targeted public health, medical, 
and behavioral health support, and products to all affected populations. 

Preliminary Target: 

1. Deliver medical countermeasures to exposed populations.  
2. Complete triage and initial stabilization of casualties and begin definitive care for those 

likely to survive their injuries and illness.  
3. Return medical surge resources to pre-incident levels, complete health assessments, and 

identify recovery processes. 

Situational Assessment (Response) 

Definition: Provide all decision makers with decision-relevant information regarding the nature 
and extent of the hazard, any cascading effects, and the status of the response. 

Preliminary Target: 

1. Deliver information sufficient to inform decision making regarding immediate lifesaving 
and life-sustaining activities and engage governmental, private, and civic sector resources 
within and outside of the affected area to meet basic human needs and stabilize the 
incident. 

2. Deliver enhanced information to reinforce ongoing lifesaving and life-sustaining 
activities, and engage governmental, private, and civic sector resources within and 
outside of the affected area to meet basic human needs, stabilize the incident, and 
transition to recovery. 

Economic Recovery (Recovery) 

Definition: Return economic and business activities (including food and agriculture) to a healthy 
state and develop new business and employment opportunities that result in an economically 
viable community. 

Preliminary Target: 

1. Conduct a preliminary assessment of economic issues and identify potential inhibitors to 
fostering stabilization of the affected communities. 
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2. Ensure the community recovery and mitigation plan(s) incorporates economic 
revitalization and removes governmental inhibitors to post-disaster economic 
sustainability, while maintaining the civil rights of citizens. 

3. Return affected area’s economy within the specified time frame in the recovery plan. 

Health and Social Services (Recovery) 

Definition: Restore and improve health and social services capabilities and networks to promote 
the resilience, independence, health (including behavioral health), and well-being of the whole 
community. 

Preliminary Target: 

1. Identify affected populations, groups and key partners in short-term, intermediate, and 
long-term recovery.  

2. Complete an assessment of community health and social service needs, and prioritize 
these needs, including accessibility requirements, based on the whole community's input 
and participation in the recovery planning process, and develop a comprehensive 
recovery timeline.  

3. Restore health care (including behavioral health), public health, and social services 
functions.  

4. Restore and improve the resilience and sustainability of the health care system and social 
service capabilities and networks to promote the independence and well-being of 
community members in accordance with the specified recovery timeline.  

Housing (Recovery) 

Definition: Implement housing solutions that effectively support the needs of the whole 
community and contribute to its sustainability and resilience. 

Preliminary Target: 

1. Assess preliminary housing impacts and needs, identify currently available options for 
temporary housing, and plan for permanent housing.  

2. Ensure community housing recovery plans continue to address interim housing needs, 
assess options for permanent housing, and define a timeline for achieving a resilient, 
accessible, and sustainable housing market.  

3. Establish a resilient and sustainable housing market that meets the needs of the 
community, including the need for accessible housing within the specified time frame in 
the recovery plan.  

Natural and Cultural Resources (Recovery) 

Definition: Protect natural and cultural resources and historic properties through appropriate 
planning, mitigation, response, and recovery actions to preserve, conserve, rehabilitate, and 
restore them consistent with post-disaster community priorities and best practices and in 
compliance with applicable environmental and historic preservation laws and executive orders. 

Preliminary Target: 
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1. Implement measures to protect and stabilize records and culturally significant documents, 
objects, and structures.  

2. Mitigate the impacts to and stabilize the natural and cultural resources and conduct a 
preliminary assessment of the impacts that identifies protections that need to be in place 
during stabilization through recovery.  

3. Complete an assessment of affected natural and cultural resources and develop a timeline 
for addressing these impacts in a sustainable and resilient manner.  

4. Preserve natural and cultural resources as part of an overall community recovery that is 
achieved through the coordinated efforts of natural and cultural resource experts and the 
recovery team in accordance with the specified timeline in the recovery plan. 
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APPENDIX B:  AFTER-ACTION REPORT AND IMPROVEMENT 

PLAN SAMPLE 
The following After-Action Report/Improvement Plan Write-Up Sample follows the Homeland 
Security Exercise and Evaluation Program guidance for exercise development and evaluation 
processes.  

Strength: Standard activation procedures for the Yolo County Strategic National Stockpile 
Plan include alerting each site being used that activation is eminent as soon as possible, so 
that they have enough time to assign personnel, set up site, and gather supplies. The Health 
Department followed all standard activation procedures for this drill including California 
Health Alert Network and Fax communications beginning December 1, 2008.   

References:  

1. Yolo County Strategic National Stockpile Plan 

Analysis: This was helpful for requesting information on procedures that could change 
from day to day (Example: a California Health Alert Network and Fax message were sent 
to University of California, Davis Emergency Operations Center staff asking them to 
provide the procedure for driving access to Freeborn Hall on the day of the drill). Parking 
permits were then procured by the University and stored (in the front kiosk at the North-
Quad entry gate) for county delivery personnel to utilize on the day of the drill. Since the 
University may have their own staging site on campus for supplies, the delivery gate 
could change depending on the incident and Point of Delivery site(s) being used. This 
method of requesting information would be very important during an actual activation.  

Area for Improvement: While the activation protocols for this exercise functioned 
properly in this instance, it is recommended that these procedures be tested with all Push 
Partner entities, at least annually, so that they are familiar with the procedure. 

Analysis: This drill was carefully planned by the University of California, Davis, and 
the Yolo County Health Department, which enabled all those participating to be 
knowledgeable of the activation procedures. This method now needs to be tested with 
other participating jurisdictions so that all are fully aware of the procedure. 

Recommendations:  

1.2.1. Enroll more site facility administrators into the Health Alert Network and test it 
regularly. 

Strength: This was the first Yolo County Health Department drill where the advertising and 
messaging about the clinic was completed by an outside entity. The University redistributed 
information from the Center for Disease Control Web site and local Health Department 
Public Information Officer in the form of press releases and advertising for the clinic. 

References:  

1. Center for Disease Control Seasonal Influenza Web site: http://www.cdc.gov/flu   
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2. UCD Developed Web site: https://extension.ucdavis.edu/subject-areas/health-and-
safety 

Analysis: Since the University has control over all methods of information distribution 
on their campus, it was very helpful that they were the entity pushing the message out. 
Dissemination methods included writing on chalk boards in class rooms, creating and 
publicizing social media events, placing ads in the student newspaper, setting up tables 
with ads prior to the event, posting articles in staff and student newspapers, creating a 
Web site, posting flyers on campus bulletin boards, posting events on MU electronic 
“event boards”, e-mailing flyers through student clubs (Honors Challenge, 
Sororities/Fraternities), distributing flyers through student housing and various other 
departments, canvassing campus the day before and day of the event to recruit 
participation, and posting signage at key junctions the day before and day of the event. It 
is also noteworthy to mention that most of the above-listed actions began on December 1, 
2008 (two days before the actual clinic).  

Recommendations:  

1.3.1. For future exercises, try to get partner agencies to take an active role in 
information dissemination. 
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APPENDIX C:  EXERCISE PARTICIPANTS 

Participating Organizations 

Private Sector 

[Private sector participants] 

 

 

 

Federal 

[Federal participants] 

 

 

State 

[State participants] 

 

 

Local 

[Local participants] 

 

 

Other 

[Insert additional participants]  
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APPENDIX D:  ACRONYM LIST  
 

Acronym Definition 

AAR/IP After-Action Report/Improvement Plan 

DHS U.S. Department of Homeland Security 

EMS Emergency Medical Services 

EOC Emergency Operations Center 

EPT Exercise Planning Team 

FEMA Federal Emergency Management Agency 

HSEEP Homeland Security Exercise and Evaluation Program 

HSIN Homeland Security Information Network  

ICS Incident Command System 

IED Improvised Explosive Device 

IP Office of Infrastructure Protection 

JIC Joint Information Center 

MAC Multi-Agency Coordination 

NGO Non-Governmental Organization 

NIMS National Incident Management System 

PIO Public Information Officer 

PSA Protective Security Advisor 

SitMan Situation Manual 

SOP Standard Operating Procedure 

SOPD Sector Outreach and Programs Division 

SSTEP Sector-Specific Tabletop Exercise Program 

TTX Tabletop Exercise 
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Outdoor Events Tabletop 
Exercise 
Situation Manual 
[Vehicle Ramming / Edged Weapon Attack / Active Shooter / 
Improvised Explosive Device / Hostages]  
 
 
[Date] 

This Situation Manual provides exercise participants with all the necessary tools for their roles in 
the exercise. Some exercise material is intended for the exclusive use of exercise planners, 
facilitators, and evaluators, but players may view other materials that are necessary to their 
performance. All exercise participants may view the Situation Manual. 
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PREFACE 
The Outdoor Events Tabletop Exercise (TTX) is sponsored by [insert the sponsoring 
organizations]. The Situation Manual (SitMan) was produced with input, advice, and assistance 
from the Exercise Planning Team (EPT), which followed guidance set forth by the Federal 
Emergency Management Agency (FEMA) Homeland Security Exercise and Evaluation Program 
(HSEEP).  

This SitMan provides exercise participants with all the necessary tools and information for their 
roles in the exercise. Conducting and participating in this exercise is tangible evidence of the 
Commercial Facilities Sector’s commitment to ensuring public safety through collaborative 
partnerships. These partnerships will enhance preparedness and information sharing capabilities 
across the sector. 

The Outdoor Events TTX is an unclassified exercise. Control of exercise information is based on 
public sensitivity regarding the nature of the exercise rather than actual exercise content. Some 
exercise material is intended for the exclusive use of exercise planners, facilitators, and 
evaluators, but players may view other materials that are necessary to their performance. All 
exercise participants may view the SitMan. 

The Sector-Specific Tabletop Exercise Program (SSTEP) is an unclassified, adaptable exercise 
program developed by the U.S. Department of Homeland Security (DHS) Office of 
Infrastructure Protection (IP) Sector Outreach and Program Division (SOPD).  

For questions about SSTEP, or recommendations for improvement, please contact DHS IP via e-
mail at sopd.exercise@hq.dhs.gov.   
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EXERCISE AGENDA 

Time Activity 

0745 - 0830 Registration 

0830 - 0845 Welcome and Participant Briefing 

0845 – 0945 Module One: Incident and Response 

0945 – 0955 Break 

0955 – 1055 Module Two: Sustained Response 

1055 – 1105 Break 

1105 – 1205 Module Three: Short-Term Recovery  

1205 – 1230 Hot Wash 

*All times are approximate 
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EXERCISE OVERVIEW 

Exercise Name Outdoor Events Tabletop Exercise (TTX) 

Exercise Date [Indicate the start and end dates of the exercise] 

Scope 
This exercise is a TTX planned for [exercise duration] at [exercise 
location]. Exercise play is limited to [exercise parameters]. 

Mission Area(s) 
Prevention, Protection, Mitigation, Response, and Recovery [select 
appropriate Mission Areas] 

Core 
Capabilities 

 Planning  
 Operational Coordination 

 Mass Care Services  
 On-Scene Security and Protection 

 Public Information and Warning  
 Operational Communications 

 Economic Recovery 

Objectives 

1. Review emergency preparedness plans and response procedures to an 
attack on an outdoor event. 

2. Discuss the coordination between private sector organizations and 
responding local, state, and Federal agencies under the National 
Incident Management System (NIMS). 

3. Assess procedures for coordinating and sharing information within 
organizations, between organizations, and with the public. 

4. Review organizational interdependencies and recovery plans. 

5. [Insert additional exercise objectives as necessary] 

Threat or 
Hazard 

Vehicle Ramming / Edged Weapon Attack / Active Shooter / Improvised 
Explosive Device (IED) / Hostages [select appropriate options] 

Scenario 
An interactive, discussion-based exercise focused on an attack on an 
outdoor event. The scenario consists of three modules: Incident and 
Response, Sustained Response, and Short-Term Recovery. 

Sponsor 
[Insert the name of the sponsor organization, as well as any grant 
programs being utilized, if applicable] 
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Participating 
Organizations 

[Insert a brief summary of the total number of participants and 
participation level (i.e., Federal, state, local, tribal, non-governmental 
organizations (NGOs), private sector, and/or international agencies). 
Consider including the full list of participating agencies in Appendix B. 
Delete Appendix B if not required.] 

Points of 
Contact 

[Insert the name, title, agency, address, phone number, and email address 
of the primary exercise point of contact (e.g., exercise director or exercise 
sponsor)] 
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GENERAL INFORMATION 

Exercise Objectives and Core Capabilities 

The exercise objectives listed in Table 1 describe the expected outcomes from the TTX. These 
objectives are linked to core capabilities, which are distinct critical elements necessary to achieve 
the specific prevention, protection, and response mission areas. The objectives and aligned core 
capabilities are guided by elected and appointed officials and selected by the EPT. 

Exercise Objective Core Capability 

Review emergency preparedness plans and 
response procedures to an attack on an outdoor 
event.  

 Planning 

 Operational Coordination 

 Mass Care Services 

 On-Scene Security and Protection 

 Public Information and Warning 

Discuss the coordination between private sector 
organizations and responding local, state, and 
Federal agencies under NIMS. 

 Planning  

 Operational Coordination 

Assess procedures for coordinating and sharing 
information within organizations, between 
organizations, and with the public. 

 Planning 

 Operational Communications 

 Public Information and Warning 

Review organizational interdependencies and 
recovery plans. 

 Planning 

 Economic Recovery 

[Insert additional objectives as necessary].  

Table 1.—Exercise Objectives and Associated Core Capabilities 

Participant Roles and Responsibilities 

The term participant encompasses many groups of people, not just those playing in the exercise. 
Types of participants involved in the exercise, and their respective roles and responsibilities, are 
as follows: 

 Players. Players are personnel who have an active role in discussing or performing their 
regular roles and responsibilities during the exercise. Players discuss or initiate actions in 
response to the simulated emergency.  

 Observers. Observers do not directly participate in the exercise; however, they may 
support the development of player responses to the situation during the discussion by 
asking relevant questions or providing subject matter expertise. 

 Facilitators. Facilitators provide situation updates and moderate discussions. They also 
provide additional information or resolve questions as required. Key EPT members may 
also assist with facilitation as subject matter experts during the exercise. 
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 Evaluators. Evaluators are assigned to observe and document certain objectives during 
the exercise. Their primary role is to document player discussions, including how and if 
those discussions conform to plans, polices, and procedures. 

Exercise Structure 

This TTX is comprised of three modules consisting of an incident and response, the sustained 
response, and short-term recovery. Players will participate in the following module elements:  

 Module One: Incident and Response 

 Module Two: Sustained Response 

 Module Three: Short-Term Recovery 

Each module begins with a scenario update that summarizes the key events occurring within that 
time period. A series of questions following the scenario summary will guide the facilitated 
discussion of critical issues in each of the modules. Based on exercise priorities, time dedicated 
to each module will be managed by the facilitator. 

Exercise Guidelines 

 This exercise will be held in an open, low-stress, no-fault environment. Varying 
viewpoints, even disagreements, are expected.  

 Respond to the scenario using your knowledge of current plans and capabilities (i.e., you 
may use only existing assets) and insights derived from your training. 

 Decisions are not precedent setting and may not reflect your organization’s final position 
on a given issue. This exercise is an opportunity to discuss and present multiple options 
and possible solutions. 

 The situation updates, written material, and resources provided are the basis for 
discussion. There are no hidden materials or scenarios. 

 Issue identification is not as valuable as suggestions and recommended actions that could 
improve prevention, protection, and response efforts. Problem-solving efforts should be 
the focus. 

Exercise Assumptions and Artificialities 

In any exercise, assumptions and artificialities may be necessary to complete play in the time 
allotted and/or account for logistical limitations. Exercise participants should accept that 
assumptions and artificialities are inherent in any exercise, and should not allow these 
considerations to negatively affect their participation. During this exercise, the following apply: 

 The scenario for this exercise is artificial. 
 The scenario is plausible and events occur as they are presented. 
 There are neither “hidden agendas” nor any “trick questions.” 
 All players receive information at the same time. 
 Assume cooperation and support from other responders, agencies, and organizational 

entities.  
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 This scenario assumes a no-notice event. 
 The scenario is meant to be generic and representational, if there are details that do not 

make sense for your community or organization, please disregard. 

Exercise Evaluation 

Evaluation of the exercise is based on the exercise objectives and aligned core capabilities, 
capability targets, and critical tasks. Players will be asked to complete a participant feedback 
form. These documents, coupled with facilitator observations and notes, will be used to evaluate 
the exercise and then compiled into the After-Action Report. 
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MODULE ONE: INCIDENT AND RESPONSE 
[Date] 

Centerville, Anywhere County, USA 

The Apple Valley Arts and Crafts Festival is the largest annual fair in the state. It is a three-day 
event showcasing local products and handiwork during the day, and music, dancing, and 
entertainers at night. The festival is located in the county seat of Centerville, and is laid out over 
a multi-block area in the historic downtown and for a mile along the road to the county 
fairgrounds.  

At 2:31 p.m. on Saturday, the second day of the fair, the Centerville Police Department receives 
a credible IED threat targeted at the downtown building that houses the event headquarters and 
main art exhibit. Police begin an evacuation of the area and call for the bomb squad. Fair 
attendees being evacuated spill out of the building and into the neighboring streets, mixing with 
people attracted to the commotion. At 2:38 p.m., a man drives a large pickup truck down a side 
street, crashes through the light barriers into the historic downtown, and plows into the gathering 
crowd. The truck collides with a road sign and stops, leaving a swath of killed and injured 
people. 
 
Option 1: Simple attack (Edged Weapon) 
After the truck comes to a stop, there is a brief pause as the driver of the truck staggers out 
carrying a machete. He begins slashing at nearby people in the crowd and forces his way into an 
adjacent two-story building, which is housing an apple cider tasting for the fair. He continues to 
slash people inside the building until he is confronted by responding officers and mortally 
wounded while rushing them. 
 
Option 2: Simple attack (Active Shooter) 
After the truck comes to a stop, there is a brief pause as the driver of the truck staggers out 
carrying a rifle and wearing a holstered pistol. He begins firing into the crowd and forces his way 
into an adjacent two-story building, which is housing an apple cider tasting for the fair. He 
continues to shoot people inside the building until he is confronted by responding officers and 
kills himself. 
 
Option 3: Hostage situation 
After the truck comes to a stop, there is a brief pause as the driver of the truck staggers out 
carrying a rifle and wearing a holstered pistol. He begins firing into the crowd and forces his way 
into an adjacent two-story building, which is housing an apple cider tasting for the fair. He 
continues to shoot people inside the building and makes his way to the second floor where he 
takes several hostages. 
 
Option 4: Continued attack with IED 
After the truck comes to a stop, there is a brief pause as the driver of the truck staggers out 
carrying a rifle and wearing a holstered pistol. He begins firing into the crowd and forces his way 
into an adjacent two-story building, which is housing an apple cider tasting for the fair. He 
continues to shoot people inside the building and makes his way to the second floor, which has 
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many windows with views up and down two streets and overlooks a park on one side. He moves 
from window to window, shooting at people in the streets and in the park. 

As responding officers arrive and begin to return fire, the shooter continues to take shots, but 
much more sporadically. Officers examine the outside of the building in which the shooter is 
cornered, and observe the shooter’s crashed truck near the entrance and a number of people 
apparently dead or injured in the truck’s path, before noticing an object in the truck bed that 
looks like a large IED.  
 
Option 5: Hostage situation with IED 
After the truck comes to a stop, there is a brief pause as the driver of the truck staggers out 
carrying a rifle and wearing a holstered pistol. He begins firing into the crowd and forces his way 
into an adjacent two-story building, which is housing an apple cider tasting for the fair. He 
continues to shoot people inside the building and makes his way to the second floor where he 
takes several hostages. 

Responding officers arrive outside of the building in which the shooter is cornered, and observe 
the shooter’s crashed truck near the entrance and a number of people apparently dead or injured 
in the truck’s path, before noticing an object in the truck bed that looks like a large IED. The 
shooter calls 911 and begins making threats. Shortly thereafter, the Centerville Police Tactical 
Team arrives on-scene along with the Centerville Bomb Squad.  
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Module One: Discussion Questions 

Consider the events described in the scenario and discuss what would happen if they occurred in 
your community or at your venue / facility. 
 
1. What plans are in place to prevent or deter an attack at your event? 

a) What threats do you spend the most effort preventing? 

b) Who is responsible for the security plan? 

c) Are multiple agencies involved in the planning process? 

d) What plans are in place to deter / prevent a vehicle intrusion (i.e. barricades, traffic 
control)? 

e) What plans are in place to deter / prevent an active shooter (i.e. screening, security 
presence)? 

f) Are there plans in place to deter / prevent a hostage situation? If so, what are they and 
how do they differ from plans to deter other threats? [Options 3 and 5] 

g) What plans are in place to deter / prevent an IED (i.e. screening, canine teams)? 
[Options 4 and 5] 

2. How is security for this event staffed and how are personnel trained? 

a) Is law enforcement present? 

b) Which organizations contribute to the security of the event? 

c) What training programs are in place for personnel? Who trains them? 

d) How are personnel trained to respond to a vehicle intrusion? 

e) How are personnel trained to respond to an active shooter?  

f) How are personnel trained to respond to a hostage situation? [Options 3 and 5] 

g) How are personnel trained to respond to an IED? [Options 4 and 5] 

3. Do the event organization’s standard operating procedures (SOPs) include incident response 
roles and responsibilities for event staff? 

4. What assets are onsite to immediately respond to an incident? 

a) What resources are provided by the event / venue that would help with response? 

b) What law enforcement assets are staged to respond? 

c) What emergency medical services (EMS) assets are staged to respond? 

d) Are there volunteer organizations or other partner groups that would have resources 
that would participate in the immediate response? 

5. What are your crowd control and evacuation procedures for an event of this type? 

a) What measures are in place for crowd control under normal conditions? 
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b) Are there plans in place for a mass evacuation? 

i. Who is responsible for activating the evacuation procedures? 

ii. Is there a specified rally point for evacuees?  

iii. Would this location be impacted by weather? 

iv. Are there secondary and tertiary rally points in case the primary point is a part 
of the incident or overwhelmed by evacuees? 

c) What plans or procedures are in place to work with access and functional needs 
populations? 

d) What are the procedures for evacuating distinguished visitors, such as the Governor 
or Mayor? 

i. Is this a written procedure? 

ii. Who is in charge of enacting these procedures? 

iii. Are distinguished visitors advised of emergency procedures prior to the event? 

e) What agencies would staff and control an evacuation? 

i. What training has been done on these plans? 

f) Would there be any accountability taken of the staff working at the event and, if so, 
how is it accomplished? 

6. What notification methods (e.g., alerts, email, telecommunications, text message, special 
tools) do event organizers use to send alert information?  

a) What protocols are in place for alerting event staff to an incident? 

b) What protocols are in place for notifying authorities of the incident and how are any 
first responders already on-scene notified? 

c) What protocols are in place for alerting event participants to an incident? 

d) What protocols are in place for alerting partner organizations to an incident? 

e) Who is responsible for sending out the alerts or warnings?  

f) If the cell network is overwhelmed, does that affect your warning procedures? 

g) Are there alternate alert methods?  

h) Do you send out any notifications to the public using social media? If so, at what 
point in the incident would you expect to start sending the notifications? 

7. What does incident command look like during this phase of the response? 

a) How is incident command approached by each of the relevant agencies, and what 
would it look like in the opening minutes of the incident? 

b) At what point would you expect it to formalize? 

c) When would you expect unified command to begin coming together? 
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d) Are key agencies and event personnel familiar with the Incident Command System 
(ICS)? 

e) What are each organization’s priorities at this stage of the incident? 

f) Who would call in mutual aid, and at what point would that be expected? 

8. How would law enforcement conduct the response [Options 3-5: “and address the threat”]? 

a) Which agencies are involved? 

b) Which agency would have the lead? 

c) How would law enforcement respond to the reports of a vehicle intrusion attack? 

d) How would the response change when it became a(n) [bladed attack / active shooter] 
situation? 

e) How would the response change when it became a hostage situation? [Options 3 and 
5] 

f) Are there any additional agencies or resources needed to address a hostage situation? 
[Options 3 and 5] 

g) How would the response change when the IED was spotted? [Options 4 and 5] 

h) Are there any additional agencies or resources needed to address an IED? [Options 3 
and 5] 

i) How would spotting an IED impact the hostage situation? [Option 5] 

j) Are there any law enforcement SOPs that would affect other entities (i.e. moving Fire 
/ EMS out of an IED blast radius after the explosive is discovered, or potentially 
taking over nearby businesses for command posts or sniper positions)? 

k) How would you resolve the situation? [Options 3-5] 

9. How would the medical response be conducted? 

a) Which organizations and agencies are involved?  

b) Which organization or agency would have the lead? 

c) Is there a Mass Casualty Plan in place for this event? 

d) At what point would the hospitals be informed of the incident? 

i. Who is responsible for contacting the hospitals? 

e) At what point would first responders’ protocols allow medical personnel to enter the 
scene and begin triage and treatment of the injured? 

i. What challenges would the ongoing participant evacuation pose? 

ii. What actions, if any, would EMS personnel be able to take while the shooter 
is still active? 

iii. What actions, if any, would EMS personnel be able to take once this becomes 
a hostage situation? [Options 3 and 5] 
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iv. What actions, if any, would EMS personnel be able to take once an IED had 
been identified? [Options 4 and 5] 

v. What are EMS agencies’ procedures regarding entry into a warm zone? 

vi. Do your EMS agencies’ have protective gear and training for tactical entry? 

10. What information or warnings are being released to the public? 

a) Who is responsible for the initial messaging? 

b) How quickly is information being released?  

c) What methods are being used to distribute information? 

d) What should the content of the messaging be? 

e) Is targeted information sent to businesses or people in the impacted area? 

f) Are businesses or other organizations providing their own messaging to their 
employees? 

i. How is the information obtained? 

ii. How is it distributed? 

iii. Who in your organization is responsible for this? 

iv. Are there pre-built templates for different incidents? 

g) When would a Joint Information Center (JIC) be activated? 

h) How are messages coordinated across the different agencies and organizations before 
the JIC is activated? 

11. If your organization or agency had received information of a potential threat prior to the 
event taking place, what mitigation procedures would have taken place? 

a) How would those mitigation procedures have influenced the response if the attack 
had still occurred? 

b) Do your agencies and organizations cross-train on various attack scenarios? 

c) How would you prevent or protect against this type of attack happening at one of 
your events, or an event in your community? 

12. What are some key best practices in prevention, protection, and mitigation? 
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MODULE TWO: SUSTAINED RESPONSE 
Saturday Afternoon, [Date] 

Centerville, USA 

After the assailant is neutralized [If option 3 or 5 is chosen add: “and the IED is rendered safe”], 
EMS personnel rush in to triage the wounded. The attack left [insert number] of people killed 
and [insert number] of people wounded, with [insert number] of those in critical condition. 
Centerville Fire and EMS has already called in their mutual aid partners from surrounding 
counties, and ambulances are beginning to arrive. Several off-duty medical personnel who were 
attending the fair volunteered to help response personnel. In addition, Centerville Police officers 
securing the scene have reported that several off-duty law enforcement officers attending the fair 
from different parts of the state have come up to offer their aid. 

Media is beginning to arrive on the scene and is trying to capture videos of the carnage, and to 
interview anyone victimized by the attack or involved in the response. The mayor arranges for a 
media briefing later that afternoon.  
 
Saturday Evening, [Date] 

Centerville, USA 

Early in the evening, the Governor calls to express his condolences and detail what the state is 
doing to respond. Shortly thereafter, representatives of state and Federal agencies begin to arrive 
on scene. At the press conference, the mayor expresses his grief and outlines to reporters from 
across the nation what steps the city is taking to manage the incident. The motivation of the 
attacker is not yet known, but is the subject of national reporting.  
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Module Two: Discussion Questions 

Consider the events described in the scenario and discuss what would happen if they occurred in 
your community or at your venue / facility. 
 
1. What command structure would be setup for the incident and how would it evolve over the 

course of the afternoon and evening? 

a) Which agencies would be involved in unified command? 

b) At what point would the emergency operations center (EOC) stood up? 

i. What agencies and organizations will be in the EOC?   

c) In addition to unified command, which agencies would have their own command 
centers setup in other locations?  

d) How would the EOC interface with unified command (phones, radios, liaisons, etc.?) 
and how would participants define their roles? 

e) Would a Multi-Agency Coordination (MAC) Group be stood up, and if so, when? 

i. How would you define the role of a MAC Group in a situation such as this? 

ii. How would this MAC Group coordinate and interface with other command 
and control structures?  

f) How would arriving mutual aid agencies integrate into the command structure and at 
which locations (unified command at scene, EOC, hospital, etc.)? 

g) What is the role of private sector stakeholders in this command structure? 

i. Are they trained on incident command procedures? 

ii. Is there cross training with public agencies on the private sector’s incident 
priorities? 

2. Does your organization (public or private) have mutual aid agreements in place with other 
organizations? 

a) Whom would you rely on and for what resources? 

b) Are these agreements formal or informal? 

c) Would the aid be automatic or would it have to be requested? 

i. If requested, whom would you contact and how would you do it? 

ii. Do you have a backup contact and communication method in case you cannot 
use the primary? 

d) What are the financial considerations? 

e) Are there any limitations to what mutual aid can do (legal, procedural, equipment, 
etc.) 
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3. What communication methods (e.g., alerts, email, telecommunications, text message, and 
special tools) do event organizers and other private sector organizations use to share 
information?  

a) How do you communicate with first responders? 

b) What other private sector organizations would you communicate with? 

c) What communication methods would you use for coordinating with your private 
sector partners? 

d) Who in your organization is responsible for communication during an incident?  

e) If the cell network is overwhelmed, does that affect your communication procedures? 

f) Are there alternate communication procedures? 

g) Do you use social media to communicate with the public? If so: 

i. At what point in the incident would this begin? 

ii. Who in your organization would be in charge of this function during an 
incident? 

4. What communication methods (e.g., alerts, email, telecommunications, text message, and 
special tools) do first responders use to share information with other responders? 

a) What communications methods do local first response agencies use to communicate 
with their local counterparts (i.e. how do police officers communicate with fire or 
medical personnel)? 

b) What communication methods do local first response agencies use to communicate 
with their respective mutual aid partners? 

c) Are these methods the same? 

d) How are communications coordinated when multiple response agencies from multiple 
jurisdictions are on-scene? Who is in charge of this? 

e) How do you communicate with the private sector? 

f) If the cell network is overwhelmed, does that affect your communication procedures? 

g) Are there alternate communication procedures? 

h) Do you use social media to communicate with the public? If so: 

i. At what point in the incident would this begin? 

ii. Who in your organization would be in charge of this function during an 
incident? 

5. Who is in charge of notifying state or Federal agencies of the incident, and at what point in 
the incident would this occur? 

a) What resources or actions would you expect from state or Federal agencies? 

b) How would arriving state and Federal resources integrate into the command structure 
and at which locations (unified command, area command, EOC, MAC Group, etc.)? 
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6. What role do city and county governments play in this scenario? 

a) Who is responsible for informing the mayor, county commissioners, or other local 
elected officials? 

b) Have protocols been established with elected officials so that they know what to 
expect during incident response and local agencies know what elected officials 
priorities are? 

c) Is there a location (such as the EOC) where elected officials will know to go during 
an incident? 

i. If so, where is it? 

d) Have elected officials been briefed on ICS? 

e) What support from first response agencies would the mayor or county commissioner 
expect in holding a press conference on the incident? 

i. What information would be needed? 

ii. Would law enforcement be required to provide security at the press 
conference? 

iii. Would the mayor or county commissioner expect department chiefs to attend 
the conference? 

7. What are your organization’s information sharing responsibilities at this point in an incident?  

a) What formal information sharing processes would your organization use at this point? 

b) What resources are used to disseminate information?  

c) Who would be in charge of messaging in your organization? 

i. Would your messaging be coordinated with any other organizations? If so, 
how? 

d) How would you send information to your employees? 

e) How would you send information to your patrons or customers (if applicable)? 

f) Who is responsible for communicating information to family members of those killed 
or injured? 

g) Who is responsible for communicating information to potentially impacted 
businesses? 

h) What are your communication goals? 

8. Does your organization have a designated public information officer (PIO)? If so: 

a) Are protocols in place for addressing media inquiries?  

b) How do they receive information from the incident? 

c) Do they have pre-built templates for use in different kinds of emergencies? 

d) Would your organization use social media during an incident? 

9. Is a JIC established? If so, at what point in the incident? 
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a) Where would the JIC be located? 

b) Which agencies would be involved? 

c) Is there an SOP for a JIC? 

d) Would agencies coordinate social media messaging? 

e) Is there a location where reporters know to gather when there is an incident? 

10. Would mass care facilities, family assistance, or reunification centers be setup? If so: 

a) At what point in time?  

b) Which agencies are involved, and who is responsible for leading this aspect?  

c) What procedures are in place? 

d) Which facilities would be used? 

e) How are victims and family members made aware of the location? 

f) Which agency or person, if any, would be in charge? 

11. What is your agency’s protocol for addressing self-dispatching responders? 

a) Does it differ based on whether the help is offered in the initial moments of the 
attack, as opposed to later in the incident? 

b) Is the protocol the same for law enforcement as it is for EMS?  

12. If this were to be declared a terrorist incident, what impact would that have? 

a) How would that impact Federal and state involvement? 

b) If the attacker were determined to be backed by a terrorist organization (as opposed to 
a lone wolf inspired by a terrorist organization) what impact would that have? 

13. What steps are needed to ensure the area is cleared of threats? 

14. What is the process to collect evidence that belongs to citizens (cell phone video, cameras, 
security footage from private businesses, etc.)? 

15. How are personal items reunified with their owner if left at the scene?  

16. What are some of your agency’s best practices for response? 

17. Following this attack, what additional protective measures will be put into place at your 
organization or in your community? 

a) How would information on protective measures be obtained? 

b) How would any relevant classified information be shared? 

c) How is relevant information shared within your critical infrastructure sector? 

i. How do you communicate information to other members of your sector or 
receive information from them? 

ii. Do you know how to contact your Sector-Specific Agency? 

iii. Do you have a Homeland Security Information Network (HSIN) account? 
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d) Do you know how to contact your DHS Protective Security Advisor (PSA)? 
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MODULE THREE: SHORT-TERM RECOVERY 
[Date] 

Centerville, USA 

Several days later the investigation is still ongoing, but it is clear that the suspect, William Smith, 
acted alone. All evidence points to this being the result of an emotional breakdown arising from 
his domestic situation. The suspect was undergoing a bitter divorce and was likely to lose 
custody of his children and to have to sell his business. His wife was a member of the Apple 
Valley Arts and Crafts Festival Planning Committee and the Festival seems to have become a 
focal point of his anger, as expressed in recent texts and social media posts.  

Local media is asking how the Fair Planning Committee will respond and whether there will be a 
fair next year. The treasurer reports that this year’s fair did not bring in sufficient revenue to 
cover expenses, as it was cut drastically short. Local businesses based in the impacted area are 
asking when they can reopen and resume normal operations. The Centerville Chamber of 
Commerce is asking what state and Federal grants can be provided to help the city recover. 

Many of the fatalities from the attack are local, and the mayor’s office has been contacted by 
several families to ask for police escorts for the funeral processions, as well as to ask what sort of 
city memorial events are planned. National attention continues to be focused on the community 
and the press is expected to try to cover the funerals and memorial services.  
 
Optional: Protests 
This incident has sparked a national discussion on policy for addressing violence and has become 
emotionally charged very quickly. Reports are coming in that groups of people are planning to 
come to the funerals of the victims to protest what they see as an incorrect national approach, and 
to counter-protest people supporting their opposite viewpoint. 
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Module Three: Discussion Questions 

Consider the events described in the scenario and discuss what would happen if they occurred in 
your community or at your venue / facility. 
 
1. What is the community’s plan to recover? 

a. Is there a formal recovery plan and, if so, does it cover this type of incident? 

b. Will there be a memorial event held in the community, and which organizations 
would take the lead in organizing it? 

c. What assistance would you look for from volunteer, community, or faith-based 
organizations? 

d. What would your organization do to support recovery in the community? 

e. What assistance would city agencies provide to private sector organizations? 

f. What assistance would you request or expect from the state? 

g. What assistance would you request or expect from the Federal government? 

h. Are there contracts in place to assist in the cleanup prior to reopening? 

i. Are there any additional measures that law enforcement would take to ensure the 
safety of the community or to reassure citizens? 

i. How would these measures be resourced? 

j. Who makes the decision on when the area will be reopened?  

i. How is that decision communicated to the public and the media? 

k. At what point would you consider the recovery complete? 

2. What impact would the incidents have on an event such as the fair? 

a. Would event organizers hold the event again? 

b. Would sponsors continue to support the event? What outreach would be made to 
them? 

c. Will event organizers face liability issues from the attack?  

d. Does the event have insurance that would help with this type of incident? 

3. Does your organization have a business continuity or rapid recovery plan? 

a. Does it include a crisis communications plan?  

i. How and what type of messaging will be sent to employees, vendors, and 
customers? 

ii. What training do employees receive regarding media relations and the release 
of sensitive information? 

b. What are the short-term recovery objectives for your organization? 
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c. What are the implications of being unable to open or operate for a period of time?  

i. Given the scenario, how long would the incident area remain cordoned off for 
the investigation? 

ii. What would the financial impact be on your organization if your building was 
closed due to such an incident and the ensuing investigation? 

iii. Would your business close as a result of this incident, even if it did not 
directly impact you? 

d. Does your organization have the ability to move key operations to another location?  

i. If so, how long would this take? 

e. Do you have any insurance that would assist given this scenario? 

i. If the incident had been declared terrorism, would this impact insurance? 

f. What training plans are in place for the business continuity plan? Does your 
organization exercise these plans (other than today)? 

4. Given the scenario, what measures would be needed to support your organization’s 
employees following this event? 

a. How is information communicated to employees during the days following the 
incident? 

b. Will counseling for employees and family members be available? 

c. Would leave or time-off be granted? 

d. If operations are suspended for a length of time, is there financial assistance available 
to employees? 

e. Are there any additional security measures that you put into place following this 
event? 

f. How do you reassure employees as to their safety on the job? 

g. If some of your employees were killed or injured in the attack, how would it change 
your actions? 

i. Is there assistance available for injured employees? If so, what kind 
(counseling, monetary, legal, etc.)? 

ii. Is there assistance available for the families of those employees who were 
killed? If so, what kind (counseling, monetary, legal, etc.)? 

iii. How would the loss of personnel impact your operations? What steps might 
be taken to adjust for, or mitigate this?  

5. What resources are available to assist your organization with recovery?  

a. Are pre-arranged agreements in place to obtain key resources?  

b. If so, how are these agreements activated (i.e., what type of coordination and request 
process is required)?  
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6. What are your organization’s interdependencies? 

a. What stakeholders are dependent upon your organization and its services? 

b. Who are the key stakeholders or groups that your organization relies upon to help 
restore your operations and assets?  

c. What public sector organizations / resources do private sector organizations rely on to 
help restore critical infrastructure assets? 

d. What private sector organizations / resources do public sector organizations rely on to 
help restore mission essential functions? 

e. Do you have contracts / agreements in place with the organizations that control / own 
these resources / services for priority services in an emergency? 

f. Who are the key mobilizers or champions (either individuals or functional roles) in 
your organization or community who must be engaged for an effective recovery? 

7. What types of information are needed to assist in restoration of your organization’s critical 
infrastructure? 

a. What information would your organization expect to receive? How does your 
organization expect to receive it and from whom? 

b. What information would your organization expect to provide? How would your 
organization expect to provide it and to whom? 

8. How can owners / operators and government officials prepare to handle the public messaging 
/ media in the aftermath of such an occurrence? 

a. Does your media plan include incidents such as this? 

b. What is the plan to handle the significant media attention from national and 
international outlets? 

c. How will you restore public confidence? 

d. How will you resolve potential misinformation? 

e. How will your respond to media requests (written notices, press conferences, 
interviews, etc.)? 

f. Is social media being monitored to maintain awareness of information spreading that 
may not be accurate? 

i. Who is responsible for this? 

ii. What procedures are in place to counter false information on social media? 

9. Are there best practices for recovery that you would like to share? 

10.  [If the optional “Protests” section is selected] Does the city have a plan for addressing large 
protests? If so: 

a. Which agencies are involved and which have the lead? 

b. Is there a media plan in place?  
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c. How would officials get information about the protests? 

d. What would city priorities be in this situation? 

e. How do you develop a plan to meet those priorities? 

f. Would any city agency call in mutual aid? 

11. [If the optional “Protests” section is selected] Do businesses or private sector organizations 
have a plan in place for addressing protests? 

a. If the protests cause unintentional disruptions to your organization (such as marching 
on the street in front of your building) what types of action would you take? 

b. Do you have a media plan in place to proactively distributing messaging to 
employees and/or the public regarding the protests? 

c. If your company is targeted by protestors in the media for any reason, do you have a 
plan to respond? 
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 [INSERT CAVEAT] 

Homeland Security Exercise and Evaluation Program (HSEEP) 

APPENDIX A: REFERENCE LIST 

U.S. Department of Homeland Security Resources, Tools, and 
Programs 

DHS / IP strives to develop meaningful partnerships between the private and public sectors to 
ensure the protection of the Nation’s critical infrastructure. These essential partnerships are the 
driving force behind the concept and development of the tabletop exercise for the Commercial 
Facilities Sector. 

The references materials detailed in this appendix form a comprehensive list of resources, tools, 
and programs supported by DHS for critical infrastructure partners. Some of these reference 
documents are specifically referenced in the SitMan and should be handed out to participants 
during the exercise. 

U.S. Department of Homeland Security Resources 

 National Preparedness Goal (NPG), Second Edition, September 2015 

 National Response Framework (NRF), Second Edition, May 2013 

 National Terrorism Advisory System (NTAS) Public Guide, April 2011 

 Homeland Security Exercise and Evaluation Program (HSEEP), April 2013 

 Federal Emergency Management Agency (FEMA) – Emergency Management Institute 

Federal Resources for Critical Infrastructure  

 Executive Order (EO) 13636 / Presidential Policy Directive (PPD) 21 Fact Sheet 

 Homeland Security Information Network - Critical Infrastructure (HSIN-CI) Fact Sheet 

 If You See Something, Say Something - Information and Public Display Materials Fact 
Sheet 

 Infrastructure Visualization Platform (formerly Computer Based Assessment Tool) 

 Infrastructure Information Collection Division (IICD) Webpage 

 National Cybersecurity and Communications Integration Center (NCCIC) 

 National Infrastructure Coordinating Center (NICC) Fact Sheet 

 National Infrastructure Protection Plan (NIPP) Overview 

 Nationwide Suspicious Activity Reporting Initiative (NSI) Fact Sheet 

 Office of Cyber and Infrastructure Analysis (OCIA) Fact Sheet 

 Office of Cybersecurity and Communications (CS&C) 

 Protective Security Advisor (PSA) Fact Sheet 

 Protective Security Coordination Division (PSCD) Fact Sheet 
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Appendix A: Reference List A-2 [Sponsor Organization] 
 [INSERT CAVEAT] 

Homeland Security Exercise and Evaluation Program (HSEEP) 

 Sector Outreach and Programs Division (SOPD) Resource Guide 

 Technical Resource for Incident Prevention (TRIPWire) Fact Sheet 

 United States Computer Emergency Readiness Team (US-CERT) 

Awareness Guides 

 Joint Terrorism Task Force (JTTF)  

Preparedness Toolkit Resources 

 The British Standards Institution -- ISO 22301 Business Continuity Management 

 FEMA Private Sector Resources 

 FEMA Emergency Management Guide for Business and Industry 

 Institute of Business and Home Safety 

 National Fire Protection Association (NFPA) 1600: Standard on Disaster/Emergency 

Management and Business Continuity Programs 

 Prepare My Business 

 Ready Business 

 The Voluntary Private Sector Preparedness Program -- PS-Prep™ & Small Business 

Preparedness 
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Homeland Security Exercise and Evaluation Program (HSEEP) 

APPENDIX B: EXERCISE PARTICIPANTS 
Participating Organizations 

Private Sector 

[Private sector participants] 

 

 

 

Federal 

[Federal participants] 

 

 

State 

[State participants] 

 

 

Local 

[Local participants] 

 

 

Other 

[Insert additional participants]  
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Homeland Security Exercise and Evaluation Program (HSEEP) 

APPENDIX C: RELEVANT PLANS 
[Insert excerpts from relevant plans, policies, or procedures to be tested during the exercise.] 
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Homeland Security Exercise and Evaluation Program (HSEEP) 

APPENDIX D: ACRONYMS  
Acronym Definition 

DHS U.S. Department of Homeland Security 

EMS Emergency Medical Services 

EOC Emergency Operations Center 

EPT Exercise Planning Team 

FEMA Federal Emergency Management Agency 

HSEEP Homeland Security Exercise and Evaluation Program 

HSIN Homeland Security Information Network  

ICS Incident Command System 

IED Improvised Explosive Device 

IP Office of Infrastructure Protection 

JIC Joint Information Center 

MAC Multi-Agency Coordination 

NGO Non-Governmental Organization 

NIMS National Incident Management System 

PIO Public Information Officer 

PSA Protective Security Advisor 

SitMan Situation Manual 
SOP Standard Operating Procedure 

SOPD Sector Outreach and Programs Division 

SSTEP Sector-Specific Tabletop Exercise Program 

TTX Tabletop Exercise 
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Outdoor Events Tabletop Exercise 
(TTX)

Exercise Briefing

[Vehicle Ramming / 
Edged Weapon Attack 
/ Active Shooter / 
Improvised Explosive 
Device / Hostages]

[Date]

Photo: Courtesy of the Commercial Facilities Sector-Specific Agency 



Welcome and Overview

 [Name]

 [Title (e.g., Exercise Director or Lead Planner)]

 [Organization]
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Operations Security Reminder

 This briefing contains exercise, operational, and potentially 
business sensitive material which, while not classified, should 
be safeguarded as you deem appropriate.
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Participating Organizations (if 
desired)
 [Insert list of participating organizations]
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Tabletop Exercise Materials (if 
desired)
 Situation Manual

 Reference materials as necessary

6



Exercise Schedule
Registration [0745-0830]

Welcome and Participant Briefing [0830-0845]

Module One: Incident and Response [0845-0945]

BREAK [0945-0955]

Module Two: Sustained Response [0955-1055]

BREAK [1055-1105]

Module Three: Short-Term Recovery [1105-1205]

Hot Wash [1205-1230]
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Exercise Overview

 Exercise scope: [Insert exercise type, duration, location(s), and 
parameters from the Situation Manual]

 Mission area(s): Prevention, Protection, Mitigation, Response, 
and Recovery [select Mission Areas]



Exercise Objectives

1. Review emergency preparedness plans and response 
procedures to an attack on an outdoor event.

2. Discuss the coordination between private sector 
organizations and responding local, state, and federal 
agencies under the National Incident Management System 
(NIMS).

3. Assess procedures for coordinating and sharing information 
within organizations, between organizations, and with the 
public.

4. Review organizational interdependencies and recovery 
plans.

5. [Insert additional Objectives as necessary]
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Core Capabilities

 Planning

 Operational Coordination 

 Mass Care Services 

 On-Scene Security and Protection 

 Public Information and Warning 

 Operational Communications 

 Economic Recovery

 [Insert additional Capabilities as necessary]
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Participant Roles and Responsibilities

 Players: Respond to situation presented based on current 
plans, policies, and procedures.

 Observers: Support players in developing responses, but do 
not participate in moderated discussion.

 Facilitators: Provide situation updates and moderate 
discussions.

 Data Collectors: Observe and document player discussions.
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Exercise Structure

Module One: Incident and Response

Module Two: Sustained Response

Module Three: Short-Term Recovery

 Each module will begin with an update summary of key 
scenario events

 Participants will then engage in issue-based discussions

 Facilitator will manage time allotted for each discussion period

 Player Hot Wash
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Exercise Guidelines

 Open, low-stress, no-fault environment.

 Responses should be based on knowledge of current plans 
and capabilities.

 Decisions are not precedent setting.

 The situation updates, written material, and resources provided 
are the basis for discussion.

 Problem-solving efforts should be the focus.

 Participants are encouraged to use the Situation Manual as a 
reference.
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Assumptions and Artificialities

 The scenario for this exercise is artificial.

 The scenario is plausible and events occur as they are 
presented.

 There are neither “hidden agendas” nor any “trick questions.” 

 All players receive information at the same time.

 Assume cooperation and support from other responders, 
agencies, and organizational entities. 

 This scenario assumes a no-notice event.

 The scenario is meant to be generic and representational, if 
there are details that do not make sense for your community or 
organization, please disregard.
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Module One: Threat
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Module One: Incident and Response

Friday, [Date]

Centerville, Anywhere County, USA

 The Apple Valley Arts and Crafts Festival is the largest annual fair in 
the state. It is a three-day event showcasing local products and 
handiwork during the day, and music, dancing, and entertainers at 
night. The festival is located in the county seat of Centerville, and is 
laid out over a multi-block area in the historic downtown and for a 
mile along the road to the county fairgrounds. 
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Module One: Incident and Response

Saturday, [Date]

 2:31 p.m.: The Centerville Police Department receives a credible 
Improvised Explosive Device (IED) threat targeted at the downtown 
building that houses the event headquarters and main art exhibit. 
Police begin an evacuation of the area and call for the bomb squad. 
Fair attendees being evacuated spill out of the building and into the 
neighboring streets, mixing with people attracted to the commotion. 

 2:38 p.m.: A man drives a large pickup truck down a side street, 
crashes through the light barriers into the historic downtown, and 
plows into the gathering crowd. The truck collides with a road sign 
and stops, leaving a swath of killed and injured people.
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Module One: Incident and Response

Saturday, [Date] [Option 1] 

 After the truck comes to a stop, there is a brief pause as the driver of 
the truck staggers out carrying a machete. He begins slashing at 
nearby people in the crowd and forces his way into an adjacent two-
story building, which is housing an apple cider tasting for the fair. He 
continues to slash people inside the building until he is confronted by 
responding officers and mortally wounded while rushing them.
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Module One: Incident and Response

Saturday, [Date] [Option 2] 

 After the truck comes to a stop, there is a brief pause as the driver of 
the truck staggers out carrying a rifle and wearing a holstered pistol. 
He begins firing into the crowd and forces his way into an adjacent 
two-story building, which is housing an apple cider tasting for the fair. 
He continues to shoot people inside the building until he is confronted 
by responding officers and kills himself.
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Module One: Incident and Response

Saturday, [Date] [Option 3] 

 After the truck comes to a stop, there is a brief pause as the driver of 
the truck staggers out carrying a rifle and wearing a holstered pistol. 
He begins firing into the crowd and forces his way into an adjacent 
two-story building, which is housing an apple cider tasting for the fair. 
He continues to shoot people inside the building and makes his way 
to the second floor where he takes several hostages.
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Module One: Incident and Response

Saturday, [Date] [Option 4 (1 of 2)] 

 After the truck comes to a stop, there is a brief pause as the driver of 
the truck staggers out carrying a rifle and wearing a holstered pistol. 
He begins firing into the crowd and forces his way into an adjacent 
two-story building, which is housing an apple cider tasting for the fair. 
He continues to shoot people inside the building and makes his way 
to the second floor, which has many windows with views up and 
down two streets and overlooks a park on one side. He moves from 
window to window, shooting at people in the streets and in the park.
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Module One: Incident and Response

Saturday, [Date] [Option 4 (2 of 2)] 

 As responding officers arrive and begin to return fire, the shooter 
continues to take shots, but much more sporadically. Officers 
examine the outside of the building in which the shooter is cornered, 
and observe the shooter’s crashed truck near the entrance and a 
number of people apparently dead or injured in the truck’s path, 
before noticing an object in the truck bed that looks like a large IED. 
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Module One: Incident and Response

Saturday, [Date] [Option 5 (1 of 2)] 

 After the truck comes to a stop, there is a brief pause as the driver of 
the truck staggers out carrying a rifle and wearing a holstered pistol. 
He begins firing into the crowd and forces his way into an adjacent 
two-story building, which is housing an apple cider tasting for the fair. 
He continues to shoot people inside the building and makes his way 
to the second floor where he takes several hostages.

23



Module One: Incident and Response

Saturday, [Date] [Option 5 (2 of 2)] 

 Responding officers arrive outside of the building in which the 
shooter is cornered, and observe the shooter’s crashed truck near 
the entrance and a number of people apparently dead or injured in 
the truck’s path, before noticing an object in the truck bed that looks 
like a large IED. The shooter calls 911 and begins making threats and 
shortly thereafter, the Centerville Police Tactical Team arrives on-
scene along with the Centerville Bomb Squad. 
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Module One: Discussion Questions

1. What plans are in place to prevent or deter an attack at your event?

a) What threats do you spend the most effort preventing?

b) Who is responsible for the security plan?

c) Are multiple agencies involved in the planning process?

d) What plans are in place to deter / prevent a vehicle intrusion (i.e. 
barricades, traffic control)?

e) What plans are in place to deter / prevent an active shooter (i.e. 
screening, security presence)?

f) Are there plans in place to deter / prevent a hostage situation? If 
so, what are they and how do they differ from plans to deter other 
threats? [Options 3 and 5]

g) What plans are in place to deter / prevent an IED (i.e. screening, 
canine teams)? [Options 4 and 5]
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Module One: Discussion Questions 
(cont’d.)
2. How is security for this event staffed and how are personnel 

trained?

a) Is law enforcement present?

b) Which organizations contribute to the security of the event?

c) What training programs are in place for personnel? Who trains 
them?

d) How are personnel trained to respond to a vehicle intrusion?

e) How are personnel trained to respond to an active shooter? 

f) How are personnel trained to respond to a hostage situation? 
[Options 3 and 5]

g) How are personnel trained to respond to an IED? [Options 4 and 
5]
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Module One: Discussion Questions 
(cont’d.)
3. Do the event organization’s standard operating procedures (SOPs) 

include incident response roles and responsibilities for event staff?

4. What assets are onsite to immediately respond to an incident?

a) What resources are provided by the event / venue that would 
help with response?

b) What law enforcement assets are staged to respond?

c) What emergency medical services (EMS) assets are staged to 
respond?

d) Are there volunteer organizations or other partner groups that 
would have resources that would participate in the immediate 
response?
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Module One: Discussion Questions 
(cont’d.)
5. What are your crowd control and evacuation procedures for an 

event of this type?

a) What measures are in place for crowd control under normal 
conditions?

b) Are there plans in place for a mass evacuation?

i. Who is responsible for activating the evacuation procedures?

ii. Is there a specified rally point for evacuees? 

iii. Would this location be impacted by weather?

iv. Are there secondary and tertiary rally points in case the primary point 
is a part of the incident or overwhelmed by evacuees?

c) What plans or procedures are in place to work with access and 
functional needs populations?
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Module One: Discussion Questions 
(cont’d.)

d) What are the procedures for evacuating distinguished visitors, 
such as the Governor or Mayor?

i. Is this a written procedure?

ii. Who is in charge of enacting these procedures?

iii. Are distinguished visitors advised of emergency procedures prior to 
the event?

e) What agencies would staff and control an evacuation?

i. What training has been done on these plans?

f) Would there be any accountability taken of the staff working at 
the event and, if so, how is it accomplished?
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Module One: Discussion Questions 
(cont’d.)
6. What notification methods (e.g., alerts, email, telecommunications, 

text message, special tools) do event organizers use to send alert 
information? 

a) What protocols are in place for alerting event staff to an incident?

b) What protocols are in place for notifying authorities of the incident 
and how are any first responders already on-scene notified?

c) What protocols are in place for alerting event participants to an 
incident?

d) What protocols are in place for alerting partner organizations to 
an incident?

e) Who is responsible for sending out the alerts or warnings? 

f) If the cell network is overwhelmed, does that affect your warning 
procedures?
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Module One: Discussion Questions 
(cont’d.)

g) Are there alternate alert methods? 

h) Do you send out any notifications to the public using social 
media? If so, at what point in the incident would you expect to 
start sending the notifications?

7. What does incident command look like during this phase of the 
response?

a) How is incident command approached by each of the relevant 
agencies, and what would it look like in the opening minutes of 
the incident?

b) At what point would you expect it to formalize?

c) When would you expect unified command to begin coming 
together?
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Module One: Discussion Questions 
(cont’d.)

d) Are key agencies and event personnel familiar with the Incident 
Command System (ICS)?

e) What are each organization’s priorities at this stage of the 
incident?

f) Who would call in mutual aid, and at what point would that be 
expected?

8. How would law enforcement conduct the response [Options 3-5: 
“and address the secondary threat”]?

a) Which agencies are involved?

b) Which agency would have the lead?

c) How would law enforcement respond to the reports of a vehicle 
intrusion attack?
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Module One: Discussion Questions 
(cont’d.)

d) How would the response change when it became a(n) [bladed 
attack / active shooter] situation?

e) How would the response change when it became a hostage 
situation? [Options 3 and 5]

f) Are there any additional agencies or resources needed to 
address a hostage situation? [Options 3 and 5]

g) How would the response change when the IED was spotted? 
[Options 4 and 5]

h) Are there any additional agencies or resources needed to 
address an IED? [Options 3 and 5]

i) How would spotting an IED impact the hostage situation? [Option 
5]
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Module One: Discussion Questions 
(cont’d.)

j) Are there any law enforcement SOPs that would affect other 
entities (i.e. moving Fire / EMS out of an IED blast radius after 
the explosive is discovered, or potentially taking over nearby 
businesses for command posts or sniper positions)?

k) How would you resolve the situation? [Options 3-5]

9. How would the medical response be conducted?

a) Which organizations and agencies are involved? 

b) Which organization or agency would have the lead?

c) Is there a Mass Casualty Plan in place for this event?

d) At what point would the hospitals be informed of the incident?

i. Who is responsible for contacting the hospitals?
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Module One: Discussion Questions 
(cont’d.)

e) At what point would first responders’’ protocols allow medical 
personnel to enter the scene and begin triage and treatment of 
the injured?

i. What challenges would the ongoing participant evacuation pose?

ii. What actions, if any, would EMS personnel be able to take while the 
shooter is still active?

iii. What actions, if any, would EMS personnel be able to take once this 
had become a hostage situation? [Options 3 and 5]

iv. What actions, if any, would EMS personnel be able to take once an 
IED had been identified? [Options 4 and 5]

v. What are EMS agencies’ procedures regarding entry into a warm 
zone?

vi. Do your EMS agencies’ have protective gear and training for tactical 
entry?

35



Module One: Discussion Questions 
(cont’d.)
10. What information or warnings are being released to the public?

a) Who is responsible for the initial messaging?

b) How quickly is information being released? 

c) What methods are being used to distribute information?

d) What should the content of the messaging be?

e) Is targeted information sent to businesses or people in the 
impacted area?
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Module One: Discussion Questions 
(cont’d.)

f) Are businesses or other organizations providing their own 
messaging to their employees?

i. How is the information obtained?

ii. How is it distributed?

iii. Who in your organization is responsible for this?

iv. Are there pre-built templates for different incidents?

g) When would a Joint Information Center (JIC) be activated?

h) How are messages coordinated across the different agencies 
and organizations before the JIC is activated?
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Module One: Discussion Questions 
(cont’d.)
11. If your organization or agency had received information of a 

potential threat prior to the event taking place, what mitigation 
procedures would have taken place?

a) How would those mitigation procedures have influenced the 
response if the attack had still occurred?

b) Do your agencies and organizations cross-train on various attack 
scenarios?

c) How would you prevent or protect against this type of attack 
happening at one of your events, or an event in your community?
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BREAK
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Module Two: Incident & Incident 
Aftermath
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Module Two: Sustained Response
Saturday Afternoon, [Date]

Centerville, USA

 After the assailant is neutralized [If option 3 or 5 is chosen add: “and 
the IED is rendered safe”], EMS personnel rush in to triage the 
wounded. The attack left [insert number] of people killed and [insert 
number] of people wounded, with [insert number] of those in critical 
condition. Centerville Fire and EMS has already called in their mutual 
aid partners from surrounding counties, and ambulances are 
beginning to arrive. Several off-duty medical personnel who were 
attending the fair volunteered to help response personnel. In addition, 
Centerville Police officers securing the scene have reported that 
several off-duty law enforcement officers attending the fair from 
different parts of the state have come up to offer their aid.
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Module Two: Sustained Response
Saturday Afternoon, [Date] 

Centerville, USA

 Media is beginning to arrive on the scene and is trying to capture 
videos of the carnage, and to interview anyone victimized by the 
attack or involved in the response. The mayor arranges for a media 
briefing later that afternoon. 
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Module Two: Sustained Response
Saturday Evening, [Date] 

Centerville, USA

 Early in the evening, the Governor calls to express his condolences 
and detail what the state is doing to respond. Shortly thereafter, 
representatives of state and Federal agencies begin to arrive on 
scene. At the press conference, the mayor expresses his grief and 
outlines to reporters from across the nation what steps the city is 
taking to manage the incident. The motivation of the attacker is not 
yet known, but is the subject of national reporting. 
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Module Two: Discussion Questions

1. What command structure would be setup for the incident and how 
would it evolve over the course of the afternoon and evening?

a) Which agencies would be involved in unified command?

b) At what point would the emergency operations center (EOC) 
stood up?

i. What agencies and organizations will be in the EOC?   

c) In addition to unified command, which agencies would have their 
own command centers setup in other locations? 

d) How would the EOC interface with unified command (phones, 
radios, liaisons, etc.?) and how would participants define their 
roles?
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Module Two: Discussion Questions 
(cont’d.)

e) Would a Multi-Agency Coordination (MAC) Group be stood up, 
and if so, when?

i. How would you define the role of a MAC Group in a situation such as 
this?

ii. How would this MAC Group coordinate and interface with other 
command and control structures? 

f) How would arriving mutual aid agencies integrate into the 
command structure and at which locations (unified command at 
scene, EOC, hospital, etc.)?
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Module Two: Discussion Questions 
(cont’d.)

g) What is the role of private sector stakeholders in this command 
structure?

i. Are they trained on incident command procedures?

ii. Is there cross training with public agencies on the private sector’s 
incident priorities?
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Module Two: Discussion Questions 
(cont’d.)
2. Does your organization (public or private) have mutual aid 

agreements in place with other organizations?

a) Whom would you rely on and for what resources?

b) Are these agreements formal or informal?

c) Would the aid be automatic or would it have to be requested?

i. If requested, whom would you contact and how would you do it?

ii. Do you have a backup contact and communication method in case you 
cannot use the primary?

d) What are the financial considerations?

e) Are there any limitations to what mutual aid can do (legal, 
procedural, equipment, etc.)
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Module Two: Discussion Questions 
(cont’d.)
3. What communication methods (e.g., alerts, email, 

telecommunications, text message, and special tools) do event 
organizers and other private sector organizations use to share 
information? 

a) How do you communicate with first responders?

b) What other private sector organizations would you communicate 
with?

c) What communication methods would you use for coordinating 
with your private sector partners?

d) Who in your organization is responsible for communication during 
an incident? 
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Module Two: Discussion Questions 
(cont’d.)

e) If the cell network is overwhelmed, does that affect your 
communication procedures?

f) Are there alternate communication procedures

g) Do you use social media to communicate with the public? If so:

i. At what point in the incident would this begin?

ii. Who in your organization would be in charge of this function during an 
incident?
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Module Two: Discussion Questions 
(cont’d.)
4. What communication methods (e.g., alerts, email, 

telecommunications, text message, and special tools) do first 
responders use to share information with other responders?

a) What communications methods do local first response agencies 
use to communicate with their local counterparts (i.e. how do 
police officers communicate with fire or medical personnel)?

b) What communication methods do local first response agencies 
use to communicate with their respective mutual aid partners?

c) Are these methods the same?

d) How are communications coordinated when multiple response 
agencies from multiple jurisdictions are on-scene? Who is in 
charge of this?
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Module Two: Discussion Questions 
(cont’d.)

e) How do you communicate with the private sector?

f) If the cell network is overwhelmed, does that affect your 
communication procedures?

g) Are there alternate communication procedures?

h) Do you use social media to communicate with the public? If so:

i. At what point in the incident would this begin?

ii. Who in your organization would be in charge of this function during an 
incident?
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Module Two: Discussion Questions 
(cont’d.)
5. Who is in charge of notifying state or Federal agencies of the 

incident, and at what point in the incident would this occur?

a) What resources or actions would you expect from state or 
Federal agencies?

b) How would arriving state and Federal resources integrate into the 
command structure and at which locations (unified command, 
area command, EOC, MAC Group etc.)?

6. What role do city and county governments play in this scenario?

a) Who is responsible for informing the mayor, county 
commissioners, or other local elected officials?

b) Have protocols been established with elected officials so that 
they know what to expect during incident response and local 
agencies know what elected officials priorities are?
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Module Two: Discussion Questions 
(cont’d.)

c) Is there a location (such as the EOC) where elected officials will 
know to go during an incident?

i. If so, where is it?

d) Have elected officials been briefed on ICS?

e) What support from first response agencies would the mayor or 
county commissioner expect in holding a press conference on the 
incident?

i. What information would be needed?

ii. Would law enforcement be required to provide security at the press 
conference?

iii. Would the mayor or county commissioner expect department chiefs to 
attend the conference?
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Module Two: Discussion Questions 
(cont’d.)
7. What are your organization’s information sharing responsibilities at 

this point in an incident? 

a) What formal information sharing processes would your 
organization use at this point?

b) What resources are used to disseminate information? 

c) Who would be in charge of messaging in your organization?

i. Would your messaging be coordinated with any other 
organizations? If so, how?

d) How would you send information to your employees?

e) How would you send information to your patrons or customers (if 
applicable)?
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Module Two: Discussion Questions 
(cont’d.)

f) Who is responsible for communicating information to family 
members of those killed or injured?

g) Who is responsible for communicating information to potentially 
impacted businesses?

h) What are your communication goals?

8. Does your organization have a designated Public Information 
Officer (PIO)? If so:

a) Are protocols in place for addressing media inquiries? 

b) How do they receive information from the incident?

c) Do they have pre-built templates for use in different kinds of 
emergencies?

d) Would your organization use social media during an incident?
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Module Two: Discussion Questions 
(cont’d.)
9. Is a JIC established? If so, at what point in the incident?

a) Where would the JIC be located?

b) Which agencies would be involved?

c) Is there an SOP for a JIC?

d) Would agencies coordinate social media messaging?

e) Is there a location where reporters know to gather when there is 
an incident?
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Module Two: Discussion Questions 
(cont’d.)
10. Would mass care facilities, family assistance, or reunification 

centers be setup? If, so:

a) At what point in time? 

b) Which agencies are involved, and who is responsible for leading 
this aspect? 

c) What procedures are in place?

d) Which facilities would be used?

e) How are victims and family members made aware of the 
location?

f) Which agency or person, if any, would be in charge?
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Module Two: Discussion Questions 
(cont’d.)
11. What is your agency’s protocol for addressing self-dispatching 

responders?

a) Does it differ based on whether the help is offered in the initial 
moments of the attack, as opposed to later in the incident?

b) Is the protocol the same for law enforcement as it is for EMS? 

12. If this were to be declared a terrorist incident, what impact would 
that have?

a) How would that impact Federal and state involvement?

b) If the attacker were determined to be backed by a terrorist 
organization (as opposed to a lone wolf inspired by a terrorist 
organization) what impact would that have?
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Module Two: Discussion Questions 
(cont’d.)
13. What steps are needed to ensure the area is cleared of 

threats?

14. What is the process to collect evidence that belongs to 
citizens (cell phone video, cameras, security footage from 
private businesses, etc.)?

15. How are personal items reunified with their owner if left at the 
scene? 

16. What are some of your agency’s best practices for 
response?
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Module Two: Discussion Questions 
(cont’d.)
17. Following this attack, what additional protective measures will be 

put into place at your organization or in your community?

a) How would information on protective measures be obtained?

b) How would any relevant classified information be shared?

c) How is relevant information shared within your critical 
infrastructure sector?

i. How do you communicate information to other members of your sector 
or receive information from them?

ii. Do you know how to contact your Sector-Specific Agency?

iii. Do you have a Homeland Security Information Network (HSIN) 
account?

d) Do you know how to contact your DHS Protective Security 
Advisor (PSA)?
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Module Three: Short-Term Recovery
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Module Three: Short-Term Recovery
[Date]

Centerville, USA

 Several days later the investigation is still ongoing, but it is clear that 
the suspect, William Smith, acted alone. All evidence points to this 
being the result of an emotional breakdown arising from his domestic 
situation. The suspect was undergoing a bitter divorce and was likely 
to lose custody of his children and to have to sell his business. His 
wife was a member of the Apple Valley Arts and Crafts Festival 
Planning Committee and the Festival seems to have become a focal 
point of his anger, as expressed in recent texts and social media 
posts. 
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Module Three: Short-Term Recovery
[Date]

Centerville, USA

 Local media is asking how the Fair Planning Committee will respond 
and whether there will be a fair next year. The treasurer reports that 
this year’s fair did not bring in sufficient revenue to cover expenses, 
as it was cut drastically short. Local businesses based in the 
impacted area are asking when they can reopen and resume normal 
operations. The Centerville Chamber of Commerce is asking what 
state and Federal grants can be provided to help the city recover.
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Module Three: Short-Term Recovery
[Date]

Centerville, USA

 Many of the fatalities from the attack are local, and the mayor’s office 
has been contacted by several families to ask for police escorts for 
the funeral processions, as well as to ask what sort of city memorial 
events are planned. National attention continues to be focused on the 
community and the press is expected to try to cover the funerals and 
memorial services. 
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Module Three: Short-Term Recovery
[Optional: Protests]

[Date]

Centerville, USA

 This incident has sparked a national discussion on policy for 
addressing violence and has become emotionally charged very 
quickly. Reports are coming in that groups of people are planning to 
come to the funerals of the victims to protest what they see as an 
incorrect national approach, and to counter-protest people supporting 
their opposite viewpoint.
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Module Three: Discussion Questions

1. What is the community’s plan to recover?

a) Is there a formal recovery plan and, if so, does it cover this type 
of incident?

b) Will there be a memorial event held in the community, and which 
organizations would take the lead in organizing it?

c) What assistance would you look for from volunteer, community, 
or faith-based organizations?

d) What would your organization do to support recovery in the 
community?

e) What assistance would city agencies provide to private sector 
organizations?

f) What assistance would you request or expect from the state?
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Module Three: Discussion Questions

g) What assistance would you request or expect from the Federal 
government?

h) Are there contracts in place to assist in the cleanup prior to 
reopening?

i) Are there any additional measures that law enforcement would 
take to ensure the safety of the community or to reassure 
citizens?

i. How would these measures be resourced?

j) Who makes the decision on when the area will be reopened? 

i. How is that decision communicated to the public and the media?

k) At what point would you consider the recovery complete?
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Module Three: Discussion Questions 
(cont’d.)
2. What impact would the incidents have on an event such as the fair?

a) Would event organizers hold the event again?

b) Would sponsors continue to support the event? What outreach 
would be made to them?

c) Will event organizers face liability issues from the attack? 

d) Does the event have insurance that would help with this type of 
incident?
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Module Three: Discussion Questions 
(cont’d.)
3. Does your organization have a business continuity or rapid 

recovery plan?

a) Does it include a crisis communications plan? 

i. How and what type of messaging will be sent to employees, vendors, 
and customers?

ii. What training do employees receive regarding media relations and the 
release of sensitive information?

b) What are the short-term recovery objectives for your 
organization?

c) What are the implications of being unable to open or operate for 
a period of time? 

i. Given the scenario, how long would the incident area remain cordoned 
off for the investigation?
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Module Three: Discussion Questions 
(cont’d.)

ii. What would the financial impact be on your organization if your 
building was closed due to such an incident and the ensuing 
investigation?

iii. Would your business close as a result of this incident, even if it did not 
directly impact you?

d) Does your organization have the ability to move key operations to 
another location? 

i. If so, how long would this take?

e) Do you have any insurance that would assist given this scenario?

i. If the incident had been declared terrorism, would this impact 
insurance?

f) What training plans are in place for the business continuity plan? 
Does your organization exercise these plans (other than today)?
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Module Three: Discussion Questions 
(cont’d.)
4. Given the scenario, what measures would be needed to support 

your organization’s employees following this event?

a) How is information communicated to employees during the days 
following the incident?

b) Will counseling for employees and family members be available?

c) Would leave or time-off be granted?

d) If operations are suspended for a length of time, is there financial 
assistance available to employees?

e) Are there any additional security measures that you put into place 
following this event?

f) How do you reassure employees as to their safety on the job?

71



Module Three: Discussion Questions 
(cont’d.)

g) If some of your employees were killed or injured in the attack, 
how would it change your actions?

i. Is there assistance available for injured employees? If so, what kind 
(counseling, monetary, legal, etc.)?

ii. Is there assistance available for the families of those employees who 
were killed? If so, what kind (counseling, monetary, legal, etc.)?

iii. How would the loss of personnel impact your operations? What steps 
might be taken to adjust for, or mitigate this? 

5. What resources are available to assist your organization with 
recovery? 

a) Are pre-arranged agreements in place to obtain key resources? 

b) If so, how are these agreements activated (i.e., what type of 
coordination and request process is required)? 
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Module Three: Discussion Questions 
(cont’d.)
6. What are your organization’s interdependencies?

a) What stakeholders are dependent upon your organization and its 
services?

b) Who are the key stakeholders or groups that your organization 
relies upon to help restore your operations and assets? 

c) What public sector organizations / resources do private sector 
organizations rely on to help restore critical infrastructure assets?

d) What private sector organizations / resources do public sector 
organizations rely on to help restore mission essential functions?

e) Do you have contracts / agreements in place with the 
organizations that control/own these resources / services for 
priority services in an emergency?
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Module Three: Discussion Questions 
(cont’d.)

f) Who are the key mobilizers or champions (either individuals or 
functional roles) in your organization or community who must be 
engaged for an effective recovery?

7. What types of information are needed to assist in restoration of 
your organization’s critical infrastructure?

a) What information would your organization expect to receive? 
How does your organization expect to receive it and from whom?

b) What information would your organization expect to provide? 
How would your organization expect to provide it and to whom?
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Module Three: Discussion Questions 
(cont’d.)
8. How can owners / operators and government officials prepare to 

handle the public messaging / media in the aftermath of such an 
occurrence?

a) Does your media plan include incidents such as this?

b) What is the plan to handle the significant media attention from 
national and international outlets?

c) How will you restore public confidence?

d) How will you resolve potential misinformation?

e) How will your respond to media requests (written notices, press 
conferences, interviews, etc.)?
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Module Three: Discussion Questions 
(cont’d.)

f) Is social media being monitored to maintain awareness of 
information spreading that may not be accurate?

i. Who is responsible for this?

ii. What procedures are in place to counter false information on social 
media?

9. Are there best practices for recovery that you would like to share?
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Module Three: Discussion Questions 
(cont’d.)
10. [If the optional “Protests” section is selected] Does the city have a 

plan for addressing large protests? If so:

a) Which agencies are involved and which have the lead?

b) Is there a media plan in place? 

c) How would officials get information about the protests?

d) What would city priorities be in this situation?

e) How do you develop a plan to meet those priorities?

f) Would any city agency call in mutual aid?
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Module Three: Discussion Questions 
(cont’d.)
11. [If the optional “Protests” section is selected] Do businesses or 

private sector organizations have a plan in place for addressing 
protests?

a) If the protests cause unintentional disruptions to your 
organization (such as marching on the street in front of your 
building) what types of action would you take?

b) Do you have a media plan in place to proactively distributing 
messaging to employees and/or the public regarding the 
protests?

c) If your company is targeted by protestors in the media for any 
reason, do you have a plan to respond?
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Hot Wash

 Strengths

 Areas for Improvement
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Closing Comments

80

 [Name]

 [Title (e.g., Exercise Director or Lead Planner)]

 [Organization]



Points of Contact

For questions about the Outdoor Events TTX, the Sector 
Specific Tabletop Exercise Program (SSTEP) or 
recommendations for improvement, please contact please 
contact DHS IP via email at sopd.exercise@hq.dhs.gov.

[INSERT YOUR INFO IF DESIRED]
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Participant Feedback Form                           [INSERT CAVEAT] Outdoor Events 
 Tabletop Exercise  

Participant Feedback Form 1 [Sponsor Organization] 
[INSERT CAVEAT] 

PARTICIPANT FEEDBACK FORM 
Thank you for participating in the Outdoor Events Tabletop Exercise.  Your observations, 
comments, and input are greatly appreciated, and provide invaluable insight that will 
better prepare our nation against threats and hazards.  Any comments provided will be 
treated in a sensitive manner and all personal information will remain confidential.  Please 
keep comments concise, specific, and constructive. 

Part I: General Information 
Please enter your responses in the form field or check box after the appropriate selection. 

Name:   _________________________________________________________________ 

Agency/Organization Affiliation:   __________________________________________ 

Position Title:   __________________________________________________________ 

Years of Experience in Present Position:   ____________________________________ 

Number of Exercises Previously Participated in:   0      1-5      5-10      15+ 

Exercise Role:   Player      Facilitator/Controller      Observer      Evaluator 

Location during Exercise:   ________________________________________________ 

Part II: Exercise Design 

Please rate, on a scale of 1 to 5, your overall assessment of the exercise relative to the statements 
provided, with 1 indicating strong disagreement and 5 indicating strong agreement. 

Assessment Factor 
Strongly 
Disagree 

Strongly 
Agree

Pre-exercise briefings were informative and provided the necessary 
information for my role in the exercise. 

1 2 3 4 5 

The exercise scenario was plausible and realistic. 1 2 3 4 5 

Exercise participants included the right people in terms of level and 
mix of disciplines.   

1 2 3 4 5 

Participants were actively involved in the exercise. 1 2 3 4 5 

Exercise participation was appropriate for someone in my field with 
my level of experience/training. 

1 2 3 4 5 

The exercise increased my understanding about and familiarity with 
the capabilities and resources of other participating organizations. 

1 2 3 4 5 

The exercise provided the opportunity to address significant 
decisions in support of critical mission areas. 

1 2 3 4 5 

After this exercise, I am better prepared to deal with the capabilities 
and hazards addressed. 

1 2 3 4 5 



Participant Feedback Form                           [INSERT CAVEAT] Outdoor Events 
 Tabletop Exercise  

Participant Feedback Form 2 [Sponsor Organization] 
[INSERT CAVEAT] 

Part III: Participant Feedback 

1. I observed the following strengths during this exercise (please select the corresponding 
capability and applicable element related to the strength): 

Strengths Core Capability Element  

 
[list core 

capabilities for 
this exercise] 

Planning 
Organization 
Equipment 
Training 
Exercise 

 
 
 
 
 

 
[list core 

capabilities for 
this exercise] 

Planning 
Organization 
Equipment 
Training 
Exercise 

 
 
 
 
 

 
[list core 

capabilities for 
this exercise] 

Planning 
Organization 
Equipment 
Training 
Exercise 

 
 
 
 
 

 

2. I observed the following areas for improvement during this exercise (please select the 
corresponding capability and applicable element related to the area for improvement): 

Areas for Improvement Core Capability Element 

 
[list core 

capabilities for 
this exercise] 

Planning 
Organization 
Equipment 
Training 
Exercise 

 
 
 
 
 

 
[list core 

capabilities for 
this exercise] 

Planning 
Organization 
Equipment 
Training 
Exercise 

 
 
 
 
 

 
[list core 

capabilities for 
this exercise] 

Planning 
Organization 
Equipment 
Training 
Exercise 

 
 
 
 
 



Participant Feedback Form                           [INSERT CAVEAT] Outdoor Events 
 Tabletop Exercise  

Participant Feedback Form 3 [Sponsor Organization] 
[INSERT CAVEAT] 

3. What specific training opportunities helped you (or could have helped you) prepare for 
this exercise?  Please provide specific course names if applicable. 

Training 

Completed 
Prior to 

Exercise? 
(Y/N) 

  

  

  

  

  

4. Which exercise materials were most useful?  Please identify any additional materials or 
resources that would be useful. 

 
 
 
 
 
 
 
 
 
 

5. Please provide any recommendations on how this exercise or future exercises could be 
improved or enhanced.  



  

DHS/NPPD/IP/SOPD 
Stakeholder Readiness and Exercise 
Section 
Exercise Feedback Form

Name Organization/Company Name

E-Mail Address Exercise Name

What classification best describes your organization?

Private Sector State/Local Govt. Tribal Territorial

Federal Govt. Other

When Did DHS facilitate your exercise?

Less than 1 month 1-3 months 3-6 months 6 months - 1 year

More than 1 year

Have you Implemented any of the action items identified from the exercise?

Yes No Planning to Implement

What were you most satisfied with?

What were you least satisfied with?

Did our product or service meet your expectations?

Yes

No

Additional comments

CONTINUED ON PAGE 2



On a scale of 1-5 (1 being the least satisfied and 5 being the most) please rank the below:

1 2 3 4 5

Did you find the exercise 
useful?

Do you believe the exercise 
enhanced your 
organizations resiliency?

Was the exercise team 
professional and working 
towards your needs?

Would you recommend the 
exercise program to your 
partners?

How likely are you to 
request another exercise 
from DHS IP?

Please evaluate the following statements:

Strongly 
Disagree

Disagree Neutral Agree Strongly Agree

The information received 
through this activity or 
product was current and 
relevant

The information received 
through this activity or 
product will effectively inform 
my decision making 
regarding safety and 
security risk mitigation and 
resilience enhancements

I will encourage my agency/
organization to incorporate 
information I learned 
through this activity or 
product into our safety, 
security, or resilience 
practices

Please submit this form to: IP.Exercise@hq.dhs.gov

mailto:IP.Exercise@hq.dhs.gov
mailto:IP.Exercise@hq.dhs.gov


 Insert organization logo or seal 
here 

 
 

Outdoor Events Tabletop Exercise 
After-Action Report/Improvement Plan 
Terrorist Attack 

[Date] 

The After-Action Report/Improvement Plan (AAR/IP) aligns exercise objectives with 
preparedness doctrine to include the National Preparedness Goal and related frameworks and 
guidance. Exercise information required for preparedness reporting and trend analysis is 
included. Users are encouraged to add additional sections as needed to support their own 
organizational needs.



After-Action Report/  [INSERT CAVEAT] Outdoor Events 
Improvement Plan (AAR/IP) Tabletop Exercise  

  [Sponsor Organization] 
 [INSERT CAVEAT] 

Homeland Security Exercise and Evaluation Program (HSEEP) 
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After-Action Report/  [INSERT CAVEAT] Outdoor Events 
Improvement Plan (AAR/IP) Tabletop Exercise  

Exercise Overview 1 [Sponsor Organization] 
[INSERT CAVEAT] 

Homeland Security Exercise and Evaluation Program (HSEEP) 

EXERCISE OVERVIEW 

Exercise Name Outdoor Events Tabletop Exercise (TTX) 

Exercise Dates [Indicate the start and end dates of the exercise] 

Scope 
This exercise is a TTX planned for [exercise duration] at [exercise location]. 
Exercise play is limited to [exercise parameters]. 

Mission Area(s) 
Prevention, Protection, Mitigation, Response, and Recovery [select 
appropriate Mission Areas] 

Core 
Capabilities 

 Planning 
 Operational Coordination 
 Mass Care Services 
 On-Scene Security and Protection 
 Public Information and Warning 
 Operational Communications 
 Economic Recovery  

Objectives 

1. Review emergency preparedness plans and response procedures to an 
attack on an outdoor event. 

2. Discuss the coordination between private sector organizations and 
responding local, state, and Federal agencies under the National Incident 
Management System (NIMS). 

3. Assess procedures for coordinating and sharing information within 
organizations, between organizations, and with the public. 

4. Review organizational interdependencies and recovery plans. 

5. [Insert additional exercise objectives as necessary] 

Threat or 
Hazard 

Vehicle Ramming / Edged Weapon Attack / Active Shooter / Improvised 
Explosive Device (IED) / Hostages [select appropriate options] 

Scenario 
An interactive, discussion-based exercise focused on an attack on an outdoor 
event. The scenario consists of three modules: Incident and Response, 
Sustained Response, and Short-Term Recovery. 

Sponsor 
[Insert the name of the sponsor organization, as well as any grant programs 
being utilized, if applicable] 



After-Action Report/  [INSERT CAVEAT] Outdoor Events 
Improvement Plan (AAR/IP) Tabletop Exercise  

Exercise Overview 2 [Sponsor Organization] 
[INSERT CAVEAT] 

Homeland Security Exercise and Evaluation Program (HSEEP) 

Participating 
Organizations 

[Insert a brief summary of the total number of participants and participation 
level (i.e., Federal, state, local, tribal, non-governmental organizations 
(NGOs), private sector, and/or international agencies). Consider including 
the full list of participating agencies in Appendix B. Delete Appendix B if 
not required.] 

Points of 
Contact 

[Insert the name, title, agency, address, phone number, and email address of 
the primary exercise point of contact (e.g., exercise director or exercise 
sponsor)] 



After-Action Report/  [INSERT CAVEAT] Outdoor Events 
Improvement Plan (AAR/IP) Tabletop Exercise  

Analysis of Exercise Objectives 3 [Sponsor Organization] 
[INSERT CAVEAT] 

Homeland Security Exercise and Evaluation Program (HSEEP) 

ANALYSIS OF EXERCISE OBJECTIVES 
The following section provides an overview of performance related to each exercise objective 
and associated core capability, highlighting strengths and areas for improvement. The table 
below aligns the exercise objectives to core capabilities, providing a consistent framework and 
methodology for assessing capabilities across jurisdictions and disciplines. 

Objective Core Capability 

Review emergency preparedness plans and response 
procedures to an attack on an outdoor event.  

 Planning 

 Operational Coordination 

 Mass Care Services 

 On-Scene Security and Protection 

 Public Information and Warning 

Discuss the coordination between private sector 
organizations and responding local, state, and Federal 
agencies under NIMS. 

 Planning  

 Operational Coordination 

Assess procedures for coordinating and sharing 
information within organizations, between organizations, 
and with the public. 

 Planning 

 Operational Communications 

 Public Information and Warning 

Review organizational interdependencies and recovery 
plans. 

 Planning 

 Economic Recovery 

[Insert additional objectives as necessary].  

Table 1.  Alignment of Core Capabilities and Exercise Objectives 
 

The following sections provide an overview of the performance related to each exercise 
objective and associated core capability, highlighting strengths and areas for improvement. 

 

 
 
 
  
 



After-Action Report/  [INSERT CAVEAT] Outdoor Events 
Improvement Plan (AAR/IP) Tabletop Exercise  

Objective 1 4 [Sponsor Organization] 
[INSERT CAVEAT] 

Homeland Security Exercise and Evaluation Program (HSEEP) 

Objective 1: Review emergency preparedness plans and response 
procedures to an attack on an outdoor event. 

Core Capabilities: Planning, Operational Coordination, Mass Care Services, On-Scene 
Security and Protection, Public Information and Warning 

Strengths 

The following strengths related to this objective were observed in the exercise. [List as many 
major strengths as observed] 

Strength 1: [Use complete sentences to describe each major strength.] 

Strength 2: [Use complete sentences to describe each major strength.] 

Strength 3: [Use complete sentences to describe each major strength.] 

Areas for Improvement 

There is opportunity to improve in the following areas:  

Area for Improvement 1: [Observation statement. This should clearly state the problem or 
gap].  

Reference: [List relevant plans, policies, procedures, laws, and regulations, or sections that 
apply.  If no references apply to the observation, it is acceptable to simply list “Not Applicable.”] 

1. [Name of the task and the applicable plans, policies, procedures, laws, and 
regulations and 1–2 sentences describing their relation to the task.] 

2. [Name of the task and the applicable plans, policies, procedures, laws, and 
regulations and 1–2 sentences describing their relation to the task.] 

Analysis: The analysis section should be the most detailed section of an Observation. [Include a 
description of the behavior or actions at the core of the observation, as well as a brief description 
of what was discussed and the implications/consequence(s) noted. If a strength was identified, 
include any relevant innovative approaches discussed by the exercise participants.] 

Recommendation: [The recommendation or recommendations should clearly state a way to 
close the observed gap. It should not include a corrective action, as those will be documented in 
the Improvement Plan] 

Area for Improvement 2: [Observation statement. This should clearly state the problem or 
gap.] 

Reference: [List relevant plans, policies, procedures, laws, and regulations, or sections that 
apply. If no references apply to the observation, it is acceptable to simply list “Not Applicable.”] 

1. [Name of the task and the applicable plans, policies, procedures, laws, and 
regulations and 1–2 sentences describing their relation to the task.] 

2. [Name of the task and the applicable plans, policies, procedures, laws, and 
regulations and 1–2 sentences describing their relation to the task.] 



After-Action Report/  [INSERT CAVEAT] Outdoor Events 
Improvement Plan (AAR/IP) Tabletop Exercise  

Objective 1 5 [Sponsor Organization] 
[INSERT CAVEAT] 

Homeland Security Exercise and Evaluation Program (HSEEP) 

Analysis: The analysis section should be the most detailed section of an Observation. [Include a 
description of the behavior or actions at the core of the observation, as well as a brief description 
of what was discussed and the implications/consequence(s) noted. Identified strength(s) should 
include any relevant or innovative approaches discussed by the exercise participants.] 

Recommendation: [The recommendation or recommendations should clearly state a way to 
close the observed gap. It should not include a corrective action, as those will be documented in 
the Improvement Plan]



After-Action Report/  [INSERT CAVEAT] Outdoor Events 
Improvement Plan (AAR/IP) Tabletop Exercise  

Objective 2 6 [Sponsor Organization] 
[INSERT CAVEAT] 

Homeland Security Exercise and Evaluation Program (HSEEP) 

Objective 2: Discuss the coordination between private sector 
organizations and responding local, state, and Federal agencies 
under NIMS. 

Core Capabilities: Planning, Operational Coordination 

Strengths 

The following strengths related to this objective were observed in the exercise. [List as many 
major strengths as observed] 

Strength 1: [Use complete sentences to describe each major strength.] 

Strength 2: [Use complete sentences to describe each major strength.] 

Strength 3: [Use complete sentences to describe each major strength.] 

Areas for Improvement 

There is opportunity to improve in the following areas: 

Area for Improvement 1: [Observation statement. This should clearly state the problem or 
gap.] 

Reference: [List relevant plans, policies, procedures, laws, and regulations, or sections that 
apply.  If no references apply to the observation, it is acceptable to simply list “Not Applicable.”] 

1. [Name of the task and the applicable plans, policies, procedures, laws, and 
regulations and 1–2 sentences describing their relation to the task.] 
 

2. [Name of the task and the applicable plans, policies, procedures, laws, and 
regulations and 1–2 sentences describing their relation to the task.] 

Analysis: The analysis section should be the most detailed section of an Observation. [Include a 
description of the behavior or actions at the core of the observation, as well as a brief description 
of what was discussed and the implications/consequence(s) noted. Identified strength(s) should 
include any relevant or innovative approaches discussed by the exercise participants.] 

Recommendation: [The recommendation or recommendations should clearly state a way to 
close the observed gap. It should not include a corrective action, as those will be documented in 
the Improvement Plan] 

Area for Improvement 2: [Observation statement. This should clearly state the problem or 
gap.] 

Reference: [List relevant plans, policies, procedures, laws, and regulations, or sections that 
apply.  If no references apply to the observation, it is acceptable to simply list “Not Applicable.”] 

1. [Name of the task and the applicable plans, policies, procedures, laws, and 
regulations and 1–2 sentences describing their relation to the task.] 
 



After-Action Report/  [INSERT CAVEAT] Outdoor Events 
Improvement Plan (AAR/IP) Tabletop Exercise  

Objective 2 7 [Sponsor Organization] 
[INSERT CAVEAT] 

Homeland Security Exercise and Evaluation Program (HSEEP) 

2. [Name of the task and the applicable plans, policies, procedures, laws, and 
regulations and 1–2 sentences describing their relation to the task.] 

Analysis: The analysis section should be the most detailed section of an Observation. [Include a 
description of the behavior or actions at the core of the observation, as well as a brief description 
of what was discussed and the implications/consequence(s) noted. Identified strength(s) should 
include any relevant or innovative approaches discussed by the exercise participants.] 

Recommendation: [The recommendation or recommendations should clearly state a way to 
close the observed gap. It should not include a corrective action, as those will be documented in 
the Improvement Plan] 



After-Action Report/  [INSERT CAVEAT] Outdoor Events 
Improvement Plan (AAR/IP) Tabletop Exercise  

Objective 3 8 [Sponsor Organization] 
[INSERT CAVEAT] 

Homeland Security Exercise and Evaluation Program (HSEEP) 

Objective 3: Assess procedures for coordinating and sharing 
information within organizations, between organizations, and with the 
public. 

Core Capabilities: Planning, Operational Communications, Public Information and 
Warning 

Strengths 

The following strengths related to this objective were observed in the exercise. [List as many 
major strengths as observed] 

Strength 1: [Use complete sentences to describe each major strength.] 

Strength 2: [Use complete sentences to describe each major strength.] 

Strength 3: [Use complete sentences to describe each major strength.] 

Areas for Improvement 

There is opportunity to improve in the following areas: 

Area for Improvement 1: [Observation statement. This should clearly state the problem or 
gap.] 

Reference: [List relevant plans, policies, procedures, laws, and regulations, or sections that 
apply.  If no references apply to the observation, it is acceptable to simply list “Not Applicable.”] 

1. [Name of the task and the applicable plans, policies, procedures, laws, and 
regulations and 1–2 sentences describing their relation to the task.] 

2. [Name of the task and the applicable plans, policies, procedures, laws, and 
regulations and 1–2 sentences describing their relation to the task.] 

Analysis: The analysis section should be the most detailed section of an Observation. [Include a 
description of the behavior or actions at the core of the observation, as well as a brief description 
of what was discussed and the implications/consequence(s) noted. Identified strength(s) should 
include any relevant or innovative approaches discussed by the exercise participants.] 

Recommendation: [The recommendation or recommendations should clearly state a way to 
close the observed gap. It should not include a corrective action, as those will be documented in 
the Improvement Plan] 

Area for Improvement 2: [Observation statement. This should clearly state the problem or 
gap.] 

Reference: [List relevant plans, policies, procedures, laws, and regulations, or sections that 
apply.  If no references apply to the observation, it is acceptable to simply list “Not Applicable.”] 

1. [Name of the task and the applicable plans, policies, procedures, laws, and 
regulations and 1–2 sentences describing their relation to the task.] 
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2. [Name of the task and the applicable plans, policies, procedures, laws, and 
regulations and 1–2 sentences describing their relation to the task.] 

Analysis: The analysis section should be the most detailed section of an Observation. [Include a 
description of the behavior or actions at the core of the observation, as well as a brief description 
of what was discussed and the implications/consequence(s) noted. Identified strength(s) should 
include any relevant or innovative approaches discussed by the exercise participants.] 

Recommendation: [The recommendation or recommendations should clearly state a way to 
close the observed gap. It should not include a corrective action, as those will be documented in 
the Improvement Plan] 
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Objective 4: Review organizational interdependencies and recovery 
plans. 

Core Capabilities: Planning, Economic Recovery 

Strengths 

The following strengths related to this objective were observed in the exercise. [List as many 
major strengths as observed] 

Strength 1: [Use complete sentences to describe each major strength.] 

Strength 2: [Use complete sentences to describe each major strength.] 

Strength 3: [Use complete sentences to describe each major strength.] 

Areas for Improvement 

There is opportunity to improve in the following areas: 

Area for Improvement 1: [Observation statement. This should clearly state the problem or 
gap.] 

Reference: [List relevant plans, policies, procedures, laws, and regulations, or sections that 
apply.  If no references apply to the observation, it is acceptable to simply list “Not Applicable.”] 

1. [Name of the task and the applicable plans, policies, procedures, laws, and 
regulations and 1–2 sentences describing their relation to the task.] 

2. [Name of the task and the applicable plans, policies, procedures, laws, and 
regulations and 1–2 sentences describing their relation to the task.] 

Analysis: The analysis section should be the most detailed section of an Observation. [Include a 
description of the behavior or actions at the core of the observation, as well as a brief description 
of what was discussed and the implications/consequence(s) noted. Identified strength(s) should 
include any relevant or innovative approaches discussed by the exercise participants.] 

Recommendation: [The recommendation or recommendations should clearly state a way to 
close the observed gap. It should not include a corrective action, as those will be documented in 
the Improvement Plan] 

Area for Improvement 2: [Observation statement. This should clearly state the problem or 
gap.] 

  

Reference: [List relevant plans, policies, procedures, laws, and regulations, or sections that 
apply.  If no references apply to the observation, it is acceptable to simply list “Not Applicable.”] 

1. [Name of the task and the applicable plans, policies, procedures, laws, and 
regulations and 1–2 sentences describing their relation to the task.] 

2. [Name of the task and the applicable plans, policies, procedures, laws, and 
regulations and 1–2 sentences describing their relation to the task.] 
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Analysis: The analysis section should be the most detailed section of an Observation. [Include a 
description of the behavior or actions at the core of the observation, as well as a brief description 
of what was discussed and the implications/consequence(s) noted. Identified strength(s) should 
include any relevant or innovative approaches discussed by the exercise participants.] 

Recommendation: [The recommendation or recommendations should clearly state a way to 
close the observed gap. It should not include a corrective action, as those will be documented in 
the Improvement Plan] 
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Homeland Security Exercise and Evaluation Program (HSEEP) 

APPENDIX A: IMPROVEMENT PLAN 
This Improvement Plan has been developed specifically for [Organization or Jurisdiction] as a result of [Exercise Name] conducted on 
[date of exercise]. 

 

                                                 
2 Capability Elements are: Planning, Organization, Equipment, Training, or Exercise. 

Exercise 
Objective 

Core 
Capability 

Issue/Area for 
Improvement

Corrective Action 
Capability 
Element2 

Primary 
Responsible 
Organization 

Organization 
POC 

Start Date 
Completion 

Date 

[Exercise 
Objective #1] 

[Core 
Capability 
Name] 

1. [Area for 
Improvement]

[Corrective Action 
1]  

     

[Core 
Capability 
Name] 

[Corrective Action 
2] 

     

[Core 
Capability 
Name] 

[Corrective Action 
3] 

     

[Core 
Capability 
Name] 

2. [Area for 
Improvement]

[Corrective Action 
1] 

     

[Core 
Capability 
Name] 

[Corrective Action 
2] 
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APPENDIX B: CORE CAPABILITIES 
The following excerpts are taken from the U.S. Department of Homeland Security’s National 
Preparedness Goal, September 2015.  

Planning (All Mission Areas) 

Definition: Conduct a systematic process engaging the whole community as appropriate in the 
development of executable strategic, operational, and/or tactical-level approaches to meet 
defined objectives. 
Preliminary Target:  

1. Identify critical objectives during the planning process, provide a complete and integrated 
picture of the sequence and scope of the tasks to achieve the objectives, and ensure the 
objectives are implementable within the time frame contemplated within the plan using 
available resources for prevention-related plans. (Prevention)3 

2. Develop and execute appropriate courses of action in coordination with local, state, tribal, 
territorial, Federal, and private sector entities in order to prevent an imminent terrorist 
attack within the United States. (Prevention) 

3. Develop protection plans that identify critical objectives based on planning requirements, 
provide a complete and integrated picture of the sequence and scope of the tasks to 
achieve the planning objectives, and implement planning requirements within the time 
frame contemplated within the plan using available resources for protection-related plans. 
(Protection) 

4. Implement, exercise, and maintain plans to ensure continuity of operations. (Protection) 

5. Develop approved hazard mitigation plans that address relevant threats/hazards in 
accordance with the results of their risk assessment within all local, state, tribal, 
territorial, and Federal partners. (Mitigation) 

6. Develop operational plans that adequately identify critical objectives based on the 
planning requirement, provide a complete and integrated picture of the sequence and 
scope of the tasks to achieve the objectives, and are implementable within the time frame 
contemplated in the plan using available resources. (Response) 

7. Convene the core of an inclusive planning team (identified pre-disaster), which will 
oversee disaster recovery planning. (Recovery) 

8. Complete an initial recovery plan that provides an overall strategy and timeline, 
addresses all core capabilities, and integrates socioeconomic, demographic, accessibility, 
technology, and risk assessment considerations (including projected climate change 
impacts), which will be implemented in accordance with the timeline contained in the 
plan. (Recovery) 

                                                 
3 Specific mission area added only for those core capabilities which cover more than one mission area. 
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Public Information and Warning (All Mission Areas) 

Definition: Deliver coordinated, prompt, reliable, and actionable information to the whole 
community through the use of clear, consistent, accessible, and culturally and linguistically 
appropriate methods to effectively relay information regarding any threat or hazard, as well as 
the actions being taken and the assistance being made available, as appropriate.  
Preliminary Target:  

1. Share prompt and actionable messages, to include National Terrorism Advisory System 
alerts, with the public and other stakeholders, as appropriate, to aid in the prevention of 
imminent or follow-on terrorist attacks, consistent with the timelines specified by existing 
processes and protocols. (Prevention) 

2. Provide public awareness information to inform the general public on how to identify and 
provide terrorism-related information to the appropriate law enforcement authorities, 
thereby enabling the public to act as a force multiplier in the prevention of imminent or 
follow-on acts of terrorism. (Prevention) 

3. Use effective and accessible indication and warning systems to communicate significant 
hazards to involved operators, security officials, and the public (including alerts, 
detection capabilities, and other necessary and appropriate assets). (Protection) 

4. Communicate appropriate information, in an accessible manner, on the risks faced within 
a community after the conduct of a risk assessment. (Mitigation) 

5. Inform all affected segments of society by all means necessary, including accessible 
tools, of critical lifesaving and life-sustaining information to expedite the delivery of 
emergency services and aid the public to take protective actions. (Response) 

6. Deliver credible and actionable messages to inform ongoing emergency services and the 
public about protective measures and other life-sustaining actions and facilitate the 
transition to recovery. (Response) 

7. Reach all populations within the community with effective actionable recovery-related 
public information messaging and communications that are accessible to people with 
disabilities and people with limited English proficiency, protect the health and safety of 
the affected population, help manage expectations, and ensure stakeholders have a clear 
understanding of available assistance and their roles and responsibilities. (Recovery) 

8. Support affected populations and stakeholders with a system that provides appropriate, 
current information about any continued assistance, steady state resources for long-term 
impacts, and monitoring programs in an effective and accessible manner. (Recovery) 

On-scene Security, Protection, and Law Enforcement (Response) 

Definition: Ensure a safe and secure environment through law enforcement and related security 
and protection operations for people and communities located within affected areas and also for 
response personnel engaged in lifesaving and life-sustaining operations. 

Preliminary Target: 

1. Establish a safe and secure environment in an affected area.  
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Homeland Security Exercise and Evaluation Program (HSEEP) 

2. Provide and maintain on-scene security and meet the protection needs of the affected 
population over a geographically dispersed area while eliminating or mitigating the risk 
of further damage to persons, property, and the environment.  

Economic Recovery (Recovery) 

Definition: Return economic and business activities (including food and agriculture) to a healthy 
state and develop new business and employment opportunities that result in an economically 
viable community. 

Preliminary Target: 

1. Conduct a preliminary assessment of economic issues and identify potential inhibitors to 
fostering stabilization of the affected communities. 

2. Ensure the community recovery and mitigation plan(s) incorporates economic 
revitalization and removes governmental inhibitors to post-disaster economic 
sustainability, while maintaining the civil rights of citizens. 

3. Return affected area’s economy within the specified time frame in the recovery plan. 

Operational Communications (Response) 

Definition: Ensure the capacity for timely communications in support of security, situational 
awareness, and operations by any and all means available, among and between affected 
communities in the impact area and all response forces. 

Preliminary Target: 

1. Ensure the capacity to communicate with both the emergency response community and 
the affected populations and establish interoperable voice and data communications 
between Federal, tribal, state, and local first responders.  

2. Re-establish sufficient communications infrastructure within the affected areas to support 
ongoing life-sustaining activities, provide basic human needs, and transition to recovery.  

3. Re-establish critical information networks, including cybersecurity information sharing 
networks, in order to inform situational awareness, enable incident response, and support 
the resiliency of key systems.  

Operational Coordination (All Mission Areas) 

Definition: Establish and maintain a unified and coordinated operational structure and process 
that appropriately integrates all critical stakeholders and supports the execution of core 
capabilities. 
Preliminary Target:  

1. Execute operations with functional and integrated communications among appropriate 
entities to prevent initial or follow-on terrorist attacks within the United States in 
accordance with established protocols. (Prevention) 

2. Establish and maintain partnership structures among Protection elements to support 
networking, planning, and coordination. (Protection) 
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3. Establish protocols to integrate mitigation data elements in support of operations with 
local, state, tribal, territorial, and insular area partners and in coordination with Federal 
agencies. (Mitigation) 

4. Mobilize all critical resources and establish command, control, and coordination 
structures within the affected community and other coordinating bodies in surrounding 
communities and across the Nation and maintain as needed throughout the duration of an 
incident. (Response) 

5. Enhance and maintain command, control, and coordination structures, consistent with the 
National Incident Management System (NIMS), to meet basic human needs, stabilize the 
incident, and transition to recovery. (Response) 

6. Establish tiered, integrated leadership, and inclusive coordinating organizations that 
operate with a unity of effort and are supported by sufficient assessment and analysis to 
provide defined structure and decision-making processes for recovery activities. 
(Recovery) 

7. Define the path and timeline for recovery leadership to achieve the jurisdiction’s 
objectives that effectively coordinates and uses appropriate local, state, tribal, territorial, 
insular area, and Federal assistance, as well as nongovernmental and private sector 
resources. This plan is to be implemented within the established timeline. (Recovery) 

Mass Care Services (Response) 

Definition: Provide life-sustaining and human services to the affected population, to include 
hydration, feeding, sheltering, temporary housing, evacuee support, reunification, and 
distribution of emergency supplies. 

Preliminary Target: 

1. Move and deliver resources and capabilities to meet the needs of disaster survivors, 
including individuals with access and functional needs.  

2. Establish, staff, and equip emergency shelters and other temporary housing options 
(including accessible housing) for the affected population.  

3. Move from congregate care to non-congregate care alternatives and provide relocation 
assistance or interim housing solutions for families unable to return to their pre-disaster 
homes.  
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APPENDIX C: ALTERNATE TEMPLATE – OBJECTIVES 

ANALYZED BY CORE CAPABILITIES 
The below is an alternate template for writing an AAR. In this format rather than analyzing 
strengths and areas for improvement by exercise objectives, planners can evaluate participants by 
core capability relevant to a specific objective. This is a more complex way to write an AAR, but 
some planning teams may find the structure preferable. 

Objective 1: Review emergency preparedness plans and response 
procedures to an attack on an outdoor event. 

The strengths and areas for improvement for each core capability aligned to this objective are 
described in this section. See Appendix B for details on each core capability. 

Planning 

Strengths 

The [full or partial] capability level attained can be attributed to the following strengths: 

Strength 1: [Use complete sentences to describe each major strength.] 

Strength 2: [Use complete sentences to describe each major strength.] 

Strength 3: [Use complete sentences to describe each major strength.] 

Areas for Improvement 

The following areas require improvement to achieve the full capability level: 

Area for Improvement 1: [Observation statement. This should clearly state the problem or 
gap.] 

Reference: [List relevant plans, policies, procedures, laws, and regulations, or sections that 
apply.  If no references apply to the observation, it is acceptable to simply list “Not Applicable.”] 

3. [Name of the task and the applicable plans, policies, procedures, laws, and 
regulations and 1–2 sentences describing their relation to the task.] 

4. [Name of the task and the applicable plans, policies, procedures, laws, and 
regulations and 1–2 sentences describing their relation to the task.] 

Analysis: The analysis section should be the most detailed section of an Observation. [Include a 
description of the behavior or actions at the core of the observation, as well as a brief description 
of what was discussed and the implications/consequence(s) noted. If a strength was identified, 
include any relevant innovative approaches discussed by the exercise participants.] 

Recommendation: [The recommendation or recommendations should clearly state a way to 
close the observed gap. It should not include a corrective action, as those will be documented in 
the Improvement Plan] 
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Area for Improvement 2: [Observation statement. This should clearly state the problem or gap; 
it should not include a recommendation or corrective action, as those will be documented in the 
Improvement Plan.] 

Reference: [List relevant plans, policies, procedures, laws, and regulations, or sections that 
apply. If no references apply to the observation, it is acceptable to simply list “Not Applicable.”] 

3. [Name of the task and the applicable plans, policies, procedures, laws, and 
regulations and 1–2 sentences describing their relation to the task.] 

4. [Name of the task and the applicable plans, policies, procedures, laws, and 
regulations and 1–2 sentences describing their relation to the task.] 

Analysis: The analysis section should be the most detailed section of an Observation. [Include a 
description of the behavior or actions at the core of the observation, as well as a brief description 
of what was discussed and the implications/consequence(s) noted. Identified strength(s) should 
include any relevant or innovative approaches discussed by the exercise participants.] 

Recommendation: [The recommendation or recommendations should clearly state a way to 
close the observed gap. It should not include a corrective action, as those will be documented in 
the Improvement Plan] 

Operational Coordination 

Strengths 

The [full or partial] capability level can be attributed to the following strengths: 

Strength 1: [Use complete sentences to describe each major strength.] 

Strength 2: [Use complete sentences to describe each major strength.] 

Strength 3: [Use complete sentences to describe each major strength.] 

Areas for Improvement 

The following areas require improvement to achieve the full capability level: 

Area for Improvement 1: [Observation statement. This should clearly state the problem or gap; 
it should not include a recommendation or corrective action, as those will be documented in the 
Improvement Plan.] 

Reference: [List relevant plans, policies, procedures, laws, and regulations, or sections that 
apply.  If no references apply to the observation, it is acceptable to simply list “Not Applicable.”] 

1. [Name of the task and the applicable plans, policies, procedures, laws, and 
regulations and 1–2 sentences describing their relation to the task.] 

2. [Name of the task and the applicable plans, policies, procedures, laws, and 
regulations and 1–2 sentences describing their relation to the task.] 

Analysis: The analysis section should be the most detailed section of an Observation. [Include a 
description of the behavior or actions at the core of the observation, as well as a brief description 
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of what was discussed and the implications/consequence(s) noted. Identified strength(s) should 
include any relevant or innovative approaches discussed by the exercise participants.] 

Recommendation: [The recommendation or recommendations should clearly state a way to 
close the observed gap. It should not include a corrective action, as those will be documented in 
the Improvement Plan] 

Mass Care Services

Strengths 

The [full or partial] capability level can be attributed to the following strengths: 

Strength 1: [Use complete sentences to describe each major strength.] 

Strength 2: [Use complete sentences to describe each major strength.] 

Strength 3: [Use complete sentences to describe each major strength.] 

Areas for Improvement 

The following areas require improvement to achieve the full capability level: 

Area for Improvement 1: [Observation statement. This should clearly state the problem or gap; 
it should not include a recommendation or corrective action, as those will be documented in the 
Improvement Plan.] 

Reference: [List relevant plans, policies, procedures, laws, and regulations, or sections that 
apply.  If no references apply to the observation, it is acceptable to simply list “Not Applicable.”] 

1. [Name of the task and the applicable plans, policies, procedures, laws, and 
regulations and 1–2 sentences describing their relation to the task.] 

2. [Name of the task and the applicable plans, policies, procedures, laws, and 
regulations and 1–2 sentences describing their relation to the task.] 

Analysis: The analysis section should be the most detailed section of an Observation. [Include a 
description of the behavior or actions at the core of the observation, as well as a brief description 
of what was discussed and the implications/consequence(s) noted. Identified strength(s) should 
include any relevant or innovative approaches discussed by the exercise participants.] 

Recommendation: [The recommendation or recommendations should clearly state a way to 
close the observed gap. It should not include a corrective action, as those will be documented in 
the Improvement Plan] 

On-Scene Security and Protection 

Strengths 

The [full or partial] capability level can be attributed to the following strengths: 

Strength 1: [Use complete sentences to describe each major strength.] 

Strength 2: [Use complete sentences to describe each major strength.] 
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Strength 3: [Use complete sentences to describe each major strength.] 

Areas for Improvement 

The following areas require improvement to achieve the full capability level: 

Area for Improvement 1: [Observation statement. This should clearly state the problem or gap; 
it should not include a recommendation or corrective action, as those will be documented in the 
Improvement Plan.] 

Reference: [List relevant plans, policies, procedures, laws, and regulations, or sections that 
apply.  If no references apply to the observation, it is acceptable to simply list “Not Applicable.”] 

1. [Name of the task and the applicable plans, policies, procedures, laws, and 
regulations and 1–2 sentences describing their relation to the task.] 

2. [Name of the task and the applicable plans, policies, procedures, laws, and 
regulations and 1–2 sentences describing their relation to the task.] 

Analysis: The analysis section should be the most detailed section of an Observation. [Include a 
description of the behavior or actions at the core of the observation, as well as a brief description 
of what was discussed and the implications/consequence(s) noted. Identified strength(s) should 
include any relevant or innovative approaches discussed by the exercise participants.] 

Recommendation: [The recommendation or recommendations should clearly state a way to 
close the observed gap. It should not include a corrective action, as those will be documented in 
the Improvement Plan] 

Public Information and Warning

Strengths 

The [full or partial] capability level can be attributed to the following strengths: 

Strength 1: [Use complete sentences to describe each major strength.] 

Strength 2: [Use complete sentences to describe each major strength.] 

Strength 3: [Use complete sentences to describe each major strength.] 

Areas for Improvement 

The following areas require improvement to achieve the full capability level: 

Area for Improvement 1: [Observation statement. This should clearly state the problem or gap; 
it should not include a recommendation or corrective action, as those will be documented in the 
Improvement Plan.] 

Reference: [List relevant plans, policies, procedures, laws, and regulations, or sections that 
apply.  If no references apply to the observation, it is acceptable to simply list “Not Applicable.”] 

1. [Name of the task and the applicable plans, policies, procedures, laws, and 
regulations and 1–2 sentences describing their relation to the task.] 
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2. [Name of the task and the applicable plans, policies, procedures, laws, and 
regulations and 1–2 sentences describing their relation to the task.] 

Analysis: The analysis section should be the most detailed section of an Observation. [Include a 
description of the behavior or actions at the core of the observation, as well as a brief description 
of what was discussed and the implications/consequence(s) noted. Identified strength(s) should 
include any relevant or innovative approaches discussed by the exercise participants.] 

Recommendation: [The recommendation or recommendations should clearly state a way to 
close the observed gap. It should not include a corrective action, as those will be documented in 
the Improvement Plan] 
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APPENDIX D: EXERCISE PARTICIPANTS 
Participating Organizations 

Federal 

 

 

 

State 

 

 

 

 

Local 

 

 

 

Non-governmental Organizations (NGOs) 

 

 

 

Other 
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