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Class Objectives

✓ Understand & Explain need for 

Cyber Insurance

✓ Determining the best policy 

for your needs, to protect 

those whom work for or with 

the Fairs & Festivals or even 

those Attending them.



What is Cyber Liability?

Cyber‐ A prefix that means "computer"or  

“computer network”

Cyber Liability ‐ refers to risk associated with  

storing data, doing business on Internet or  

publishing a web site. Now we need to include  

smart phones & tablets.



Background on Cyber policies

➢ First issued in early 1990’s - web media  

risks, Software and Hardware protection

➢ Carriers added other features over next 12  

years - notification, legal, forensics, call  

centers etc.

➢ Large businesses adopted fastest

➢ Small business slower



New Drivers in Cyber Liability

➢ State & federal Regulations

➢ Social media

➢ Contracts may require it

➢ More data stored

➢ Cloud computing

➢ Data breaches in the news- Equifax



On September 7th, 2017, The New York Times 

released an article about a Data Breach at Equifax, 

One of the 3 Major consumer credit reporting 

agencies.

Equifax then released a statement saying hackers had 

gained access to company data that potentially 

compromised sensitive information for 143 million 

American consumers, including Social Security 

numbers and driver’s license numbers.

https://www.nytimes.com/2017/09/07/business/equifax-cyberattack.html

https://trustedidpremier.com/eligibility/eligibility.html

Check to see if you’ve been Affected:

https://www.google.com/url?q=https://trustedidpremier.com/eligibility/eligibility.html&sa=D&sntz=1&usg=AFQjCNHWRzDQMg3LKxpu6CdXC9wEY8RZ6w


Why do we need Cyber insurance?

➢ Hacking, cracking and other forms of cybermischief have 

reached a level of sophistication equaling (and in many 

cases surpassing) the capability of most organizations to 

defend against.

➢ Those practicing cyberattacks in 2017 are hardened 

professionals with more years of actual technical security 

experience than the average IT worker employed to defend 

against them. The days of the amateur hacking enthusiast 

are largely gone. Cyberattacks today are conducted by 

nation states, terrorist groups and crime syndicates. It is no 

longer a hobby; it is a profession with very high stakes 

involved.

➢ The 2017 threat is not focused on simple disruption; the 

new threats are “campaigns” which involve complex 

strategy and tactics to achieve targeted goals. It’s like a 

war, but it’s a war with hundreds of attackers, thousands of 

targets and no end in sight.



So what are we going to do?

Suing the carrier is not a sustainable risk

management strategy!

Low cost cyber insurance is readily  

available and affordable

Help understand  the possible Data Storage 

Risks



Who is the enemy?

➢ 98% Committed by outsiders

➢ 58% of stolen data perpetrated

by  “Hacktivists”

➢ Only 4% corporate insiders



During routine IT system maintenance, an online retailer, 

selling white goods discovered that hackers has accessed their 

company database through numerous vulnerabilities in their 

system. After further investigation, it was found that the 

criminals had been successfully exfiltrating customer data for 

as long as 3 years. This affected more than 90,000 customers.

The Company immediately notified all those affected by the 

breach and offered a post breach assistance program to help 

monitor their credit and protect their identities. Due to the 

incident involving credit cards, it cost the company an 

additional $45,000 for a PCI forensic investigation of their 

systems.

With legal fees and all included, this Breach costs the 

company just over $280,000.



How do they work?

➢ 81% used some form of hacking

➢ 69% used some form of malware

➢ Only 10% were physical attacks



How common are data breaches?

➢ 79% targets of opportunity

➢ 85% of breaches took weeks 

or  more to discover

➢ 97% of all data breaches 

were  avoidable by simple  

preventive steps

➢ 92% were discovered by a 

third  party



A financial controller at a marketing and media services 

firm received an email from the CEO Requesting that 

three payments be made to overseas accounts. 

Accustomed to these types of requests, the employee 

promptly made the payments totaling $80,000.

It was then discovered that the email from the CEO was 

fraudulent. In fact Hackers found a vulnerability in the 

Companies System which allowed them to gain access 

to company emails and data. This Breach enabled the 

hackers to send the convincing email from the CEO’s 

account.

After calling the bank, only $15,000 was returned and 

because the transactions had Technically been 

authorized, no reimbursement was offered.



What data is worth to a hacker:

➢ Utility bill scanned = $10

➢ Full identity = $6 to $80

➢ Gmail user name & password = $80

➢ Facebook user name & password = $300

➢ Bank account credentials = $15 to $850

➢ Credit card with $1,000 Available = $25

➢ Credit card with personal information = $80



Criminals use data to::

➢ Obtain fraudulent credit cards

➢ Open store credit

➢ Medical identity theft

➢ Criminal identity theft

➢ Phone & utility fraud



Attacks on Small Businesses increasing

75% of data breaches  analyzed by Verizon in 2011  were in 

companies with less  than 100 employees.

According to Accounting Web,  80% of small businesses that  

experience a data breach  suffer serious financial losses  and many 

go bankrupt.



Opportunity

How many companies think 

Cyber  security is important?

Answer: 84%

What percentage have  

actually bought cyber  

policies?

Answer: 19%!



Two Parts of Cyber Liability Insurance

’

Property

➢ Data – yours or someone else s

➢ Network – 1st or 3rd party

➢ Business Income – 1st or 3rd party

Casualty (Liability)
➢ 1st Party



What types of data?

1. Personal Information (PI)
Names, DL numbers, SSN’s, addresses, email addresses, credit  

card data, phone numbers, age, sex, political affiliation, marital  

status, finger prints, blood type, education, financial  

information, employment history, criminal records.

2. Personal health Information (PHI) Medical records

3. Account numbers & passwords

4. Intellectual Property



A retailer, with revenues of $60m, suffered a payment card breach after malicious 

computer code was inserted into its e-commerce platform. The malicious code 

permitted the collection of customer names, addresses, credit card numbers and 

expiration dates into a data file for exfiltration. The breach was discovered after 

American Express, MasterCard and Visa contacted the retailer, alerting them to the 

fact that their payment systems may have been compromised. The card brands 

explained that thousands of customers who had made purchases on their website 

had subsequently seen their payment cards used to make fraudulent purchases 

elsewhere. 

As a result, the card brands required the retailer to carry out a PCI forensic 

investigation, which cost the insured $28,800. The investigation determined that 

11,533 payment cards had been compromised. During this initial investigation, 

evidence of another earlier breach was identified. This lead to another forensic 

investigation, which cost $42,000. During this investigation, a further 2,492 cards 

were identified as being compromised. 

The affected individuals whose payment card details were compromised in both 

breaches were subsequently notified and provided with complimentary ID theft 

protection, which cost $57,000. While no card brand assessments were levied, 

MasterCard did issue a $10,000 case management fee for dealing with the incident, 

and a further $25,000 penalty for noncompliance of their security rules. 

The incident lead to $61,000 in legal costs being incurred, for a total claims cost of 

$162,800. CFC paid the total amount, minus the insured's deductible. 



Industry Specific Regs.

➢ Payment Card Industry (PCI DSS)

➢ Health Insurance Portability and Accountability

Act (HIPAA)

➢ Health Information Technology for Economic and 

Clinical  Health Act (HITECH)

➢ Patient Safety and Quality Improvement Act 

(PSQIA,  Patient Safety Rule)



State Regulations & Acts

➢ State Attorneys General

47 States - PrivacyActs

➢ Massachusetts 201 CMR 17 

(aka Mass Data  Protection Law)

➢ Nevada Personal Information Data Privacy  

Encryption Law NRS 603A



Why I don't need Cyber Insurance!

1. I am too small to be noticed – No hacker would  target us.

2. Too expensive

3. Brokers don’t explain it very well

4. They believe they are covered

5. Just not paying attention

6. My IT guy says we don’t need it

7. Getting insurance means some did not do their job



Why DO you need Cyber Insurance?

Vector: 
Trojan Horses  

Worms

Key Stroke Loggers

Advanced Persistent Threats, 

(APT's)

Phishing

Stuxnet

There is NO Statistic as to whom may be targeted and Too many ways for your 

information to be breached. Here's a list of possible Virus’s & Malware:

Causes:
Network damage  

Lost BI & EE

Data Breach



What’s at risk for insureds?
Hard Costs

Ponemon Institute > $200 per record

Soft Costs

Loss of reputation and trust = loss Net Income

Ponemon Institute is the parent organization of the 

Responsible Information Management (RIM) Council. 

The RIM Council draws its name from the practice of 

Responsible Information Management, an ethics-based 

framework and long-term strategy for managing 

personal and sensitive employee, customer and business 

information.



Who needs Cyber Liability Insurance?

Everyone!



Avoidance
a. Don’t collect personal data

b. Collect only data you actually use

c. Destroy data when not needed

Mitigate
a. Use Strong Passwords

b. Limit Access

c. Encryption

d. Penetration Testing

Transfer
a. Hold Harmless Agreements

b. Buy Cyber Liability Insurance



Thank You!


